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The news provides important insights into current events and acts as a vital window into the 

world. The propagation of fake news, poses a serious problem. News that seems to present 

genuine but is made up is considered fake news. Such fake news can propagate inadvertently 

or on purpose, foment strife, and erode trust. Identifying fake news has been the focus of 

various studies to address this issue. To contribute in this direction, we proposed a stacking 
approach that combines convolutional neural networks (CNN) and long short-term memory 

(LSTM). We use logistic regression (LR) as a metaclassifier for final classification. We used 

accuracy, precision, recall, and F1-score as performance evaluation metrics on a real-world 

dataset. The dataset included in this study reflects a wide range of information and consists 

of both content from social media platforms and news items from reliable sources. We use 

McNemar's test to determine the statistical significance of the model's performance. The 

proposed hybrid approach yields impressive results: 95.19% accuracy, 95.05% precision, 

95.54% recall, and 95.29% F1-score. These findings highlight the hybrid model's efficacy in 

correctly identifying fake news, supporting social peace and the preservation of real news. 

Keywords: Deep learning, Identification, Fake news, Hybrid model, Stacking, Internet 
access, social media, Technology. 

 
INTRODUCTION 

In the realm of the digital landscape, people are now moving from traditional media to modern media to get 
news[1]. With the affordable rate of mobile devices and internet packs, it is easy to get any information with just 
a single click. Now the Internet has become the fourth basic requirement of human life—food, clothing, and 
shelter. Even social media has made it very easy to get connected with our loved ones, despite the distance. 
Social media is generating massive amounts of data, and not everything that is presented there is authentic. The 
generated content may be a fake news. It is news that pretends to be true but is actually fake. In the digital space, 
there is fake news along with real news. Here, anyone can become an influencer and share their thoughts and 
any news. But it also leads to the spread of information pollution. By information pollution, we mean 
misinformation, disinformation, and mal-information. In 2019, there was a surge in fake news-related events 
in India like the CAA, NRC, Article 370, and Pulwama attacks, which was termed the “Year of Fake News”[2]. It 
is not that fake news is only propagated on social media; news outlets also contribute to it. Fake news is a danger 
to humankind. It also disturbs the country’s peace and economy. There are various steps taken by the 
government to combat the menace of fake news. The Information Technology (Intermediary Guidelines and 
Digital Media Ethics Code) Regulations, 2021, which take effect on February 25, 2021, require social media 
platforms to remove content within 36 hours of obtaining a court order or official directive. In order to cooperate 
with law enforcement, the regulations also require these platforms to designate compliance officers and nodal 
officers. Although the Indian Penal Code (IPC) does not contain any explicit provisions that target fake news, 
many sections of it can be used to penalize those responsible for spreading false information. Former 
Zimbabwean cricketer Heath Streak debunked death rumours that circulated in August 2023. He also 
demanded an apology from the source responsible for disseminating the false information, emphasizing the 
importance of verification and accountability in the era of social media. While talking about the Digital Personal 
Data Protection Act, 2023, the Indian Minister of State for IT and Electronics, Rajeev Chandrasekhar, 
emphasized the considerable difference in the speed and reach of misinformation and the truth. While 
highlighting that bogus news spreads considerably faster and reaches a much broader audience than real news. 

Geoffrey Hinton, regarded as the "Godfather of AI," is concerned about the misinformation issue that generative 
AI-based technology could cause. Hinton underlined that the internet will be swamped with fake photos, videos, 
and texts and that ordinary people may no longer be able to tell what is true[3]. Because of technological 
breakthroughs, digital media can now be manipulated in ways that no one could have imagined twenty years 
ago[4]. Due to the ever-increasing volume of daily news, it is very tedious to manually develop a reliable method 
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for identifying false news. As stated earlier, AI could result in fake news generation, but it can also be a technique 
for spotting fake news by identifying if there are any unmistakable linguistic patterns. Many studies have been 
conducted to counter this fake news dissemination issue. Since this is a global issue, numerous researchers from 
all over the world have created numerous machine learning[5], deep learning[6] and natural language 
processing[7] techniques for reliable fake news detection[8]. As the news is text-based, text corpora play a 
crucial role in the development and training of fake news detection systems; therefore, researchers also worked 
on the creation of developing data corpora to tackle fake news detection[9].  

With the huge amount of data samples, deep learning techniques, including RNN and even one-dimensional 
CNN models, have proven effective in fake news identification and classification. The CNN and LSTM models' 
combined techniques have shown great results[10]. These techniques automatically extract features and handle 
data dependencies to find sequential patterns in text and make decisions about whether a news story is real or 
fake. In addition to the methodology, the input data is crucial to a model's performance since it determines how 
accurate the model will be. In this instance, the proposed hybrid approach[11]—which combines CNN, RNN, 
and MLP—demonstrated an excellent combination of cutting-edge methods while still managing to detect and 
categorize false news with an accuracy of 44.87%. The success of a model depends not only on the approach 
utilized but also on the input data as well as the pre-processing steps, which play a key role in gaining better 
accuracy. In this paper, a fake news classification method with multiple supervised ML techniques based on 
content and context level is illustrated and implemented. 

The following are the key contributions of current study: 

• It presents a hybrid approach that combines features extracted from both machine learning and deep 
learning technique to reap their benefits for fake news classification. 

• A model is developed based on CNNs and LSTM. The results from these two models are then combined 
and fed into Logistic Regression for the final classification. This approach leverages both content and context-
based features. 

• This approach yields superior performance compared to traditional methods, offering a practical 
solution to combat bogus news and promoting information accuracy. 

The outline of the paper looks like this: Section 2 provides a literature review. The mathematical definition of 
false news detection is presented in Section 3. Section 4 covers the research methodology, including the datasets, 
pre-processing, and vectorization that were applied. Section 5 presents the ML models and evaluation criteria 
used in this study. Section 6 represents the proposed hybrid method. Section 7 includes the comparative 
analysis, and Section 8 concludes with future directions. 

1. Literature Review 

This part represents some of the research conducted by various researchers to identify bogus news. NLP lets 
computers understand human language. It helps identify bogus news by analysing text content, linguistic trends, 
and sentiment. This experiment conducted by[12] tested Natural Language Processing (NLP) models' ability to 
anticipate tweet claims' fact-checkability. It covers COVID-19[13] and politics in Arabic, Bulgarian, English, 
Spanish, and Turkish. Each tweet was scored between 0 and 1, with higher ratings suggesting check-worthiness. 
Features plays a key role in detecting false news. It can be based on content level, context level, network level. A 
study conducted by authors [14] portrayed a wide variety of textual features in context of phony news. In order 
to facilitate the detection of fabricated news, the authors experimented with KNN, NB, RF, XGB, and SVM using 
a new set of features. The result showed XGB outperformed with 86% accuracy. The enormous amount of news 
generated day to day imposes a limit on ML; therefore, DL is used to handle the massive amount of content. 
CNN is a well-known DL-based model that is utilized in the text classification process[15]. Using an early fusion 
approach, the authors[16], classified fake news on the Fakeddit dataset for unimodality as well as multimodality. 
Accuracy rates of 77% for text detection using BERT, 75% for picture detection using ResNet50, and 85% for 
multimodality (text and image) combining BERT and ResNet50 were reported. Inspired by the transformer 
approach, authors proposed FND-NS[17], a binary classification model employing an effective weak supervision 
labelling scheme, for early fake news detection. 74.8% accuracy, and 74.9% F1 score obtained, all of which are 
higher than the baseline. This experiment used the English datasets NELA-GT-2019 and Fakedit. The proposed 
study in [18] suggests using an ensemble classifier to outperform individual-based classifiers. The technique 
also balances uneven data sets to reduce detection algorithm influence and improve accuracy. Experimental 
results on the PHEME demonstrated that the new features improved classification efficiency and accuracy when 
compared to numerous comparable rumour classification works using the same data. The data set was optimized 
using three ML models: Ensemble Voting Classifiers, Naïve Bayes, SVM, and KNN and results 78.54% accuracy. 
Training and testing the proposed models used WEKA. This work extracts social context features from tweet 
temporal features, propagation features, and user behaviour to account for user connections and rumour 
spreading. To identify bogus news by focusing on the fake Facebook users, authors of a study [19] presented two 
different classification methods: one using logistic regression, and the other based on Boolean crowdsourcing 
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algorithms. This study offers a unique perspective that must be taken into account when identifying scam that 
is circulating online by focusing on social media, mainly Facebook likes made by genuine and fake users. Using 
the LIAR dataset, a DL based ensemble model [20] is proposed. Authors of the study[21] presented OPCNN-
FAKE, an optimized CNN model architecture incorporating grid search for optimization, and n-grams with TF-
IDF were used to represent features using ML and DL. This method fared better than competing models across 
four separate datasets. In the future, efforts may expand beyond the study of English to include the study of 
other languages and the incorporation of visual data. The stock market is just one more area that can be 
negatively impacted by fake news. It is undeniable that fake financial news has the power to sway public opinion 
and distort markets. A hybrid CNN-LSTM based model is proposed by authors in [10] to detect financial-related 
fake news. With a 92.1% accuracy, this method clearly excels. In order to detect and multi-class classification, 
researchers [11] developed an ensemble-based architecture based on CNN-BiLSTM and Multi-layer Perceptron 
(MLP).  

By inspiring the hybrid approach of CNN-RNN, this current study deploys a strong feature extraction approach 
that combines CNN for capturing local textual patterns, LSTM for modelling sequential dependencies, and 
logistic regression for the final fake news classification. This combined architecture is to yield reliable outcomes, 
which will aid in the ongoing fight against disinformation across disciplines. 

This study primarily addresses the research question: How can we make use of ML techniques along with the 
news content and context to enhance the accuracy of the fake news identification method? To deal with this 
issue, this article presents a hybrid model that utilizes both DL and ML techniques to distinguish between 
fabricated and genuine news stories. 

2. Problem Definition 

This section offers the formal mathematical definition of fake news detection.  The aim of detecting false news 
is to analyse the credibility of news articles from various sources, including news channels and social media. In 
the context of detecting fake news, we have a collection of news articles and their respective label. The goal is to 
learn a prediction function, F, that takes a given news article 'a' and determines whether it is false news (F(a) = 
1) or not (F(a) = 0). 

This problem can be mathematically formulated as follows: 

Given a dataset of news articles A and their associated binary labels Y, where: 

 • A = {a1, a2, ..., an} represents the set of news articles, with 'n' representing the total number of news articles 
comprises the dataset. 

• L = {l1, l2, ..., ln} represents news articles labels, with each label ln → {0, 1}, where  

➢ 1 implies that the news is fake 
➢ 0 implies that the news is real  

For each news article 'a', we can extract features that can be interpreted as the feature vector 'X(a)'. 

The goal is to derive a prediction function F that takes the feature vector 'X(a)' of a news and projected the news 
label, i.e., F(a) → {0, 1},  

where:  

➢ F(a) = 1 if news 'a' is projected as fake news 
➢ F(a) = 0 if news 'a' is projected as real news 
 
3. Methodology 

This research makes use of Google Colab and a number of Python modules, including NLTK, an all-
encompassing toolkit for natural language processing tasks like tokenization and lemmatization. We handle 
visualization with Matplotlib and Seaborn, and implement ML with Scikit-learn. These library packages 
collaborated to quicken both the running of the experiment and the analysis of the results[22]. Fig. 1 shows the 
methodology used in this investigation.  
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Fig. 1 Fake news identification process 

The methodology of this study includes the following steps: (i) data collection and pre-processing; (iii) 
developing a stacked fake news detection approach; and (iv) measuring the model's effectiveness. 

3.1.  Dataset 

The dataset used in current study comprises news articles from 2013-2021 including from various news outlets 
as well from social media. Table I represents the statistics of datasets. 

Table I Dataset Statistic 

Dataset Fake News Real News Features 

IFND (2021) [23] 19059 37809 Containing Indian news from mainstream 
news channels of heterogenous topics 

FakeNewsIndia (2022) 
[24] 

4803 - Fake news incidents propagated on social 
media 

 

3.2.  Data Pre-processing 

Before the data is pre-processed, it is analysed to determine what information is most crucial. This makes 
exploratory data analysis a crucial part of the natural language processing (NLP) effort. In Fig. 2, a graphic 
representation of the web sources of various media outlets is depicted. This demonstrates that Tribune India is 
the primary source for the news articles used in this analysis[23]. 

 

Fig. 2 Graphical representation of the web sources 

News articles in dataset 1 cover a wide variety of topics beyond politics. There are a variety of domains and 
themes covered in this dataset, indicating that it will be suitable for extensive text analysis and topic modelling 
across a wide range of domains and topics such as Covid-19 [25], politics, violence[26] and many others. 

The news instances from the dataset 2 are from social media [27] used in this study. This combination of data 
sources allows to investigate various modes of information dissemination on the web[24]. 
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The two datasets, each of which is contained within its own data frame, are each represented by Pandas. The 
data frames from the two different data corpora were combined using the concatenation function that was 
included in this package. This merged corpus (Table II) will be used for preliminary data processing.  

Table II Merged dataset statistic 

Label Count 

Real News 37800 

Fake News 23564 

 

As shown in Fig. 3, there are many different pre-processing techniques used in this study. 

 

Fig. 3 NLP Pipeline 

All uppercase letters are folded into lowercase ones to level the text. All punctuation, special symbols, and URLs 
are removed because they don't change the message. Stop words like “a”, “an”, “the”, “is”, “of” are eliminated 
from the text because they appear more often and provide less useful information. Remove square bracket text 
and number words from text. Emojis were important for expressing emotions, but not for fake news detection 
task. We also eliminated them. NLP uses en_US.utf-8 for American English text to ensure American English-
compliant tokenization. We use NLTK lemmatization in DataFrame 'df_new' and its 'Statement' column for 
normalization. The Porter Stemmer reduces word affixes to root forms, whereas the WordNet Lemmatizer 
generates valid words from linguistic context. Both methods simplify word variants to improve computational 
efficiency and linguistic accuracy in text analysis. 
Word clouds are a popular and elegant NLP text presentation method. The frequent used words in a corpus of 
text can be easily determined via data visualization. Fig. 4 shows the merged, pre-processed dataset word cloud.   

 

Fig. 4 Word-cloud of pre-processed dataset 

As depicted by the figure, the pre-processed word cloud signifies that the text has undergone cleaning, resulting 
in the removal of any irrelevant content. After removing any special characters, the text in the word cloud has 
been effectively cleaned and is now prepared for input into machine learning classifiers. 

3.3. Vectorization and Feature Extraction 

Human language is unstructured, and ML models can't work directly on it. Therefore, it must be converted into 
numerical vectors, like matrix form. The process of converting textual data into numeric vectors is the 
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fundamental concept of NLP, known as vectorization. It allows you to represent words, phrases, or documents 
as numerical values, making it possible to perform various NLP tasks. Vectorization is a subset of feature 
extraction. Feature extraction and vectorization are both ways to get text data ready for an ML model[28]. The 
goal of feature extraction is to get useful information from text and turn it into a set of features that can be used 
to assist ML models in distinguishing between authentic news and counterfeit ones. Here are some common 
methods for feature extraction in NLP: 

➢ Term Frequency-Inverse Document Frequency (TF-IDF): Measures the importance of words 
in a document relative to their frequency across the entire dataset. It helps identify significant words specific to 
a document. It quantifies the importance of each term in a document relative to the entire corpus. Rarely used 
words are given more weight and captured by TF. Frequently used words have less weight and are captured by 
the IDF. TF is used for every sentence, and IDF is used for every word[29]. 

TF-IDF= 
𝑁𝑜 𝑜𝑓 𝑟𝑒𝑝𝑒𝑎𝑡𝑎𝑡𝑖𝑜𝑛 𝑜𝑓 𝑤𝑜𝑟𝑑𝑠 𝑖𝑛 𝑠𝑒𝑛𝑡𝑒𝑛𝑐𝑒

𝑁𝑜 𝑜𝑓 𝑤𝑜𝑟𝑑𝑠 𝑖𝑛 𝑠𝑒𝑛𝑡𝑒𝑛𝑐𝑒
 *𝑙𝑜𝑔𝑒 (

𝑁𝑜 𝑜𝑓 𝑠𝑒𝑛𝑡𝑒𝑛𝑐𝑒𝑠

𝑁𝑜 𝑜𝑓 𝑠𝑒𝑛𝑡𝑒𝑛𝑐𝑒𝑠 𝑐𝑜𝑛𝑡𝑎𝑖𝑛𝑖𝑛𝑔 𝑡ℎ𝑒 𝑤𝑜𝑟𝑑
) 

In this way, the entire document is converted into numerical vectors and ready to be processed by ML models. 

➢ Word Embeddings: Word embedding, also known as distributed word representation, is a method 
of representing words as numerical vectors, with words of related meaning clustered together. Word embedding 
makes this possible by recording a word's semantic and syntactic features in a massive corpus[29]. 

• Global Vectors for Word Representation (GloVe): It is used to analyse the word co-occurrence 
statistics within a corpus [30]. The tool is quite good at capturing both the global context and the semantic links 
between concepts. This particular word embedding technique is also commonly used and well-known. Using 
matrix factorization, it creates a vector representation of each word based on its frequency of occurrence in the 
given corpus. For many languages and domains, pretrained GloVe embeddings are available, eliminating the 
need to train embeddings from scratch and saving significant time and resources in the process. GloVe 100D 
word embeddings named ‘glove.6B.100d.txt’ are downloaded and loaded in the DL model. 

4. Machine Learning 

It is a subset of artificial intelligence that is used for optimization. By using statistical models and computational 
techniques, it enables models to learn from the given data. However, ML algorithms rely on minimal human 
intervention to identify features and patterns in the data. To automate the feature extraction process, a subset 
of ML known as scalable machine learning or deep learning (DL) comes into play. Neural networks are the 
building blocks of DL algorithm. DL models must have more than three node layers, while a single neural 
network only needs one. To detect bogus news, this study employs four ML and two DL algorithms. These 
models are addressed further below. 

4.1. Multinomial Naive Bayes  

It is a popular supervised learning classification for categorical text data. It is a probabilistic learning method 
used in NLP. Using the Bayes theorem[31], the method makes a label prediction for a piece of text. It takes a 
sample and determines the likelihood of each label, then returns the label with the highest likelihood. It 
considers a feature vector where terms are represented by frequency. 

It is based on the following formula: 

𝑃(𝐴|𝐵) =
𝑃(𝐴)∗𝑃(𝐵|𝐴)

𝑃(𝐵)
…………………………………………………… (i) 

Where we are calculating the probability of class A when predictor B is already provided. 

𝑃(𝐵) =prior probability of B 

𝑃(𝐴) =prior probability of class A 

𝑃(𝐵|𝐴) =occurrence of predictor B given class A probability 

This formula is useful for determining the likelihood of labels within a document. 

 

Pseudo code for binary fake news detection 

For Train Split data: 

Calculate the class probability (True and Fake) 

For Test Split data: 

For each given piece of news: 

    Initialize probability for each class (True and fake)  

    For each word in given piece of news:  



452  
 

 J INFORM SYSTEMS ENG, 10(7s) 

        Update the probability for each class (True and fake) using Bayes’ theorem 

The class with the highest probability is predicted as fake or real  

 

4.2.  MNB with Pipeline 

A pipeline automates different steps to streamline the ML workflow. It enables the concise and efficient 
formulation of a sequence of data processing stages and a final model. The main goal is to improve accuracy by 
combining several preprocessing stages and a ML model into a single entity. The pipeline is made up of three 
main parts: 

• The term 'bow' refers to an instance of CountVectorizer, a tool that converts textual input into a 
document-term matrix. 

• The 'tfid' parameter refers to an instance of TfidfTransformer, which is utilized to convert the document-
term matrix into the TF-IDF format[1]. 

• The term 'model' refers to an instance of MultinomialNB, a classifier that embodies the Multinom2 
Bayes algorithm. 

The pipeline is trained using train split data and is then used to predict the class labels using the test data. The 
pipeline combines a MNB classifier with text vectorization (CountVectorizer and TfidfTransformer). This 
assures that text data is processed correctly before being fed into the model, resulting in more reliable outcomes. 

4.3.  XGBoost with pipeline 

Extreme Gradient Boosting (XGBoost) is a gradient boosting algorithm for supervised learning[32]. It builds 
upon decision trees, ensemble learning, and gradient boosting. The term “gradient boosting” comes from the 
idea of “boosting” a single weak model by combining it with a number of other weak models to make a strong 
model. The pipeline utilizes CountVectorizer and TfidfTransformer for text vectorization in addition to an 
XGBoost classifier. 

Pipeline ([ 

Count Vectorizer= Bag of Words; 

TF-IDF Transformer= TF-IDF; 

Model= XGB Classifier ( 

Learning rate=0.1; 

Max depth=7; 

No of estimators=80;) 

]) 

Max depth, depicts the maximum depth of each tree in XGBoost. No of estimators define the number of boosting 
rounds. 

4.4. Logistic Regression 

It is a supervised ML algorithm used for classification into one of the two classes or into one of the many 
classes[33]. It is a discriminative model because of its ability to discriminate between possible classes. In logistic 
regression, the logistic or sigmoid function is used to map the linear combination of input features to the range 
[0, 1]. 

𝑥1,𝑥2, … , 𝑥𝑛     are the input vectors 

Based on features, a straight line, also known as "decision boundary," divides data points into two classes. With 
the goal of minimizing classification errors, logistic regression determines the decision boundary that most 
closely matches the data. 

The equation for this decision boundary can take various forms: 

𝑦 = 𝑚𝑥 + 𝑐 

Where m is the slope, x is the data point, and c is the intercept. 

Or  ℎ𝜃(𝑥) = 𝜃0 + 𝜃1𝑥 

Or  ℎ𝜃(𝑥) = 𝛽0 + 𝛽1𝑥 

Or 𝑦 = 𝑤𝑡𝑥 + 𝑏  

Here, w is the weight vector. The goal is to optimize the weight vector to make the cost function ∑ 𝑦𝑖 ∗ 𝑤𝑖
𝑡𝑥𝑖

𝑛
𝑖=1  as 

maximum as possible. This involves iteratively adjusting the values of 𝑤𝑖  until we find the best-fit line. The 
function f is a function that models the relationship between the predicted values. 
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Max ∑ 𝑓(𝑦𝑖 ∗ 𝑤𝑡𝑥𝑖)𝑛
𝑖=1  

The primary aim of binary logistic regression is to develop a model that can effectively make a binary 
classification decision for a given input observation. Here, the sigmoid function helps to make this decision 
denoted as 

𝜎(𝑧) =
1

1+𝑒−𝑧 ………………………………………………………… (ii) 

Where z= 𝑦𝑖 ∗ 𝑤𝑡𝑥𝑖 

The value close to 0 implies that the news is likely to be real (negative class); a value close to 1 indicates that the 
given input news is likely to be fake (positive class). 

4.5. Convolutional Neural Network (CNN)  

CNN maps input data features using convolutional layers. Convolution and pooling are two fundamental 
operations employed in CNN that serve as mechanisms for extracting features. Different filter sizes are applied 
to the layers to produce different feature mappings. Based on the feature mapping results, CNN can extract 
information about the input data. Pairing a convolutional layer with a pooling layer ensures that all filters 
provide outputs with the same dimensionality. The pooling layer further minimizes the computing effort by 
minimizing the output dimensions without losing useful data. In the illustration Fig. 5, CNN for text analysis is 
shown.  

 

Fig. 5 CNN for text 

Word embedding typically employs a convolutional layer, followed by a non-linearity (often ReLU), and finally 
a pooling operation. These are the fundamental elements of convolutional models; their configurations may 
vary depending on the task at hand, but they always consist of the same basic parts. 

Binary fake news detection using CNN 

• i1, i2, i3, …, in is input text sequence. where n is the number of tokens  

• 𝑒𝑗 is the word embedding for each 𝑖𝑗   . e1, e2, …, 𝑒𝑛 is the word embeddings 

• For feature extraction apply convolution filter(1D) slides over the input. F is the output feature map 

𝐹𝑖= 𝑓(∑ (𝑤𝑗.𝑒𝑖+𝑗−1) + 𝑏𝑥
𝑗=1 )……………………………………………………………..(iii) 

➢ Where 𝐹𝑖 is the output feature at 𝑖𝑡ℎ position 

➢ 𝑒𝑖+𝑗−1 is the output feature at 𝑖𝑡ℎ position 

➢ 𝑤𝑗  is the weight vector and b being the bias 

➢ 𝑓 is the activation function 

• Pooling layer is used to minimize the dimensionality 

• Output from the pooling layer is elongated in flattening layer 

• Now, it goes through dense layers to make binary predictions (fake or real) on the given input news. 

4.6.  LSTM 

The Long Short-Term Memory (LSTM) network is a RNN variant that is extensively employed in the domain of 
sequential data prediction tasks[10]. LSTM models have the capability to address the problem of vanishing 
gradients, a challenge that arises when conventional RNN is trained on extended sequences of data. The input 
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gate is liable for controlling the influx of novel information into the cell, while the forget gate handles what data 
is discarded. Lastly, the output gate manages the data flow into the output of the LSTM. 

Mathematically the functioning of LSTM is shown below: 

𝑥𝑡 is the input at time t 

𝑖𝑡 is the input gate 

𝑓𝑡 is the forget gate 

𝑜𝑡 is the output gate 

𝑐𝑡 is the current cell or memory state 

ℎ𝑡 is the hidden state or output 

ℎ𝑡−1 is the current cell or memory state 

𝜎 depicts the sigmoid activation function 

𝜎ℎ depicts the tanh activation function 

 

𝑓𝑡=𝜎(𝑤𝑓𝑥𝑡 + 𝑤𝑓ℎ𝑡−1 + 𝑏𝑓) 

𝑖𝑡=𝜎(𝑤𝑖𝑥𝑡 + 𝑤𝑖ℎ𝑡−1 + 𝑏𝑖) 

𝑜𝑡=𝜎(𝑤𝑜𝑥𝑡 + 𝑤𝑜ℎ𝑡−1 + 𝑏𝑜) 

𝑐𝑡= 𝑓𝑡 . 𝑐𝑡−1 + 𝑖𝑡 . 𝜎ℎ(𝑤𝑐𝑥𝑡 + 𝑤𝑐ℎ𝑡−1 + 𝑏𝑐) 

ℎ𝑡=𝑜𝑡 . 𝜎ℎ(𝑐𝑡) 

In simple terms, Fig. 6 represents LSTM architecture. It processes sequential data by using input and output 
gates to control information flow and manage data dependencies. It has a working memory cell for storing short-
term information and a long-term memory cell for grasping long-term patterns in data. 

 

Fig. 6 LSTM Architecture 

This process enables the LSTM network to learn sequential patterns in the text and make binary predictions 
regarding whether the news article is fake or real. 

4.7.  Evaluation Criteria 

To evaluate the research, different metrics Accuracy, Precision, Recall (Sensitivity) and F1 score are used.  

Accuracy It calculates the number of accurate detections among all the detections a research model made.  

Accuracy = 
𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑟𝑖𝑔ℎ𝑡 𝑑𝑒𝑡𝑒𝑐𝑡𝑖𝑜𝑛𝑠

𝑇𝑜𝑡𝑎𝑙 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑑𝑒𝑡𝑒𝑐𝑡𝑖𝑜𝑛𝑠
……………………… (iv) 

Precision It measures the accuracy of the positive predictions among all positive predictions made by the 
model. 

Precision = 
𝑇𝑟𝑢𝑒𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒

𝑇𝑟𝑢𝑒𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒+𝐹𝑎𝑙𝑠𝑒𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒
………………….…… (v) 

Recall is the measure of how many of the actual positive instances in the corpus are predicted correctly. 

Recall = 
𝑇𝑟𝑢𝑒𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒

𝑇𝑟𝑢𝑒𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒+𝐹𝑎𝑙𝑠𝑒𝑁𝑒𝑔𝑎𝑡𝑖𝑣𝑒
………………………… (vi) 

F1-Score It considers how many of the predicted positive cases are correct (precision) and how many of the 
actual positive instances found (recall).  

F1-Score = 
2

1

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛
+

1

𝑅𝑒𝑐𝑎𝑙𝑙

………………….………..… (vii) 

A high F1 score implies that the model is accurately identifying the target values. 
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5. Proposed Stacking Approach  

Since it is well-known that DL automates the feature extraction process, this research proposes a stacking 
technique that makes use of both traditional and advanced ML to identify fake news. Algorithm 1 outlines the 
procedural steps of the suggested method.  

Algorithm 1 The steps of the proposed stacking model (CNN+LSTM+LR) for fake news identification 

Input: Two labelled fake news datasets; 

Output: binary prediction: real or fake news; 

 

Step 1: Load fake news datasets and apply concatenation; 

Step 2: Pre-process the merged dataset to make it ready to be input to ML classifiers; 

Step 3: Converting the text into numerical vectors; 

Step 4: Utilize CNN and LSTM to generate features from text and concatenate the features from both models to 
create combined feature representations; 

Step 5: Input the above and combine feature representations with Logistic Regression; 

Step 6: Train the model using training data; 

Step 7: Use the train model to make predictions on the testing data; 

Step 8: Use classification parameters to measure how well the model works 

 

In order to extract features from the combined corpus, we use two distinct neural network models, namely CNN 
and LSTM. Then, for binary classification, these features are pooled and fed into the ML technique of Logistic 
Regression. Using CNN and LSTM layers, a neural network model is constructed to harness the potential of 
these advanced neural network architectures. Two distinct models are developed and trained to identify false 
news. First model CNN process the text data to capture the local patterns from it. It consists of an Embedding 
layer for word representation, a Conv1D layer for capturing local patterns, a MaxPooling1D layer for feature 
down-sampling. The second model handles text data directly using a LSTM network to extract the sequential 
dependencies or contextual information from it. The CNN-LSTM model's learnt features are considerably richer 
than explicitly extracted features, with the ability to reveal latent meanings and temporal relationships. 
Combining these features and feeding them into a logistic regression model allows to estimate the likelihood 
that a given instance falls into one of two classes as shown in Fig.7. 

 

Fig. 7 Pictorial representation of proposed stacking approach 

Key parameters used in current work: 

Here, a combination of CNN and LSTM models is employed for the classification of news into binary categories. 
The text data is tokenized with a maximum vocabulary size of 10,000 words and padded to a maximum length 
of 100. The CNN model used an embedding layer with 10,000 input dimensions, 32 output dimensions, and 
100 input sequence lengths. The next layer was a 1D convolutional layer with 32 filters, a kernel size of 5, ReLU 
activation, and max pooling with a pool size of 4. The CNN model got an LSTM layer with 32 units added to it. 
It has an embedding layer with the same settings and then an LSTM layer with 32 units. Both models concluded 
with a dense layer with a single output unit and sigmoid activation. The models were compiled using binary 
cross-entropy loss and the Adam optimizer. Both the CNN and LSTM models were trained using 32-batch sizes. 
Afterwards, the features extracted from both models were combined using logistic regression (LR). 
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Following that, the performance of the proposed model is assessed through a classification report, a standard 
means of evaluating machine learning models that provides a comprehensive breakdown of their performance 
across various evaluation criteria (Fig. 8). 

 

Fig. 8 Classification report for CNN+LSTM+LR model 

The confusion metric is illustrated in Fig. 9 and shows that the proposed strategy yields splendid results, with 
an accuracy of 94.19%, 95.05% precision, 95.54% recall and 95.29% F1-score. 

 

Fig. 9 Confusion matrix for CNN+LSTM+LR 

6. Performance Comparison  

Several classifiers are used to demonstrate the efficacy of the proposed approach. This section undertakes an 
evaluation of different ML techniques to ascertain their effectiveness in the identification of false news.  

 

Fig. 10 Performance comparison based on accuracy 

Fig. 10 depicts the effectiveness assessment of various classification methods. The multinomial NB algorithm, 
when applied with TF-IDF, demonstrated a level of accuracy up to 92.03%. However, the use of a pipeline 
further improved this accuracy to 93.32%. The XGBoost algorithm achieved a pipeline-assisted accuracy rate of 
93.42%. The integration of CNN, LSTM, and LR yielded an accuracy of 94.19%. This notable achievement 
represents substantial progress in fake news identification. Fig. 11 depicts the MNB classifier’s confusion matrix. 

 

Fig. 11 Confusion matrix for Multinomial NB 
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Fig. 12 displays the confusion matrix of the MNB classifier with the pipeline of CountVectorizer and 
TfidfTransformer [25]. 

 

Fig. 12 Confusion matrix for Multinomial NB with pipeline 

The high TP and TN values of the multinomial NB classifier exhibit false when the news is false and predict true 
when the news is actually true. Following Fig. 13 is the classification report of the XGBoost classifier, which we 
implemented using the pipeline of CountVectorizer and TfidfTransformer. 

 

Fig. 13 Classification report for XGB with pipeline 

The weighted average F1-score is a statistical measure that calculates the average F1-scores, taking into account 
the weight assigned to each class based on the number of true cases. The weighted average F1 score for this 
particular scenario is 0.93. The high precision, recall, and F1-score values for both classes depicted in the 
classification report indicate that the model performs well with 93.42% accuracy, which is higher than the last 
implemented approach.  

 

Fig. 14 Model performance comparison based on F1-score 

Fig. 14 shows a comparison of the proposed model using the F1-score and shows that it achieved the highest 
score of 95.29%. This shows that our proposed stacked approach that combines the strengths of different models 
to achieve balanced performance in identifying fake news works. 

7.1 McNemar’s Statistical Test 

It is a non-parametric statistical test used to analyse paired nominal data. In our study, we use this statistical 
method to determine the significance of the techniques employed in binary classification of the given news. This 
test is based on a 2X2 contingency table (Fig. 15) to check the marginal difference of two dichotomous variables. 

 

Fig. 15 Contingency Table. 

A dichotomous variable is one that has only two categories. The total number of the samples used in this test is 
n, where n =n00+n01+n10+n11. The McNemar's test (χ2) can be calculated as follows: 
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χ2 =
(|𝑛01−𝑛10|−1)2

𝑛01+𝑛10
……………………………………………(viii) 

This formula makes the test more conservative and less likely to overestimate statistical significance. We choose 
the significance threshold (5%) to determine the rejection or acceptance of the null hypothesis (there is no 
significant difference between the performance of models). The null hypothesis is rejected if the obtained p-
value is less than 0.05, indicating the performance is significant. Table III represents the performance based on 
statistical test. 

Table III Model Performance Evaluation based on Statistical test 

Model Comparison χ2 Significance 
(p<0.05) 

MNB vs Proposed  155.51 Yes 

XGB vs Proposed  154.37 Yes 

The obtained outcome attests to the proposed stacking model's superior efficacy in detecting false news, 
indicating that the performance improvement is meaningful rather than coincidental. 

Various existing methods for detecting fake news are defined in Table IV, which showcases their competitive 
performance in the evolving landscape of fake news detection. 

Table IV Performance comparison with existing techniques  

Reference Method Dataset Accuracy (%) 

K. Nakamura et al.[16] BERT Fakeddit 86.40 

S. Raza and C. Ding [17] BART Fakeddit 74.80 

D. Sharma, S. Garg [23] Naïve Bayes IFND 87.50 

D. Sharma, S. Garg [23] LSTM IFND 92.60 

A. Roy et al.[11] CNN+BiLSTM+MLP LIAR 44.87 

X. Zhi et al. [11] CNN+LSTM Self-collected 92.10 

Proposed CNN+LSTM+LR IFND, 
FakeNewsIndia 

94.19 

 

The above table shows that a variety of factors, such as the quantity and quality of the data, pre-processing 
techniques, model selection, and parameter selection, influence the performance of model. Data preprocessing 
ensures that the input data is consistent. The technique selection is another critical factor, as different models 
have different architectures. Moreover, fine-tuning parameters, such as learning rate, batch size, and activation 
function, can also significantly affect the performance. As a result, the interplay between these factors 
determines the model's effectiveness.  

7. Conclusion 

The emergence of the internet has transformed the way people communicate, and information technology has 
played a significant role in this revolution. The majority of people now receive their news from the internet, 
often from unverified sources, which can sometimes be fake news. It can be used to sway public opinion, 
particularly during elections, to manipulate public opinion about the candidates and the election. It erodes 
public trust in reliable sources of information, including news organizations and government agencies. 
Combating fake news is an ongoing challenge. Therefore, detecting and combating fake news is crucial to 
ensuring that individuals have access to accurate information and to maintaining a healthy and informed 
society. To contribute in this realm, this study leveraged a combination of CNN, LSTM, and logistic regression 
for binary textual fake news detection. The fusion of local patterns from CNN and sequential dependencies from 
LSTM enhances the decision-making Logistic Regression model. With the experiment analysis, it was found 
that: 

• The proposed stacking model attained 94.19% accuracy in fake news detection, which is far better than 
other hybrid approaches. 

• The phenomenal 95.29% F1 score, which is a measure of how well this model can discover bogus news, 
indicates the remarkable performance achieved with this combination. 

By combining the strengths of CNN, LSTM, and LR, the proposed method for detecting bogus news is both 
efficient and accurate. But still, there is room for improvement. Training data quality and diversity may affect 
model performance. The loss function, activation function, and optimizer have a considerable impact on 
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determining a task's success rate. However, the focus of this study is on binary classification, and multi-class 
classification will be investigated in future work. Multi-modal approaches combining various modalities, such 
as text, picture, audio, and video, to debunk fake news are being investigated as a way forward. 
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