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Context

In the Colombian context, customs transit serves as an essential element of foreign trade; however, it presents
significant challenges in terms of facilitation and control (DIAN, 2021). The incorporation of strategic intelligence
tools—such as predictive analysis, comprehensive risk management (Barragin, 2018), and data automation—enables
more accurate identification of risk patterns (Pérez Marqués, 2014). This article examines the key strategic
intelligence tools (Aguirre, 2015) and their applicability within customs transit operations

Research Question:

¢What strategic intelligence tools can be applied to customs transit operations to detect and prevent risk patterns in
customs transit?

Specific Research Problem

The specific problem lies in the lack of analysis of strategic intelligence tools applied to customs transit operations.
This deficiency limits the ability of the customs transit process to efficiently address the risks associated with
facilitation and control (Valderrama & Hurtado, 2020)

Introduction

Due to its complexity, customs transit in Colombia is a vital component of foreign trade, requiring an analysis of tools
that assist in identifying risks that traditional control systems are unable to adequately mitigate. In this context, the
present research poses the following question: This study is essential, given that conventional methods for analyzing
customs transit operations are not designed to manage the increasing volume and sophistication of modern trade,
which results in potential risks. Tools such as data analysis and process automation emerge as effective alternatives
for more precise detection of atypical behaviors. However, the specific issue lies in the lack of integration (Barragan,
2018)of these tools (Aguirre, 2015) across different stages of national operations (Valderrama & Hurtado, 2020).
This study was conducted as part of the master's program in Strategic Intelligence at the “BG Ricardo Charry Solano”
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School of Intelligence and Counterintelligence (ESICI) to address the need to generalize the application of strategic
intelligence in the business sector.

Purpose

The purpose of this research is to identify and analyze the main strategic intelligence tools applicable to customs
transit operations, with the aim of enhancing the detection and prevention of atypical behaviors. This approach seeks
to strengthen the capacity for risk detection and prevention. By addressing the lack of integration of these tools across
the stages of customs transit operations, this study aims to conduct an analysis of strategic intelligence tools applied
to customs transit operations (Ministerio de Hacienda y Crédito Publico, 2024)

Main Objective
To identify and examine strategic intelligence tools that can be implemented in the different stages of the customs
transit process.

Specific Objectives
e Conduct a documentary analysis on strategic intelligence and customs transit.
e Analyze strategic intelligence tools applicable to the customs transit process.
e Determine which tools demonstrate practical applicability and feasibility

Hypothesis
The analysis of strategic intelligence tools applied to customs transit operations enables the identification of viable
tools for potential implementation in the detection of atypical behaviors and operational risks

Theoretical Significance

This study offers a valuable theoretical contribution by proposing the adaptation of strategic intelligence concepts
(Valderrama & Hurtado, 2020), typically applied in other sectors, to the customs field to enhance fiscal security. In
this regard, it introduces a new perspective for addressing customs vulnerabilities in foreign trade, highlighting the
role of strategic intelligence tools in identifying and mitigating customs-related risks

Practical Significance

This research provides an applicability assessment for the formulation of public policies in the foreign trade sector,
as it could demonstrate how incorporating strategic intelligence systems (Gutiérrez Sanchez & Arciniegas Londofio,
2022) into customs transit processes could reduce customs gaps. This would enable authorities not only to increase
customs revenue but also to strengthen their customs system, making it more robust and transparent in line with
international best practices

Justification

This study is justified by the strategic importance of customs transit (Meisel-Lanner, 2023) in Colombia's foreign
trade and the need to ensure customs security in the flow of merchandise. The current issue lies in the lack of
integration of strategic intelligence tools, which hinders the detection of customs irregularities. The research aims to
provide arguments to enhance customs management through methodologies such as intelligence analysis,
estimations, comparative analysis, transnational threat assessment, and the adoption of strategic intelligence tools
such as data analysis (Pérez Marqués, 2014), foresight intelligence, and process automation (DIAN, 2024), thereby
facilitating more effective and robust fiscal security (Rueda Vifas, 2019) for the national economy. Addressing this
gap aims to reduce fiscal losses and increase the competitiveness of legal operators

General Significance

This research holds particular importance in the area of fiscal security (DIAN, 2021) in Colombia, as it addresses one
of the most significant vulnerabilities in the Colombian customs system: the lack of comprehensive implementation
of strategic intelligence tools. By proposing the use of these advanced tools, this study provides customs authorities
with effective solutions that will not only enhance the detection of fiscal risks but also optimize the resources allocated
to oversight. This will contribute to safeguarding fiscal revenue and establishing a more efficient customs system,
thereby strengthening foreign trade, fiscal security, and confidence in the country
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Methodology
1. Documentary and Theoretical Review
o Activities:

» Conduct a review of specialized literature, including scientific articles, public policy reports,
and guides on customs and fiscal security.

» Examine approaches by authors such as Sherman Kent on intelligence analysis and strategic
estimates; Joao Aguirre on criminal intelligence and network analysis; and Fredy Rivera
Vélez on geopolitical intelligence and transnational threat assessment.

*  Analyze current Colombian customs regulations.
» Review academic documents related to customs transit in Colombia.
o Tools Used:

= Open-Source Intelligence (OSINT): Collection of up-to-date information on best
practices in customs and fiscal security at global and regional levels using open sources (De
Castro & Furlan de Asis, 2024).

= Scenario Analysis: Definition of possible scenarios to study the impact of strategic
intelligence on the customs system, facilitating the identification of high-risk areas.

» Intelligence Analysis: Following Aguirre's propositions, this will explore how enhanced
interconnectivity in the use of collaborative intelligence (Aguirre, 2015) could optimize risk
detection in customs transit.

2. Analysis of Colombian Customs Regulations

¢ Objective: Analyze the regulatory framework for customs transit in Colombia and identify opportunities to
implement strategic intelligence tools in line with current decrees and resolutions.

¢ Documents Analyzed:

o Decree 1165 of 2019: Analysis of how strategic intelligence can optimize control and monitoring
in accordance with current provisions.

o Decree 360 of 2021: Evaluation of its impact on the fiscal oversight of merchandise in transit and
the use of collaborative intelligence and early warnings to anticipate potential fiscal non-compliance.

o Resolutions 046 of 2019 and 011 of 2020: Assessment of the role of process automation and
tools such as OCR in regulatory compliance.

e Analysis Tools:
o Data Analysis: Applied to the regulations to identify patterns in customs compliance.

o OSINT: Complementary analysis through comparison with other jurisdictions that have
implemented strategic intelligence in their customs contexts.

3. Characterization of Strategic Intelligence Tools for Customs Transit

¢ Objective: Theoretically identify strategic intelligence tools that can be applied to fiscal security control in
customs transit.

e Approach: The tools that could be applied to the customs transit process are framed within certain stages
of the intelligence cycle, specifically in the stages of collection, processing, analysis and production. This
theoretical study is aligned with the planning and direction stage, as it analyzes environmental elements to
define plans and actions (as outlined in the proposed methodology). The results of this article are positioned
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within the dissemination stage, providing decision-makers with recommendations offered in the
conclusions.

¢ Evaluation Stage: This stage will depend on whether the recommendations from this study are adopted.
If implemented, feedback will transition the study from a theoretical to a practical one, considering additional
external factors and the feasibility of implementing one or more of the suggested tools.

e Tools:
There is no exhaustive list of specific tools; however, there are tools associated with the intelligence cycle
stages mentioned in the previous section.

4. Result of Strategic Intelligence Application for Customs

¢ Objective: Propose a conceptual assessment of the integration of strategic intelligence tools into the
customs process.

¢ Approach: Following an evaluation of the customs transit process, regarding tools applicable to each stage
and their relevance to the intelligence cycle, this study proposes the tools with the highest feasibility based
on the advantages they offer to the current process.

Theoretical Framework

Strategic Intelligence

In the business context, strategic intelligence is focused on monitoring critical variables, such as market trend
analysis, competitive positioning evaluation, and risk identification, with the goal of ensuring the organization’s
sustainability and continued growth. Kent (Kent, 1949) emphasizes the importance of having specialized teams
that, through an organized and systematic structure, transform data into strategic knowledge. This transformation
enables companies to develop proactive policies, anticipate competitors' moves, and adjust strategies to maximize
success in both stable and uncertain contexts."

In his article Strategic Intelligence: A System for Managing Innovation, (Aguirre, 2015) explains how strategic
intelligence can be applied in the business sector to foster competitiveness and innovation. Aguirre proposes an
integrated approach that combines tools typically used separately, such as technological surveillance, competitive
intelligence, and foresight, into a unified system that enables companies to anticipate market changes and respond
with well-grounded strategies. Within this framework, strategic intelligence not only analyzes historical and current
information but also projects future scenarios, facilitating informed and proactive decision-making. This, in turn,
aids in identifying opportunities and mitigating risks, thereby strengthening the company's position in dynamic
markets.

Aguirre also emphasizes the importance of implementing a macro-process that includes diagnosis, design,
implementation, and strategic control (Sagalla Reis, 2024), which allows for aligning organizational resources with
security and fiscal revenue objectives. Techniques such as data mining, trend analysis, and competitive environment
assessment are fundamental within this approach, particularly in emerging economies where innovation and
responsiveness to change are essential for business success

In his work Organized Crime and Multidimensional Security (Rivera Velez, Seguridad multidimensional en América
Latina, 2008) , Rivera examines the crucial role that strategic intelligence plays in preventing and mitigating threats
in the business sector, especially against risks arising from organized crime. He also highlights that strategic
intelligence, understood as a continuous process of information collection, analysis, and application, enables
companies to anticipate potential threats and formulate effective responses to safeguard their operations. In this
regard, strategic intelligence contributes to identifying risk networks, assessing vulnerabilities, and strengthening
corporate security through monitoring systems capable of alerting to suspicious activities.

he author further emphasizes that strategic intelligence is not only focused on the physical protection of business
infrastructure but also on data security and corporate fraud prevention, both essential components of
multidimensional security. Applied strategic intelligence allows organizations to establish more advanced security
protocols and proactively adapt to threats, integrating risk assessments into their business plans. This comprehensive
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approach enhances organizational resilience and ensures sustainability in high-risk environments, making strategic
intelligence a key tool for informed decision-making and creating safer, more stable business environments.

In addition, in the document Strategic Intelligence in Colombia, (Valderrama & Hurtado, 2020) highlight the
importance of strategic intelligence in the development of both business and state sectors in Colombia. They note
that, in the national security context, strategic intelligence enables organizations to anticipate potential threats and
adapt to environmental changes. This approach focuses on the collection, analysis, and application of relevant
information to guide strategic decision-making. In the business sector, strategic intelligence is used to identify risks,
analyze competition, and forecast market trends, thereby optimizing the resilience and competitiveness of
organizations in a globalized environment.

The document also emphasizes that strategic intelligence, beyond being a protective tool, is essential for business
innovation and growth. In a context of high competition and shifting threats, Colombian companies benefit from
implementing an intelligence approach that encompasses data and trend analysis, as well as monitoring the economic
and sociopolitical environment. This approach enables companies not only to react but also to anticipate and seize
opportunities, thereby building a sustainable competitive advantage in a market that demands adaptability and
precision in strategic planning.

Description of the Intelligence Cycle Process

The intelligence cycle is a structured process that facilitates the transformation of data and information into useful
knowledge for strategic decision-making. This cycle consists of sequential and cyclical stages that adapt according to
the context and specific objectives

Planning and Direction

Feedback and Evaluation Collection

Dissemination Processing

Analysis and Production

Figure 1. Intelligence Cycle (Bonilla, 2004)
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Figure 2. Adapted Intelligence Cycle (Agencia de Educacién Postsecundaria de Medellin, 2021)
The following are the stages that comprise the intelligence cycle:

Table 1. Phases of the Intelligence Cycle in the Customs Process (Bonilla, 2004)

Fase Description

Planning and Definition of intelligence objectives and needs; identifying the required information

Direction and the methods for its collection, processing, and analysis, considering the available
resources.

Collection Gathering information from various sources (OSINT, HUMINT, SIGINT, IMINT) to

collect relevant and verifiable data that supports planning objectives.

Processing Organizing and structuring the collected information to make it accessible and
understandable; includes converting unstructured data into formats that facilitate
analysis, such as translation and transcription.

Analysis and Interpreting and evaluating processed data; developing hypotheses, identifying

Production patterns, and creating reports that transform information into relevant strategic
knowledge.

Dissemination Distributing intelligence products to decision-makers, ensuring timely delivery in the

appropriate format (reports, charts, presentations).

Feedback and Feedback from end-users on the utility of the products and evaluation of the cycle’s
Evaluation effectiveness, allowing for adjustments and improvements in future iterations.

Each stage is essential for the effectiveness of the intelligence cycle, enabling more accurate and appropriate
responses to strategic needs.

Customs Transit in Colombia

According to Decree 1165 of 2019 (Ministerio de Hacienda y Crédito Publico, 2024) "customs transit" in Colombia
refers to the modality (DIAN, 2019) that authorizes the land transportation of domestic or foreign merchandise under
customs supervision, from one customs office to another within the national customs territory. The purpose of this
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process is to ensure that merchandise are transported from one location to another without alterations, thereby
protecting fiscal and customs control and preventing irregularities such as smuggling.

Customs transit activities must comply with various regulations, among which are the mandatory use of security seals
and locks on cargo units, as well as the implementation of electronic monitoring devices (DIAN, 2020). These
measures aim to ensure that merchandise are neither removed nor added along the route, preventing customs fraud
and preserving the integrity of the taxes associated with the merchandise as they move through the country

According to Colombian customs legislation (DIAN, 2020), customs transit allows the transportation of merchandise
under customs control from an entry point to a final destination within the national territory, without requiring the
payment of duties during transit. This system aims to facilitate the flow of merchandise and reduce processing times
in import and export procedures, providing logistical benefits that ensure efficient and controlled transit to various
areas of the country, such as free trade zones and authorized warehouses. However, fiscal security in customs transit
poses significant challenges, as the transportation of merchandise without strict control creates opportunities for
smuggling and tax evasion.

For this reason, the customs transit system in Colombia requires strict control and supervision measures, such as the
use of electronic seals and monitoring technologies, to prevent products from being diverted without complying with
fiscal requirements. Through these actions, Colombia's customs administration seeks to protect fiscal integrity and
ensure that merchandise completing their transit pay the corresponding taxes when they enter the national market

Customs Transit Process

The customs transit process in Colombia consists of several essential stages, designed to regulate and supervise the
movement of merchandise under customs control from an entry point to an exit point or destination within the
national territory, without nationalization occurring. The main phases of this process in the country are detailed
below:

IMPORTS CUSTOMS TRANSIT PROCESS CUSTOMS
CHARGE MANAGEMENT AND
SYSTEM . . . ACTORS INFORMATION

»  Declarants SYSTEM
= DIAN officials
Reception Information - Ports / Free Trade Zones/ Deposits

--—--,=--,---
e=3 . + -

. 4 : R k
o | ’Q':t NE 3 & A ¥ Q)

Authorization Implementation Conclusion
Stage Stage Stage

Figure 3. Stages of Adapted Customs Transit (DIAN, 2020)

Table 2. Stages of the Customs Transit Process in Colombia (DIAN, 2020)

Etapa Description
Initial Declaration The declarant (importer, exporter, or customs agent) submits the transit
Registration declaration to DIAN through the customs information system, including details

about the merchandise, origin, destination, and transportation. This step aims to
prevent irregularities
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Presentation of
Warranty

Evaluation and
Acceptance of
Declaration

Authorization of
Customs Transit

Inspection and Exit
Control

Merchandise Transfer

Real-Time Monitoring
and Tracking

Arrival of Merchandise
at Destination

Final Inspection and
Release of Merchandise

Completion of Customs
Transit

The declarant provides a warranty covering potential taxes or penalties in case of
irregularities during transit, allowing DIAN to recover any unpaid taxes if the
transit is not completed.

Customs authorities review the documentation manually or through the SIE to
confirm compliance with requirements. Additional information or corrections may
be requested, along with an initial risk assessment to determine the need for
inspection

DIAN grants authorization for transit from the origin to the designated
destination, setting a specific timeframe for the arrival of the merchandise.

Depending on the risk, a physical or documentary inspection may be conducted
before departure. If no irregularities are detected, the merchandise are authorized
to continue to their destination.

The goods are transported under customs supervision without unloading,
repackaging, or modification, unless authorized. Transport vehicles must be
identified and monitored, and the transporter must comply with the specified
timelines

During transit, monitoring systems such as GPS are used to ensure that the goods
follow the authorized route, preventing deviations into illegal markets or
smuggling activities.

The warehouse notifies DIAN of the arrival. A documentary verification is
conducted to ensure that the transport vehicles and cargo units match the
declaration. Penalties may be applied for irregularities such as delays or
discrepancies.

DIAN conducts a final documentary or physical inspection (if applicable) to
confirm compliance with transit regulations. If no irregularities are found, the
goods proceed to their next stage.

The warehouse, through the SIE, confirms the completion of transit, concluding
the modality and allowing the goods to proceed with the import process.
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Strategic Intelligence Tools

The following is a list of various tools that, while not explicitly defined in the literature as 'strategic intelligence tools,’'
can be associated with strategic intelligence based on an analysis of each tool and its role within the stages of the
intelligence cycle

e Advanced Data Analysis (Pérez Marqués, 2014)

e Dynamic Risk Profiling (Barragan, 2018)

e Non-Intrusive Inspection Technologies (DIAN, 2020)

e Surveillance Systems (Mora Navarro, 2022)and Real-Time Monitoring (Meisel-Lanner, 2023)

e Predictive Analysis (Rivera Velez & Barreiro Santana, Inteligencia Estrategica y Prospectiva, 2010)
¢ Online Automatic Validation Systems for Electronic Documents (DIAN, 2016)

¢ License Plate Reader System (Valencia Villa, 2019)

e Artificial Intelligence (AI) (Salazar Vega & Figueroa Medina, 2023)

e Early Warning Indicators (Salazar Vega & Figueroa Medina, 2023)

Tools directly aligned with strategic intelligence should be considered, as they are enhanced and strengthened by
this group of tools used in the customs process.

Intelligence Network Analysis: Strengthening interconnectivity between customs authorities through an
information network.

Risk Management System: Designing a continuous risk assessment and classification framework in compliance
with regulations.

Prospective Intelligence: Creating a unit to anticipate customs scenarios and develop preventive control
strategies.

Collaborative Intelligence: Leveraging the expertise of officials combined with data generated by the entity to
enhance analytical capabilities.

Open Source Intelligence (OSINT): Collecting relevant data with minimal investment.
Results

Strategic intelligence tools have applications across various stages of customs transit, optimizing key processes for
identifying, monitoring, and preventing illicit activities. The following details the stages in which these strategic tools
could be implemented along with their respective functionalities

1. Initial Declaration Registration
e Tool to Apply: Advanced Data Analysis (Big Data and Analytics).

e Use: This tool enables the analysis of risk patterns in transit declaration information, detecting possible
inconsistencies or anomalous behaviors in commercial transactions.

e Advantage: Enhances initial risk assessment, facilitating the prioritization of goods that may require more
thorough inspection.

2, Evaluation and Acceptance of Declaration and Presentation of Warranty
e Tools Applied: Risk Management Systems (RMS) and Open Source Intelligence (OSINT).

e Use: RMS, based on strategic intelligence, enable the automatic classification of declarations according to
their risk level. Using historical data and previously identified fraud patterns, the system can be
supplemented with information collected through open sources.
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e Advantage: Facilitates decision-making on whether a more thorough inspection is necessary or if goods can
continue their transit without interruption.

3. Authorization of Customs Transit
e Tool Applied: Dynamic Risk Profiling.

e Use: Strategic intelligence helps develop and adjust dynamic risk profiles for importers, declarants, and
transporters. Depending on the assigned risk profile, automatic or conditional authorization for transit may
be granted.

e Advantage: Facilitates swift and effective decision-making, based on compliance history and risk
assessments

4. Inspection and exit control

e Suggested Tools: Non-intrusive inspection technologies (such as scanners and X-rays) and artificial
intelligence (AI).

e Implementation: Scanners and X-rays can be used to conduct non-intrusive physical inspections of goods,
while AI can automatically analyze the captured images, efficiently identifying any anomalies.

¢ Advantage: Optimizes inspection times and improves accuracy in detecting contraband or undeclared
goods without the need to open containers

5. Goods Transfer
¢ Suggested Tool: Surveillance and Real-Time Monitoring Systems

e Implementation: The incorporation of satellite monitoring systems enables real-time tracking of goods
transportation throughout transit, ensuring that no route deviations or unauthorized handling occur.

e Advantage: Increases transit security and protects the integrity of goods on their route to the destination,
reducing the risk of deviations or losses."

6. Real-Time Monitoring and Tracking
¢ Suggested Tools: Predictive Analysis and Intelligence Network Analysis

e Implementation: Through strategic intelligence and predictive analysis, authorities can anticipate risk
behaviors, such as unusual routes or unjustified delays. Network analysis helps identify transporters,
consignees, or routes associated with illicit activities.

e Advantage: Facilitates the early detection of transit risks, allowing authorities to anticipate and mitigate
potential deviations or customs fraud attempts

7. Arrival of Goods at Destination

e Suggested Tools: Online Automatic Validation Systems for Electronic Documents and License Plate
Reader System

e Implementation: Automatic validation systems allow for comparison between initial declarations and
documents presented upon arrival, verifying information consistency.

e Advantage: Optimizes document verification time and minimizes human error, ensuring alignment
between the received goods and the previously declared information.

8. Final Inspection and Release of Goods
e Suggested Tool: Artificial Intelligence (AI)

¢ Implementation: Al facilitates rapid analysis of data linked to goods transit, providing alerts in case of
discrepancies between the inspected cargo and the initial declared information.
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e Advantage: Automates the final inspection, increasing process accuracy and reducing the risk of fraud or
documentation errors

9. Completion of Customs Transit
e Suggested Tool: Advanced Data Analysis

¢ Implementation: This analysis enables evaluation of the closure process to identify trends and irregular
behaviors, generating reports that strengthen future control processes.

¢ Advantage: Contributes to the continuous improvement of customs control strategies and allows for
adjustments in strategic intelligence methods based on obtained results

Evaluation of Results

Based on a theoretical analysis of the applicability of various strategic intelligence tools to strengthen customs transit
and enhance fiscal security, an evaluation was conducted for each tool in terms of technological viability, field
applicability, regulatory compliance, and requirements for trained personnel.

Among the tools with high viability in the Colombian context are advanced data analysis, early warning indicators
(I&W), risk management systems (RMS), and optical character recognition (OCR) software. These solutions could
effectively address the need for optimization in customs control of transit operations, and their implementation in
Colombian customs would require a reasonable investment in infrastructure and organization.

In contrast, tools such as intelligence network analysis and collaborative intelligence show limited viability due to the
high infrastructure and specialized personnel requirements needed for their proper implementation.

Table No. 3 records the viability of strategic intelligence tools, showing the applicability and technological feasibility
of each tool within the customs transit process.

Table 3. Viable Tools displays the feasibility results for each category of tools

Advanced Data Applicability Technological Technological
Analysis Feasibility Feasibility
Predictive High: Detects risk patterns at High: Requires robust, High: Requires robust,
Analysis various stages of customs transit  scalable infrastructure and scalable infrastructure
justifies its investment and justifies its
investment
Risk High: Anticipates risk behaviors Moderate to High: Requires Moderate to  High:
Management in goods in transit advanced software, Requires advanced
Systems (RMS) justified for  reducing software, justified for
vulnerabilities reducing vulnerabilities
Dynamic  Risk High: Classifies risks in Moderate: Requires Moderate: Requires
Profiling evaluation and monitoring, investment in monitoring investment in

Early Warning
Indicators
(I&W)

Open-Source
Intelligence
(OSINT)

aligned with current regulations

High: Adjusts profiles in real-
time, enhancing fiscal control

High: Detects risks in advance,
enabling a proactive response

technology, with a high
impact on risk reduction

Moderate to High: Uses
existing data, optimizing

costs

Moderate to High:
Technology can be
integrated with risk

management systems

monitoring technology,
with a high impact on
risk reduction

Moderate to High: Uses
existing data, optimizing
costs

Moderate to  High:
Technology can be
integrated with risk

management systems




138 J INFORM SYSTEMS ENG, 10(32s)

Advanced Data High: Provides accessible and Very High: Low cost due to Very High: Low cost due

Analysis relevant information on access to open information to access to open
suspicious practices and easy integration information and easy
integration

Table No. 3 shows the limited viability of strategic intelligence tools, highlighting those tools with operational viability
restrictions, emphasizing factors of applicability and required competencies for their implementation in the customs

context.

Table 4. Tools with Low Viability presents the feasibility results for each category of tools

Tool Applicability Technological Feasibility Required Training
Intelligence Moderate:  Facilitates the Low: Requires advanced Personnel with
Network identification of connections systems and network mapping; specialized training in
Analysis between risk actors, though limited effectiveness in the network intelligence

limited by information-sharing current fiscal context and

constraints information exchange with

foreign counterparts

Collaborative Low: Requires an institutional High: Requires a system for Training in secure
Intelligence paradigm shift, more complex managing historical data and information exchange

than data analysis information processing and interagency

collaboration

Scenario Moderate: Relevant for Moderate to Low: Demands Training in foresight
Analysis strategic planning, though with specialized software  with and scenario analysis

limited application in daily limited operational use in

operations transit control
Automatic Low: Useful for document Moderate to High: Requires Basic training; limited
Document verification, with marginal specific infrastructure, with impact on
Validation contribution to strategic fiscal reduced operational impact strengthening  fiscal
Systems intelligence security

Conclusions

1. The application of advanced data analysis, known as Big Data, emerges as one of the applicable tools for data
analysis in the stages of customs transit operations. This technology enables the management of large
volumes of data in real-time, identifying irregular patterns and atypical behaviors in operations. From
Sherman Kent's perspective, data analysis contributes to informed, evidence-based decision-making,
allowing authorities to detect fiscal irregularities more promptly in foreign trade.

2. Risk management systems are essential for optimizing the evaluation processes in customs transit
operations, as they allow for the automatic classification and segmentation of goods and actors based on their
characterization. These systems streamline the analysis process, enhancing process control. Their ability to
dynamically adapt to the behaviors of actors increases control accuracy and strengthens fiscal security,
thereby improving resource use and minimizing losses.

3. Incorporating the intelligence cycle into customs transit operations is important for creating a preventive
strategy. This cycle enables customs procedures not only to respond to ongoing incidents but also to
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anticipate and mitigate potential risks. In this way, the adaptability of the customs process is strengthened,
facilitating a swift and timely response from actors to potential vulnerabilities.

The identification of potential tools for application, along with the stages where their implementation would
be feasible, aims to enhance the analysis of this process and optimize the expected outcomes, thereby
contributing to the facilitation and control of customs transit operations.

References

Agencia de Educacion Postsecundaria de Medellin. (Abril de 2021). La Inteligencia Estratégica y la toma de
decisiones. Nota temdtica(2), 1. Medellin. Obtenido de  https://sapiencia.gov.co/wp-
content/uploads/2021/05/nota_tematica_la_inteligencia_estrategica_y_la_toma_de_decisiones.pdf
Aguirre, J. (26 de 01 de 2015). Inteligencia estratégica: un sistema para gestionar la innovacion. Estudios
Gerenciales Universidad ICESI, 31(134), 100-110. doi:https://doi.org/10.1016/j.estger.2014.07.001
Barragan, R. I. (2018). Andalisis del procedimiento aduanero y los factores que causan retraso en la
Exportacién e Importacion en Colombia [Trabajo de especializacién, Universidad Militar Nueva
Granadal]. Repositorio Institucional, Bogota. Obtenido de
https://repository.unimilitar.edu.co/server/api/core/bitstreams/8cedo1e1-0d67-4436-bcg2-
35815f2e183f/content

Bonilla, D. N. (2004). El ciclo de Inteligencia y sus limites. En Universidad de Valencia, Cuadernos
constitucionales de la Cdtedra Fadrique Furi6 Ceriol (pags. 51-66). Espaha. Obtenido de
https://dialnet.unirioja.es/servlet/articulo?codigo=2270935

De Castro, M., & Furlan de Asis, R. (20 de septiembre de 2024). La revolucién silenciosa en las aduanas_
OMA, Inteligencia de fuentes abiertas, IA regulada y el futuro del comercio global. ADUANA NEWS.
Obtenido de  https://aduananews.com/la-revolucion-silenciosa-en-las-aduanas-oma-inteligencia-de-
fuentes-abiertas-ia-regulada-y-el-futuro-del-comercio-global/

Departamento Administrativo de la Funcion Publica. (28 de diciembre de 1999). Decreto 2685 de 1999, por
el cual se modifica la Legislacion Aduanera. Obtenido de
https://www.funcionpublica.gov.co/eva/gestornormativo/norma.php?i=64545

DIAN. (01 de junio de 2000). Resolucién 004240 de 2000: Por la cual se reglamenta el Decreto 2685 de

1999. Obtenido de
https://www.dian.gov.co/normatividad/Normatividad /Resoluci%C3%B3n%20004240%20de%2001-06-
2000.pdf

DIAN. (2014). Manual Servicio Informatico de Transito Aduanero. DIAN. Bogoti. Obtenido de
https://www.dian.gov.co/aduanas/aspectecmercancias/ServiciosTransversales/Servicio%2520inform%25
C3%25A1tico%2520de%2520tr%25C3%25A1nsito%2520aduanero.pdf&ved=2ahUKEwiB8vm-
wrWJAXWnRzABHYLwBF8QFnoECC8QAQ&usg=A0vVaw1JnU8Uz-ggPmNkO8IsX6iy

DIAN. (o7 de marzo de 2016). Decreto 390 de 2016 de la Regulacion Aduanera. Bogota. Obtenido de
https://www.dian.gov.co/atencionciudadano/infoconsulta/Estatuto%20Aduanero/Decreto_390_del_o7d
e_Marzo_de_2016.pdf

DIAN. (02 de julio de 2019). Resolucion 000046 de 2019: Por la cual se reglamenta el Decreto 1165 de 2 de
Jjulio de 2019. Bogota. Obtenido de
https://www.dian.gov.co/normatividad/Normatividad/Resoluci%25C3%25B3n%2520000046%2520de%2
52026-07-
2019.pdf&ved=2ahUKEwignpDou7WJAxVct4QIHe1_B50QFnoECB0QAQ&usg=A0vVaw1doGXylDV4dpF
OKcLGhGVY

DIAN. (2019). Resolucion 000044 De Julio 23 De 2019 Dispositivos Electrénicos. Obtenido de
https://www.dian.gov.co/normatividad/Proyectosnormas/Proyecto%20Resoluci%C3%B3n%20000000%2
0de%2018-11-2019.pdf

DIAN. (2020). Manual de Transito Aduanero Externo (MN-OA-0058) (Version 1.0). 55. Bogota. Obtenido
de

https://www.dian.gov.co/aduanas/Documentos_2020/Manual_transito_aduanero_ externo.pdf&ved=2ah
UKEwj2qaj6tyWJAXUkmIQIHf VA98QFnoECB4QAQ&usg=A0OvVaw1L4xgxGKofErQcC4_-akGg



140

J INFORM SYSTEMS ENG, 10(32s)

[13]

[14]

[15]

[16]

[17]

[18]
[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

DIAN. (31 de Enero de 2020). Resolucién 000011 de 2020, por la cual se modifica parcialmente la Resolucion
000046 de 2019. Bogota. Obtenido de
https://www.dian.gov.co/normatividad/Normatividad /Resoluci%25C3%25B3n%2520000011%2520de%2
52031-01-
2020.pdf&ved=2ahUKEwje17ydu7WJAXWtRTABHevbBRUQFnoECBIQAQ&usg=AOvVawoPqqVfgsdZktz
nK7vPK_Ah

DIAN. (Agosto de 2021). Nucleos de Apoyo contable y Fiscal. Presentacion para Instituciones de Educaion
Superior. Obtenido de https://www.dian.gov.co/atencionciudadano/CulturaContribucion/Cultura-de-la-
Contribucion/Documents/NAF/2-Anexo-No-1-1-Brochure-NAF.PDF

DIAN. (2024). Manual de usuario Proceso Importaciéon - Carga MN-COA-0083. (01). Bogota. Obtenido de
https://www.dian.gov.co/atencionciudadano/LMDP/Cumplimiento-Obligaciones-Aduaneras-y-
Cambiarias/Operacion-Aduanera/Manuales/ MN-COA-
0083.pdf&ved=2ahUKEwjjktC3w7WJAxVSQzABHerd LtMQFnoECBkQAQ&usg=AOvVaw2GljXietomv6on_
xavyd1Kp

Gutiérrez Sanchez, V., & Arciniegas Londoiio, L. (2022). Conceptualizacion académica sobre el término de
Inteligencia Estratégica y su aplicacion en la toma de decisiones en Colombia. Perspectivas e Inteligencia.
Revista Cientifica en Ciencias Sociales e Interdisciplinaria, 97-117.
doi:https://doi.org/10.47961/2145194X.334

Kent, S. (1949). Inteligencia estratégica para la politica mundial norteamericana. Departamento de
Historia, Universidad de Yale. Obtenido de  https://www.economiapersonal.com.ar/wp-
content/uploads/2018/07/Inteligencia-Estrategica-_-Sherman-
Kent.pdf&ved=2ahUKEwjs1Kb7s7WJAXUkmIQIHW_fA_oQFnoECBYQAQ&usg=AOvVawigwyTLIgAvwK
UkZpg_zP_6

Meisel-Lanner, R. (diciembre de 2023). La trascendencia del transito y el transporte multimodal en la
codificacién aduanera. Revista de Derecho Fiscal(24). doi:https://doi.org/10.18601/16926722.124.05.
Ministerio de Defensa. (2003). Politica de Defensa y Seguridad Democrdatica. Reptiblica de Colombia.
Bogota. Obtenido de http://www.oas.org/csh/spanish/doclibrdef.asp

Ministerio de Hacienda y Crédito Piblico. (22 de mayo de 2024). Decreto 659 de 2024 Por el cual se modifica
parcialmente el Decreto 1165 de 2019. Diario Oficial No. 52.764. Obtenido de
https://normograma.dian.gov.co/dian/compilacion/docs/decreto_0659_2024.htm

Mora Navarro, O. (enero - junio de 2022). Gestion de riesgos: un desafio para las organizaciones.
Administracion & Desarrollo, 52(1), 4-19. doi:https://doi.org/10.22431/25005227.vol52n1.1

Pérez Marqués, M. (2014). MINERIA DE DATOS A TRAVES DE EJEMPLOS. Madrid. Obtenido de
https://www.google.com.co/books/edition/Miner%C3%ADa_de_datos/avRyEAAAQBAJ?hl=es-
419&gbpv=1&dq=miner%C3%ADa+de+datos+a+trav%C3%A9s+de+ejemplos+pdf&printsec=frontcover
Republica de Colombia. (02 de Julio de 2019). Decreto 1165 de 2019, por el cual se dictan disposiciones
relativas al régimen de aduanas en desarrollo de la Ley 1609 de 2013. Ministerio de Hacienda y Crédito
Pablico. Obtenido de https://www.mincit.gov.co/getattachment/minindustria/temas-de-interes/zonas-
francas/normatividad/2019/decreto-1165-de-2019/decreto-1165-del-2-de-julio-de-2019-compressed-1-
comprimido.pdf.aspx

Republica de Colombia. (7 de abril de 2021). Decreto 360 de 2021, por el cual se modifica el Decreto 1165 de
2019 relativo al régimen de aduanas y se dictan otras disposiciones. Ministerio de Hacienda y Crédito
Pablico. Obtenido de https://www.dian.gov.co/aduanas/aspectecmercancias/Origen1/1-1-1-1-Decreto-360-
2021-Extracto-regulaciones-relacionadas-con-el-origen.pdf

Rivera Velez, F. (2008). Seguridad multidimensional en América Latina. En F. R. Vélez, Seguridad
multidimensional en América Latina (pags. 11-33). Quito, Ecuador. Obtenido de
https://biblio.flacsoandes.edu.ec/libros/108225-opac

Rivera Vélez, F. (2013). Inteligencia politica y seguridad nacional: bien publico o mal necesario? Ponencia 7°
Congreso Latinoamericano de Ciencia Politica. Alacip, Bogota. Obtenido de
https://alacip.org/?todasponencias=inteligencia-politica-y-seguridad-nacional

Rivera Velez, F., & Barreiro Santana, K. (2010). En R. V. Fredy, Inteligencia Estrategica y Prospectiva (pags.
25-45). Quito. Obtenido de https://biblio.flacsoandes.edu.ec/libros/digital/39883.pdf



141

J INFORM SYSTEMS ENG, 10(32s)

[28]

[29]

[30]

[31]

[32]

[33]

Rueda Vinas, M. (2019). Andalisis del proceso de autorizacion del régimen de transito aduanero en la
modalidad de transporte aéreo que realiza el Grupo Interno de Trabajo Control Carga y Transito DIAN de
Barrangquilla [Trabajo de grado, Universidad Auténoma de Bucaramanga]. Repositorio UNAB,
Bucaramanga. Obtenido de https://repository.unab.edu.co/handle/20.500.12749/14947

Sagalla Reis, R. (2024 de mayo de 2024). Big Data e inteligencia artificial en el control aduanero:
convergencia entre estrategia, derecho y ética. Aduana News. Obtenido de https://aduananews.com/big-
data-e-inteligencia-artificial-en-el-control-aduanero-convergencia-entre-estrategia-derecho-y-etica/
Salazar Vega, D., & Figueroa Medina, E. (Enero a Junio de 2023). Desafios de la inteligencia estratégica ante
los avances de la inteligencia artificial. Revista de la Escuela Nacional de Inteligencia(2), 151-171.
doi:https://doi.org/10.58752/1HNRLXNA

Soler Gonzalez, R., Valera Lrenzo, P., Ofiate Andino, A., & Naranjo Silva, E. (enero-Abril de 2018). La gesti6on
de riesgo: el ausente recurrente de la administracion de empresas. Revista Ciencia UNEMI, 11(26), 51-62.
Obtenido de https://ojs.unemi.edu.ec/index.php/cienciaunemi/issue/view/44

Valderrama, M. N., & Hurtado, C. (2020). Inteligencia Estrategica en Colombia. Capitulo VI. En R. Escuela
Superior de Guerra , Aportes teéricos a la construccion del concepto de inteligencia estratégica (pags. 157-
204). Bogota: Planeta. Obtenido de
https://esdeglibros.edu.co/index.php/editorial/catalog/view/68/88/977

Valencia Villa, J. (2019). Modelo OCR para Reconocimiento de Placas de Vehiculo [Trabajo de grado,
Universidad EIA Ingenieria de Sistemas y computacién]. Repositorio Institucional, Envigado. Obtenido de
https://repository.eia.edu.co/browse/title?scope=ac147e33-c673-4726-8e6d-
ff8c8fffca23&bbm.page=1&startsWith=MODELO%200CR



