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Received: 26 Dec 2024 Cloud computing provides a scalable storage, but ensuring data security and access control are
still challenging areas of research. The present work proposes an efficient framework for secure
access control of cloud data using blockchain technology. The framework leverages blockchain’s
decentralized nature to enhance trust and transparency. Smart contracts automate access
control, policy for ensuring access of authorized users. Cryptographic technique is used to secure
data transmission and storage. The system eliminates reliance on third-party entities, reducing
vulnerabilities. Experimental results show improved performance in terms of security and access
efficiency. The computed results are presented in the form of table and graph.
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INTRODUCTION

By the use of physical machines, users are well connected over the cloud servers which are interconnected through
topological structures and only accessible through high-speed internet connectivity. In many public organizations,
Government of India (GoI) provides high speed internet connectivity via National Knowledge Network (NKN) and
speed of connectivity is more than 1 Gbps which is used for accessing the video contents in a seamless manner. On
the other hand, privacy is a key factor for an individual or group of users and must have ability to control the
information, share and access it thoughtfully. It depends on the various key aspects of privacy and one of the
promising ones is that how much information is shared or accessed. Users tend to be more concerned about recent
data disclosure policies which are changed from time to time and even the accessing of the historical data depends
upon the access policy. Users are generally comfortable when friends may request own information directly but is
passes through the cloud servers and hackers are also connected through the servers and any confidential information
may be stolen by the hackers for which users may not automatically alert. In the various commercial organizations,
it is very essential to keep large data in a proper and manageable manner so that it may be protected from the
unauthorized access by the intruders. For this purpose, organizations must establish rules, guidelines, and
procedures to safeguard personally identifiable information, effectively. This institutional security is crucial for
maintaining trust and ensuring compliance with privacy standards.

From the literature, it is found that major privacy challenges include trust, uncertainty, and compliance. Trust
pertains to the proper management of Personally Identifiable Information (PII), while uncertainty involves verifying
information that may have been mishandled by those tasked with its protection. The said challenges underscore the
complexities of maintaining privacy in dynamic and global data flows across the world-wide network.

Current access control models are increasingly favored over traditional methods within cloud frameworks. Some of
them are
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(a) Role Based Access Control (RBAC)

It is a fundamental requirement for any data system. In the RBAC model, users are categorized according to specific
role which will determine to access to various functions and the said approach allows only to users to operate
effectively in designated critical areas by granting permissions based on assigned roles.

(b) Attribute Based Access Control (ABAC)

It is an access control model that grants permission based on attributes assigned to the users, resources, and the
environment. This model considers a wide range of characteristics to make decision on accessing the information.
The key components this type of control are attributes, policies and dynamic decision.

(¢) Blockchain Based Access Control (BBAC)

This method leverages distributed ledger technology (blockchain) as an access controller to safeguard pointer privacy,
alongside an off-chain distributed hash table (DHT) that is authorized by blockchain to protect encoded data. When
a user logs in, a new compound identity is created and aggregated. This identity is linked to a unique key that encrypts
and decrypts the information. The compound identity consists of key pairings for both the user and the service.
Blockchain ensures the verification of both the user’s identity and the service’s access right to the information. It
prepares the hash needed to retrieve data from off-chain storage.

LITERATURE SURVEY

There are many algorithms called as encryption and decryption algorithms which support the data privacy when one
is accessing from the cloud servers. Chen and Zhao [1] addressed the data security and privacy protection issues in
cloud computing, providing foundational insights that inform subsequent research in the field and it highlights the
necessity for robust security measures in cloud environments. Further, there are Internet of Things (IoT) devices
supporting the accessing of cloud data and the intersection of 10T security and blockchain technology is defined in
[2] which provides a comprehensive systematic review of existing security challenges in IoT and propose blockchain-
based solutions to enhance data integrity and security. The research work illustrated in this paper identified the open
challenges which must be addressed for effective implementation, emphasizing the potential of blockchain to secure
IoT environments. The role of blockchain in sustainable supply chain management is explained in [3] which
highlights the improvement in blockchain technology in terms of transparency, traceability, and accountability within
supply chains. It is a critical activity for fostering sustainable practices and the importance of integrating blockchain
into supply chains is also explained for enhancing operational efficiency and environmental sustainability. A
systematic review on blockchain technology in the field of Artificial Intelligence (AI) applications is explained in [4]
which provide address issues of trust and data integrity in AI systems, also presented open research challenges that
could further enhance the synergy between the technologies. The work presented in this paper lays down the
foundation for future studies investigating the collaborative potential of blockchain and Al.

Further in the year 2019, Salman et al. [5] presented state-of-the-art overview of security services utilizing the concept
of blockchain technology. The comprehensive analysis serves as a valuable resource for understanding the breadth
of blockchain's applicability in security frameworks. Blockchain-based database model is explained to ensure data
integrity in cloud environments byShukla et al. [6] and the model may be effective related to data tampering and
unauthorized access, providing a promising avenue for enhancing the cloud security. Wang et al. [7] provides an idea
of cloud storage framework that incorporates blockchain for access control. Deep et al. [8] proposed an
authentication protocol for cloud databases using blockchain mechanism which may facilitate secure authentication
processes, thereby enhancing overall cloud security. Kumar and Saxena [9] proposed a concept of hybrid approach
for encrypting and decrypting the data to be uploaded and downloaded from the cloud servers thus enhanced the
security levels for the cloud data. Further, Yang et al. [10] discussed secure data access control in smart grids using
blockchain technology which has been introduced as per need for fair accountability and privacy protection in smart
grid data sharing, demonstrating blockchain's effectiveness in addressing the related concerns. Privacy-preserving
mechanism is investigated in smart homes using blockchain technology that may effectively protect user privacy
while enabling secure interactions among smart devices [11]. Agyekum et al. [12] discussed a proxy re-encryption
approach which may be used for securing data sharing in IoT using blockchain.

In the recent years, there is tremendous growth in the uploading and downloading data from the cloud servers or one
may say that there is exponential growth of storage of data over the cloud servers. In this regard, Kumar and Saxena
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[13] proposed BB84 protocol and concept of the genetic approach for security of the cloud data. The data security in
cloud computing using the Rivest, Shamir and Adleman (RSA) algorithm has been discussed in [14], Still in the
software industries, cracking of the RSA is not recorded in the literature. Gautam and Saxena [15] explained the
concept of binary serach algorithm for optimizations of the files and folders to be uploaded and downloaded from the
cloud servers, obviously it will optimize the storage of the cloud servers. Choudhary et al. [16-18] also explained the
concept of the blockchain technology for faster accessing of the large database stored over the cloud servers and
further, clustering approach is used by the authors for accessing of the desired records in the optimize time period
from the cloud servers. Akinolaet al.[19] focused on blockchain-enabled security solutions for medical devices which
are functioning under cloud environment. Yadav et al. [20] proposed an enhanced cloud data security model using
the AES algorithm, demonstrating its effectiveness in protecting sensitive data in cloud storage. Shrivastava et al.
[21] also emphasized the significance of encryption technique in safeguarding data against unauthorized access,
contributing to the ongoing dialogue about cloud security. Gautam et al. [22] proposed an approach for removal of
the duplicate contents of stored data over the cloud servers. The method is applicable on the files and folders which
are securely accessed by the users. Saxena et al. [23] enhanced the concept of data cube technology for providing the
secure data storage and faster accessing of the database and it is further enhanced through the concept of the
blockchain technology [24-25].

METHODS

In the present work, implementation-based research design is produced in which theoretical comparison of RBAC
with blockchain is elaborated. Later on, the setup for implementation of secured access control on cloud using
blockchain shall be discussed the backbone software CloudSim 3.0. Blockchain for access control in cloud data offers
several advantages, enhancing security, transparency, efficiency, dynamism and scalability. Comparison of RBAC
control on cloud data using blockchain and without blockchain technology has been presented in the Table 1.

Table 1. Comparison of RBAC with and without Blockchain Technology

Factor RBAC with Blockchain RBAC without Blockchain

Control Decentralized Centralized

Data Integrity =~ Enhanced Security Vulnerable

Auditing Transparent Trust-based

Scalability Scalable, but may have transaction May face bottlenecks
limits

Flexibility Dynamic and automated Static permission changes
adjustments

The market for blockchain technology is growing rapidly. Many industries are adopting it to improve transparency
and security. Sectors like finance, supply chain, and healthcare are leading the sectors with applications include
Decentralized Finance (DeFi) and Non-Fungible Tokens (NFTs). The various companies are also using private
blockchain for enhancing the operations of the organization. From time to time, regulatory frameworks are being
developed to protect consumers and encourage innovation. There is a strong emphasis on sustainability, with a move
toward energy-efficient blockchain solutions. Additionally, blockchain is integrating with other technologies like IoT
and Al, boosting its effectiveness. The trend position of blockchain is a vital part of future digital changes.

Incorporating blockchain technologies into cloud storage systems is a promising trend that enhances trust and
reduces computing costs. This integration makes the system credible, decentralized, and publicly verifiable, allowing
connected devices to establish trust through blockchain. The blockchain model enables data owners to maintain
ownership and control over the information. The storage system offers improved privacy protection for individual’s
data, addressing issues related to data privacy. The access control mechanism supported by blockchain is designed
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to enhance security. Effective access control is essential for ensuring data privacy, making it a critical tool in this
context.

A Framework for using Blockchain on Cloud Data

In the proposed model, data owner, data user, cloud server, and blockchain are recommended as major components.
Access of data kept by any specific user is control through smart contracts of blockchain. Ethereum smart contracts
are used by data owners and users to store and retrieve ciphertext data for the purpose of executing encryption and
decryption algorithms. The blockchain records each contract call and due to this information exchanged between
data owners and users is non-repudiation and non-tampering. A framework is shown below in the following Figure
1.

Cloud

Y

\4 A 4

Data Smart Data User

l

BLOCKCHAIN

Figure 1. A Framework for Access Management of Cloud Data using Blockchain

Data owners are responsible for different tasks like, designing the access control policies, assigning attribute sets,
uploading encrypted files on cloud server, installing smart contracts on blockchain and adding valid access durations
for data users which access an encrypted file stored in the cloud when its attributes set matches the access structure
given in the ciphertext. In order to retrieve the content key needed to decrypt the encrypted file, data users can
decipher the received ciphertext. Decentralized blockchain technology is used through Ethereum 2.0 which facilitates
the creation and use of smart contracts and decentralized applications. The steps for secured access control are given
below:

Step1: Smart contract created by data owner are deployed in Ethereum;

Step2: Data Owner receives the contract address;

Step3: File ID is kept in the smart contract by the data owner;

Step4: Data Owner collects the contract address, File ID, encrypted file and then upload to the cloud server;
Steps:Data Owner saves the path of file given by cloud server;

Step6: Data Owner stores the ciphertext of the encrypted document in the Ethereum blockchain software;
Step7: Access request is sent by data user to data owner;

Step8:The secret key of data user is encrypted by data and saved into smart contract;

Stepg: Contract details along with user information is shared by data owner;

Step10: Encrypted files are downloaded by data users from the cloud server;

Stepi11:The secret key for ciphertext is also obtained by data users from smart contract.

RESULTS

It is obvious that addition of an extra layer of blockchain will improve the security of data on cloud from access point
of view. The extra layer will also increase the response time of access requests of users. RBAC access mechanism is
selected and implemented with and without blockchain using Ethereum simulation tool. A parameter total response
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time is the time taken to process an access request from submission to granting or denying access can be calculated
by using formula:

T(response) = T(create) + T(propagate)+ T(validate)+ T(conﬁrm)+ T(decision) @

Average response time and peak response time are also computed for analysis of the data. The following Table 2
contains the data of response time computation using simulation tool Ethereum on CloudSim 3.0. In first case RBAC
was implemented on cloud and response time is computed and further experiment shows the implementation of
RBAC with and without blockchain concept.

Table 2. Comparison of Response-Time for RBAC with and without Blockchain

Access Request RBAC with Blockchain RBAC without Blockchain

(in ms) (in ms)
50 7 ms 15 ms
100 11 ms 27 ms
200 17 ms 39 ms
500 28 ms 67 ms
1000 40 ms 104 ms

Data presented in the above is represented in the form of line chart as shown in the Figure 2. It has been analyzed
that while increasing the number of access requests from 50 to 1000, response time of RBAC with blockchain
increases from 7 ms to 40 ms while on other hand, the response time without blockchain increases from 15 ms to 104
ms which is higher and expected in the second case.
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Figure 2. Comparison of Response Time for RBAC with and without Blockchain

From the given data in Table 2 and Figure 2, average response time and peak response time are also calculated.
Average response time and peak response time for system with blockchain is 21.5 ms and 40 ms but it is 50.4 ms and
104 ms for system without blockchain which shows that the blockchain technology reduces the average response
time. It is shown below in the table 3.
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Table 3. Comparison of Average Response-Time and Peak Response-Time

System Type Average Peak Response
Response Time Time
(In ms) (In ms)
Without Blockchain 21.5 ms 40 ms
With Blockchain 50.4 ms 104 ms
CONCLUSION

Traditional cloud access control systems offer simplicity and manageability, and it may be vulnerable to centralized
risks and trust issues. In contrast, blockchain enhances security, accountability, and flexibility, making it an appealing
choice for organizations requiring robust access control in sensitive environments. However, implementing
blockchain comes with its own challenges, such as scalability and transaction speed, which need to be considered
based on specific use cases. In the present work, recommendation for using RBAC mechanism using blockchain has
been recommended. It is concluded that blockchain based access control mechanism will always be excellent choice
and secure but response time of such systems will always increase due to extra layer of security. The work may be
extended for proposing control mechanism to reduce the response time and also will address the cost effectiveness
of system.
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