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ARTICLE INFO ABSTRACT

Received: 16 Dec 2024 This research aims to elucidate the concept of the crime of cybersecurity violation, its
significance, its elements, its penalties, and its causes for exemption, as well as its impact on
sustainable development. The study adopts a descriptive approach, relying on an analytical
Accepted: 20 Feb 2025 methodology, and has yielded several key findings, the most notable of which are:

Revised: 02 Feb 2025

Cybersecurity is a system concerned with protecting networks and programmes against attacks
that aim to access, alter, or destroy information. The three elements of the crime of
cybersecurity violation are: the legal element, the material element, and the mental element,
which pertains to the intent of the perpetrator. The primary means of proving the crime of
cybersecurity violation include testimony, confession, inspection, and other forms of evidence.
All forms of cybersecurity violations are prohibited under Islamic law and are criminalised
under Saudi and statutory law. Islamic law is established on the foundation of protecting and
preserving security in all its forms and has enacted both Sharia-based and statutory regulations
to ensure the continuity of sustainable development.

Key Recommendations:

- Emphasizing the need for researchers to link contemporary crimes to sustainable
development.

- Urging statutory and regulatory legislators to impose stricter penalties for cybersecurity
violations.
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INTRODUCTION

All praise is due to Allah, as befits His Majesty and Supreme Sovereignty, His encompassing Mercy, and His
abundant Bounty. May peace and blessings be upon our Master Muhammad, and upon his family and all his
companions.

To begin with

One of the distinctive characteristics of Islamic law is its applicability across all times and places, its flexibility in
addressing new challenges and contemporary issues, its ease of implementation, and its ability to apply fixed
rulings from the Qur’an and Sunnah to present realities in a manner that aligns with the individual's circumstances
and the broader human society.

From this perspective, the present research forms part of a proposed research project encompassing the study of a
range of contemporary crimes from a jurisprudential perspective. Experts in the field fully comprehend the gravity
of the damage caused by crimes of all kinds, including psychological, health-related, and financial harm, as well as
their significant impact on the global economy, striking at the very foundations of sustainable development.
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The nation has made remarkable strides in promoting cybersecurity awareness, as evidenced by numerous
specialised training programmes and diverse university courses, which stand as testimony to this pioneering effort.
This research seeks to elucidate key legislative and regulatory aspects within this field.

Research Problem: The research problem can be formulated in the following primary question: What is the
concept of the crime of cybersecurity violation, what are its elements, what are its penalties, and what are its causes
for exemption?

Research Objectives: Based on the aforementioned inquiries, the research objectives can be formulated as
follows:

- To define and establish the jurisprudential basis for the crime of cybersecurity violation and to identify its
elements.

- To clarify the penalty for cybersecurity violation under Islamic jurisprudence, the Saudi law, and statutory law.
- To outline the causes for exemption from the penalty for cybersecurity violation.

Research Methodology: The study adopts an inductive methodology, whereby the subject matter of the research
is examined through specialised writings, which analyse and present the issue comprehensively.

Research Plan: The study consists of an introduction, two main topics, a conclusion, and an index, as follows:

Introduction: The introduction addresses the research problem, its objectives, significance, methodology, and
structure. It includes two main topics, a conclusion, and a list of references.

Topic One: Definition of the Crime of Cybersecurity Violation
Topic Two: The Penalty for Cybersecurity Violation and Its Causes for Exemption

Topic One: Definition of the Crime of Cybersecurity Violation from the Perspective of Islamic Jurisprudence and
the Saudi Law.

The crime of cybersecurity violation falls within the category of electronic crimes, which encompass unlawful
activities carried out by specialists in various forms of cybercrime to achieve specific objectives, such as obtaining
financial gains or executing acts of sabotage aimed at accessing, altering, or destroying information.

First: The Concept of Crime in Islamic Jurisprudence and Statutory Law

In linguistic terms, "crime" is derived from the Arabic term jurm, meaning transgression, and jurm also signifies
sin, with its plural forms being ajram and jurum. In the Hadith it is stated: "The worst of the Muslims in terms of
crime is the one who asks about something that was not forbidden, so that it becomes forbidden because of his
inquiry."

The phrase "tajarrama alayya fulan" means: "Someone falsely accused me of a crime I did not commit.". The
criminal is the offender. [15]

Crime is defined in Islamic law as a prohibited act for which Allah has prescribed either a fixed penalty (hadd) or a
discretionary penalty (ta‘zir). [1] In legal terminology, a crime is defined as a voluntary act prohibited by law for
which the perpetrator is subject to criminal penalty. [9]

From the foregoing, it is evident that both the Islamic and legal definitions of crime conform to the linguistic
definition in that a crime is considered a prohibited act; however, the concept of crime in the language is broader
than in Sharia and statutory law. [6]

Second: Definition of Cybersecurity

Such terms require careful consideration, with their parameters clarified and their religious rulings explicitly set
forth, particularly since these means are inherently dynamic and their issues encompass a range of complexities
that lack an established jurisprudential and legal foundation.

"Security" linguistically is antonymous with "fear." [12]

"Cyber" is a term of foreign, specifically Greek, origin; "cyber" pertains to cyberspace and denotes the protection of
assets through information technology, such as devices and software. [16] [17]
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Second: Definition of the Term Cybersecurity

Cybersecurity is defined as a system concerned with protecting networks and programmes against attacks that aim
to access, alter, or destroy information. [16] [17]

Elements of the Crime of Cybersecurity Violation

As is well known, crimes are prohibited under Islamic law, for which Allah has prescribed either a fixed punishment
(hadd) or a discretionary punishment (ta‘zir), and these prohibitions are those acts that are either committed
despite being forbidden or omitted despite being obligatory. We stated that the prohibitions are described as
“legitimate” since they must be expressly forbidden by the texts of Sharia, and an act or omission is not in itself a
crime unless it is punishable. The elements of the crime of cybersecurity violation are three:

1. There must be a textual prohibition of the crime and a prescribed punishment for it, which in our legal
terminology is called the “legal element” of the crime.

2. The commission of the act constituting the crime, whether by action or by omission, which we refer to in legal
terminology as the “material element” of the crime.

3. The perpetrator must be accountable, that is, legally responsible for the crime, which is known today as the
“mental element” of the crime. [3] [9] [10]

Means of Proving the Crime of Cybersecurity Violation

The means of proving cybersecurity crimes—like all other crimes—consists of establishing that the crime was
committed by demonstrating its legal elements and then attributing it to the accused as the perpetrator through
what is known as attribution evidence, that is, evidence which establishes his connection to the crime either as the
principal actor or as an accomplice, or disproves this connection. This is the field of criminal evidence. [5]

Furthermore, the evidentiary process involves presenting attribution evidence which clarifies the extent of the
perpetrator’s involvement in the crime, either positively or negatively, whether as a principal actor or as an
accomplice through incitement, conspiracy, or assistance, and these are the evidentiary methods upon which the
court bases either the conviction or the acquittal of the accused. [9]

Among the most important methods acknowledged by the criminal legislator as means of proving crimes are:
testimony, confession, inspection, expert evidence, documentary evidence, circumstantial evidence, and oath-
taking, among others. [8]

From the foregoing, it is evident that the evidentiary standard in Islamic criminal law differs from that applied in
statutory law. Islamic law has imposed certain conditions which must be met in testimony, and it prescribes a
required threshold for such testimony. Moreover, other means of proof—such as confession, written evidence, and
oath-taking—are safeguarded by guarantees within Islamic law that ensure the protection of rights, respect for
individual freedoms, and the honour of persons. [18]

Topic Two: The Penalty for Cybersecurity Violation and Its Causes for Exemption

We have stated that the crime of cybersecurity violation is among the most severe contemporary offences, through
which Saudi security and other security interests are threatened. Accordingly, deterrent regulations have been
established to combat such crimes and limit their proliferation, in addition to their prohibition under Islamic law.

The Penalty for Cybersecurity Violation in Islamic Law and the Evidence Thereof

All forms of violation are prohibited under Islamic law, including the violation of the security of information
belonging to individuals and institutions.

The evidence for the prohibition of cybersecurity violation is as follows

- Allah Almighty states: “And do not seek to cause corruption on earth. Indeed, Allah does not love the
corrupters.” (Surah Al-Qasas, 77).

- Allah Almighty also states: “And when he turned away, he strived throughout the land to cause corruption
therein and to destroy crops and cattle. And Allah does not love corruption.” (Surah Al-Bagarah, 205).



19 J INFORM SYSTEMS ENG, 10(24s)

- The Messenger of Allah, peace and blessings be upon him, said: “Your blood, your wealth, and your honour are
sacred to one another, just as the sanctity of this day, this month, and this city is sacred.” (Narrated by Al-
Bukhari). [22]

Furthermore, cyber-attacks fall clearly under these evidences; namely, the attack on assets, economic sabotage, and
the halting of sustainable development, through the manipulation, alteration, or hacking of private information. It
also includes the violation of the privacy and personal lives of individuals by disclosing secrets and information
about them, and the undertaking of destructive measures, whether on a personal or governmental level. The
Prophet, peace and blessings be upon him, said: “There should be neither harm nor reciprocation of harm.”
(Narrated by Ibn Majah [23]).

The Penalty for Cybersecurity Violation in the Saudi Law

The Saudi Law addresses the penalty for cybersecurity violation from various perspectives:
Royal Decree No. M/17 dated 08/03/1428 AH, and Council of Ministers Resolution No. 79 dated 07/03/1428 AH,
establishing the Anti-Cybercrime Law (08/03/1428 AH, corresponding to 27/03/2007 AD). Article Three reads:

Any person who commits any of the following cybercrimes — unauthorized access to an electronic website, or
accessing an electronic website for the purpose of altering its design, or damaging it, or modifying it, or seizing its
domain name — shall be punished by imprisonment for a term not exceeding one year and/or a fine not exceeding
five hundred thousand riyals.

In Article Five: Any person who commits any of the following cybercrimes shall be punished by imprisonment for
a term not exceeding four (4) years and/or a fine not exceeding three million (3,000,000) riyals: unauthorised
access for the purpose of deleting, erasing, destroying, leaking, damaging, altering, or republishing private data; or
by disabling, hindering, obstructing, destroying, erasing, leaking, damaging, or modifying computer programmes or
the data contained therein; or by obstructing, confusing, or disabling a service by any means whatsoever. In Article
Seven: Any person who commits any of the following cybercrimes shall be punished by imprisonment for a term
not exceeding ten (10) years and/or a fine not exceeding five million (5,000,000) riyals: unauthorised access to an
electronic website, or to an information system either directly, via the information network, or via any computer
device, for the purpose of obtaining data that affects the internal or external security of the state or its national
economy. [20]

In the Egyptian Penal Code: Article (20) of Law No. 175 of 2018 concerning the Combat of Information
Technology Crimes provides that any person who breaches a website, an email account, a private account, or an
information system, or who does so on behalf of the state or any public legal entity, or that is owned by or pertains
to the state, shall be punished by imprisonment for a term not less than two (2) years and a fine not less than fifty
thousand (50,000) Egyptian pounds and not exceeding two hundred thousand (200,000) Egyptian pounds, or by
either of these penalties. [21]

It is evident that there is consensus between Islamic jurisprudence and statutory law that a penalty must be
imposed upon anyone who commits a cybersecurity violation, although Sharia classifies such individuals among
those who cause corruption on earth, whereas statutory law punishes them by imprisonment and the maximum
fine, in addition to the disruption they cause to the process of sustainable development.

It may be appropriate in the coming periods to expand the use of technology to support this field (Ahmed, Alharbi,
& Elfeky, 2022; Elbyaly & Elfeky, 2023a, 2023c¢, 2023e, 2023f, 2023g, 2023h, 2023i; A. Elfeky, 2017; A. I. M. Elfeky
& Elbyaly, 2016, 2019, 2023a, 2023b, 2023¢c, 2023e, 2023f, 2023g; A. I. M. Elfeky, Najmi, & Elbyaly, 2023, 2024a,
2024b; Elfekyand, 2016; Masada, 2017; Masadeh & Elfeky, 2016).

Causes for Exemption from the Penalty for the Crime of Cybersecurity Violation

The Causes for Exemption from the penalty for this crime under Islamic jurisprudence are: death, repentance,
pardon, and the statute of limitations. In contrast, under statutory law, the grounds for exemption are three: the
death of the convicted person, pardon, and the statute of limitations.

First: Death of the Convicted Person: The penalty is waived upon the death of the convicted person, and its
enforcement is suspended; however, any financial penalties, compensations, or costs included in the judgement
shall be enforced against the deceased’s estate. [10]
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Second: Pardon: Pardon is defined as the relinquishment by society of all or some of its rights arising from the
crime, and pardon from penalty is the termination by the state of the convicted person’s obligation to serve all or
part of the sentence. [10]

Third: Statute of Limitations: In law, the Statute of Limitations refers to the lapse of a period specified by law,
beginning from the date the final judgement is issued, during which no execution procedures are undertaken. Thus,
the Statute of Limitations is its termination after a specified period determined by law, starting from the date the
right to its execution arises. [19]

The rationale for the waiver of the penalty due to the statute of limitations is that enforcing the punishment after
such a period does not achieve any of its objectives. It aims to achieve justice and benefit, and the accused has
already faced his punishment by remaining out of sight for the duration. Moreover, there is no societal interest in
executing the punishment once the crime has been effaced. [17]

Furthermore, it has become clear that there are four reasons for the annulment of punishment for this crime in
Islamic jurisprudence: death, repentance, pardon, and the statute of limitations. In statutory law, the reasons for
annulment of punishment are three: the death of the convicted person, pardon, and the statute of limitations.

It has been observed that the law aligns with Islamic jurisprudence in that financial penalties do not expire upon
death, as the financial penalty can be claimed from the estate. Similarly, the law agrees with Islamic jurisprudence
in the expiration of punishment by the pardon of the ruler if it is deemed beneficial. [3]

In conclusion,

if sustainable development is defined as the enhancement of production levels through the adoption of the most
effective means to achieve optimal investment in clean technology industries that utilise the minimum possible
amount of energy, while simultaneously upholding the principles of justice in production and consumption in order
to secure the welfare of all members of society without inflicting harm upon nature or the interests of future
generations, [4] then this necessitates a degree of security — including cybersecurity. We affirm that Islamic law has
been founded upon the protection of security and has enacted both religious legislation and regulatory controls to
ensure its preservation.

CONCLUSION
The study has reached several key findings, the most notable of which are as follows:

- Cybersecurity: A system concerned with protecting networks and programmes against attacks intended to
access, alter, or destroy information.

- The elements of the crime of cybersecurity violation are three: the existence of a textual prohibition of the crime;
the material element; and the accountability of the perpetrator, that is, the mental element.

- Islamic jurisprudence and statutory law concur that a penalty must be imposed on anyone who commits an
attack on cybersecurity, although Sharia classifies such individuals among those who corrupt the earth, whereas
statutory law imposes imprisonment and the maximum fine as punishment for their offences.

- Cybersecurity is safeguarded by Islamic law, which has enacted both Sharia-based and statutory legislation to
ensure the preservation of sustainable development.

- The penalty for this crime under Islamic jurisprudence is waived in cases of death, repentance, pardon, and the
statute of limitations, while under statutory law the grounds for exemption are three: the death of the convicted
person, pardon, and the statute of limitations.

RECOMMENDATIONS

- Researchers should be urged to link contemporary crimes to sustainable development.

- The penalties for attacks on cybersecurity should be increased.
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