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Introduction: The issue of information security risk management in digital transformations is 

of particular relevance given the increasing number and scale of threats to cybersecurity, 

electronic services, information systems and telecommunications networks. In this context, it is 

essential to ensure the effective integration of modern analysis tools, the introduction of 

innovative technologies and the formation of an appropriate regulatory framework capable of 

adapting to the modern digital environment. 

Objectives: The article aims to systematise the key aspects of information security risk 

management in digital transformations. 

Methods: The study used several general scientific methods of knowledge, including case 

analysis, systematisation and generalisation, regulatory framework, statistical data analysis, and 

Paired Samples T-Test using JASP software to assess the relationships between key indicators of 

digital infrastructure and cybersecurity. 

Results: The t-test results revealed a statistically significant impact of digital transformation on 

critical aspects of cybersecurity. In particular, the development of e-governance (t = 4.515, p = 

0.02) and access to online services (t = 5.266, p = 0.013) significantly increase the effectiveness 

of digital services protection and the ability to manage cyber crises, while the improvement of 

telecommunications infrastructure (t = 3,314, p = 0.045) contributes to the resilience of 

information systems during crises, especially in the context of modern cyber warfare, which 

underscores the critical role of digitalisation in strengthening national cybersecurity. 

Conclusions: Thus, the analysis has revealed the need for a comprehensive approach to 

information security based on resilience, innovation, and international cooperation as crucial 

elements in countering modern cyber threats, especially in the Ukrainian context, which is 

against the backdrop of ongoing cyber warfare. 

Keywords: information security, information infrastructure, cybersecurity, cyberwarfare, 

digitalisation, protection of individual rights, data protection in enforcement proceedings. 

 

INTRODUCTION 

Information security risk management is critical in today’s rapid digital transformation of economic, social and 

technological systems. The digitalisation of the information ecosystem is accompanied by innovative technologies, 

such as large databases, blockchain, hybrid forms of organisational activity, digital platforms and national 

information infrastructure, which significantly change the nature of social relations. At the same time, e-commerce 

and automation systems are becoming more widespread, which, in addition to their positive impact, create favourable 
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conditions for cyberattacks and, therefore, require a comprehensive approach to their assessment and management. 

The growing amount of data processed and stored in digital systems keeps the possibility of confidential information 

leakage, data loss due to malware or system disruption due to cyberattacks alive. The availability of unlicensed 

software, the demonstration of a comprehensive state policy in the field of information security, and the escalation 

of cybercrime and cyberterrorism in the global environment create new challenges for protecting the national 

information space. In this context, information security risk management is becoming essential for ensuring the 

sustainability of digital transformations and creating conditions for the sustainable development of the digital 

economy. 

This research article aims to systematise the key aspects of information security risk management in digital 

transformations, in particular, to avoid risks to information systems and ensure proper protection and defence of 

human rights. It seeks to identify the focus of information security risks and develop modern prevention methods in 

the digital environment. The study provides for forming sustainable trends based on assessing the relationships 

between the leading indicators of digital infrastructure and cybersecurity. 

LITERATURE REVIEW 

Given the intensification of digital transformation processes, existing information security measures need to be more 

widely applied due to the growing number and intensity of information threats in those areas of social relations in 

which this transformation is taking place at a remarkably rapid pace Shopina [1]. According to Khaustova et al. [2], 

the definition of information security is based on an integrated approach. It reflects a continuous process of managing 

information flows of resources to increase competitiveness and ensure sustainable development of critical 

infrastructure and national security. Instead, Hren et al. [3] consider information security as a state of protection of 

the information space, a system of protection of national interests and a function of the state, which is implemented 

through legal and targeted actions. In this context, Bondarenko et al. [4] identified the main tasks of preventing 

threats in the information and communication sphere, which include, first of all, the protection of critical information 

infrastructure, protection of personal data, security of information and communication systems and government 

structures, as well as protection of the production environment and technologies. 

The main measures to ensure data security in digitalisation, according to Santhi [5], include encryption, multi-level 

authentication, regular system updates, security audits, and data backups. The same conclusions were also reached 

by Dhanalakshmi and George [6], Fang [7], He et al. [8], George et al. [9], Syed et al. [10] and others. It should also 

be noted that, according to Horlichenko [11], the effectiveness of information security management systems is 

determined by the choice of measures to eliminate risks based on comparable and reproducible assessments; 

however, the implementation of these requirements is complicated by existing methods due to the identified 

limitations of their use in conditions of uncertainty. 

Instead, cybersecurity, as one of the key components of information security, involves protecting critical information 

infrastructure, telecommunication networks, and electronic trust services from viruses, hacker attacks, and data 

fraud [12]. 

In this context, Manuilov [13] notes that the most priority ways of responding to cyberattacks include restoring the 

functioning of information, telecommunications and technological systems after a cyberattack, restoring information 

and data in case of damage or deletion, and creating the preconditions for investigating the consequences of a 

cyberattack. It is worth noting that studies by Ukrainian authors Bondarenko et al. [4] and Poliakov [14] revealed the 

lack of an effective mechanism for legal regulation of the introduction of digital innovations and electronic document 

management; thus, necessitating the development of regulations that provide a legal framework for the protection of 

electronic documents from cybercrime and fraud schemes, as well as mechanisms of liability for their violation. 

In addition, some scholars also focus on data protection issues in enforcement proceedings and ensuring the 

observance of individual rights. Given the current problems of ensuring the proper storage and processing of personal 

information, Barrett [15] emphasises the critical role of the General Data Protection Regulation (GDPR), which 

focuses on the implementation of regulatory mechanisms that do not minimise the risks of data leakage or misuse in 

the course of fulfilling legal obligations, ensuring a balance between the rights of individuals and the effectiveness of 

law enforcement. In this context, Caruana [16] draws attention to the reform of the EU data protection system, in 

particular Directive 2016/680, which supports the principles of data protection in law enforcement, focusing on the 

delineation of its actions with the GDPR, independent supervision and regulation of international data transfers. 
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Other studies, such as Hanneke et al. [17], examine the GDPR through the effectiveness of the regulation in the 

context of its focus on a confidential approach to data protection. In particular, Atadoga et al. [18] note that the GDPR 

introduces data minimisation, purpose limitation, and the right to be forgotten, shaping how information is collected, 

processed and stored. 

METHODS 

The following methods were used in the research: 

– The systematisation method was utilised to classify the areas of information security risks in digital 

transformations; 

– The generalisation method was operated to identify modern tools for managing information security risks in 

the context of digitalisation; 

– The case analysis method was employed to study the critical aspects of Ukraine’s information security in the 

digital environment in the context of cyber warfare; 

– The analysis of the regulatory framework was used to substantiate the vulnerabilities of Ukraine’s current 

information security system; 

– Statistical data analysis was conducted to identify sustainable trends in digitalisation and the development 

of cybersecurity measures in cyber warfare. 

A paired samples T-test was used to assess statistically significant differences between the related indicators, 

calculated using the corresponding JASP software tool. The research criteria, i.e. related indicators, are indicators of 

the level of digitalisation (E-Government Development Index, Online Service Index, Telecommunication 

Infrastructure Index) and cybersecurity components (General cyber security indicator, Baseline cyber security 

indicators, Incident and crisis management indicators). The baseline data for the study is presented in Appendix B. 

The results of the t-test included the value of the t-statistic (t), degrees of freedom (df) and significance level (p-

value), which allowed us to assess the probability of differences between the variables compared. The main limitation 

of the study is the small sample size (n = 3), which reduces the reliability of the results and increases the likelihood 

of type I (false positives) and type II (false negatives) errors. 

RESULTS 

Theoretical aspect of information security risk management 

Given the rapid development of global digital transformations, information security is a complex and multifaceted 

concept that covers a set of measures to protect information from various threats that may arise during its processing, 

storage or transmission. Its main goal is to ensure the confidentiality, integrity and availability of information and 

protection against unauthorised access, modification or destruction [2]. Given the intensity of digital transformation 

and the constant development of technology, information security is becoming a critical element for maintaining the 

stability and efficiency of both individual organisations and government agencies. In this context, information 

systems are complex complexes that include hardware, software, databases, network resources, and organisational 

processes that ensure data processing and protection. As information systems continuously interact with various 

internal and external environments, they are exposed to numerous potential threats that may impact their operation 

differently. The security system must be able to respond quickly to all possible scenarios that could lead to disruption 

of its operation or loss of critical information. Such systems are often exposed to various types of threats that can 

cause various damages, which vary according to the scale and nature of the impact on information systems. The main 

areas of information security risks in digital transformations are shown in Figure 1. 

Modern digital transformation processes have significantly impacted all areas of public life, including enforcement 

proceedings. On the one hand, information technologies provide new opportunities for the practical work of the 

enforcement officer related to the processing of large amounts of personal data; on the other hand, new challenges 

arise due to the growth of cyber threats and stricter requirements for the protection of information (personal data). 

Compliance with the requirements of the General Data Protection Regulation (the GDPR; Regulation (EU) 2016/679) 

is a crucial aspect of ensuring information security while enforcing court decisions and other jurisdictional bodies. 

Enforcers are both controllers and processors of personal data, which requires them to have a deep understanding of 
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the GDPR principles and the ability to apply them in practice. The author identifies several challenges related to 

applying the GDPR in enforcement proceedings, such as restrictions on the use of data and ensuring confidentiality 

and integrity of information. In order to effectively manage information security risks in the context of digital 

transformation, it is necessary to develop and implement comprehensive measures, including advanced training of 

enforcement officers, improvement of the regulatory framework and use of modern information security 

technologies. 

 

 

Figure 1. Characteristics of information security risk areas in digital transformations 

Source: compiled by the author 

 

In the face of increasing threats and the growing number of attacks, information security risk management is 

becoming a two-stage process, where the first stage is to identify and assess information security risks, and the second 
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involves ranking risks to develop a response strategy. Selecting the most optimal and effective methods of risk 

management and risk assessment is crucial, as it determines the success of information security measures [11]. Thus, 

the analysis of modern methods of information security risk management, shown in Figure 2, is a crucial prerequisite 

for developing optimal risk management strategies in the context of modern geopolitical challenges and technological 

threats. 

 

 

Figure 2. Information security risk management tools in the context of digitalisation 

Source: compiled by the author 

 

Thus, each of the above tools is an element of the overall system aimed at preserving the integrity, confidentiality, 

and availability of information systems and preventing and managing their current risks. Ensuring the effective use 

of these technologies helps reduce potential threats and increase the resilience of the information infrastructure to 

various cyber-attacks. 

Information security in the digital environment in the context of cyber warfare: the case of Ukraine 

Since 2014, the Russian Federation’s policy towards Ukraine has been accompanied by the active use of cyber attacks 

to lobby for colonial interests as part of a hybrid war aimed at violating Ukraine’s national security through the impact 

on information technology, telecommunications and critical electronic systems (document management systems, 

banking). The main aspects of the problem include manipulation of public opinion, political and economic pressure, 

and consequences for security and stability. In this context, effective counteraction to information warfare is essential 

for Ukraine and other countries facing Russian aggression to preserve security, stability and democratic values [12].  

The first large-scale cyberattack was recorded in 2015, when Russian hackers caused a power outage in western 

Ukraine, one of the most prominent examples of cyber sabotage against critical infrastructure. However, the further 
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evolution of cyberattacks by Russia is characterised by the scale of cyber incidents, in particular the NotPetya virus 

attack in 2017, which had a devastating impact on financial systems, government electronic documentation and 

telecommunications infrastructure, confirmed Russia’s strategic focus on using cyber aggression to destabilise 

Ukraine [19]. Among other means of cyber warfare, the most devastating were the effects of VPNFilter in 2018, which 

targeted Ukrainian network devices, focusing on routers and other IoT devices [20]; HermeticWiper in 2022, which 

aimed to destroy data in Ukrainian public and private institutions; and WhisperGate in 2022, which targeted massive 

data destruction in Ukrainian government agencies, banks and media companies [21]. 

Given the escalation of cyber warfare by Russia, the Ukrainian government has begun to develop a regulatory 

framework for the protection of critical information infrastructure, in particular, the adoption of the laws “On the 

Basic Principles of Ensuring Cybersecurity of Ukraine” and “On Critical Infrastructure” has become the basis for 

building an effective national cyber defence system. In this context, Ukraine’s cybersecurity strategy, approved in 

2021, set priorities for harmonising national legislation with international standards, strengthening coordination 

between government agencies and the private sector, and introducing modern technologies to counter cyber threats.  

Against the backdrop of an increase in the number and scale of cyber threats, the current state cyber defence policy 

focuses on the development of an organisational and technical model that ensures integrated interaction of 

cybersecurity actors, coordination between sectors, the use of cyber analytics and the development of an incident 

response system. The critical aspects of ensuring information security in the context of globalisation and digital 

transformation, as well as against the backdrop of cyber warfare accompanied by Russia’s physical aggression against 

Ukraine, are as follows. 

Protection of critical information infrastructure 

Ukraine’s information infrastructure includes IT networks, data centres, servers, electronic platforms (banking, 

documentation), information technology and telecommunications (electronic communications), and data storage 

systems that ensure reliable storage and processing of information critical to all other critical infrastructure sectors.  

The main threats to Ukraine’s information security include the risk of targeted attacks on electronic trust services, 

electronic banking and document management systems aimed at stealing financial information, blocking 

transactions or making changes to transactions. It is worth noting that such risks are exacerbated by the dependence 

on foreign software vendors and the use of outdated or unlicensed technologies, leading to vulnerability to 

unauthorised interference. In addition, protecting public and private information systems is complicated by the 

imperfection of existing cyber security standards and limited capacity to respond to current information security 

challenges. In this context, the problem of preserving personal data and state secrets and protecting confidential 

information from unlawful access or transfer is a priority for ensuring the sustainability of the national information 

space. 

Ensuring cybersecurity of information systems 

Figure 3 shows the key indicators of the cybersecurity level, which combine strategic management tools, preventive 

measures, and mechanisms for responding to potential and current cybersecurity threats. 
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Figure 3. Key indicators of cybersecurity 

Source: compiled by the author based on NCSI [22] 

 

Given the need to study the mutual influence of the development of digital technologies and the overall strengthening 

of digital transformation on the cybersecurity of Ukrainian information systems in the context of cyber warfare, the 

values of the main cybersecurity indicators shown in Figure 4 were the criteria for further analysis. 

 

 

Figure 4. Rating of Ukraine’s cybersecurity indicators in 2024 

Source: compiled by the author based on NCSI [22] 
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The ranking of Ukraine’s cybersecurity indicators allows us to form a modern cybersecurity profile of Ukraine. This 

profile is generally characterised by rapid progress in the formation of a comprehensive cybersecurity system. 

However, there is still a gap compared to some of the world’s leading countries, which gives room for future growth 

in this area. 

According to the NCSI [22], Ukraine currently ranks 13th (with a score of 80.83) in the global cybersecurity ranking. 

Although the country’s cybersecurity level has shown a significant increase since 2016, from 24th place (with a score 

of 75.32), with the most impressive indicator of the development of electronic online services (in 2024, 5th place in 

the ranking), the level of digitalisation is still inferior to countries such as Estonia or Singapore, which have integrated 

cyber defence systems and a high level of cooperation between public and private entities. In addition to ongoing 

hostilities and cyberwarfare, political instability and legal and regulatory gaps are significant barriers to 

strengthening cybersecurity. The basis for regulatory and legal support of cybersecurity of information systems in 

Ukraine is provided by the Laws of Ukraine “On the Basic Principles of Cybersecurity of Ukraine”, “On National 

Security of Ukraine”, “On Critical Infrastructure”; resolutions of the Cabinet of Ministers of Ukraine “On Approval of 

the Regulation on the Organisational and Technical Model of Cybersecurity”, “On Certain Issues of Critical 

Information Infrastructure Objects”, “On Approval of the General Requirements for Cybersecurity of Critical 

Infrastructure Objects”; and the Decree of the President of Ukraine “On the Regulation on the Working Group of the 

National Security Council of Ukraine”. 

However, despite a clear regulatory framework, the lack of an integrated approach to its implementation reduces the 

effectiveness of protecting state electronic systems, telecommunications networks and critical information 

infrastructure. These challenges are in contrast to the experience of European countries (mainly due to the lack of 

such a sizeable cyber risk), such as the Netherlands, whose national cybersecurity strategies are aimed at clearly 

dividing responsibilities between sectors and thus ensuring transparency in interagency coordination. For example, 

the Dutch National Coordination Centre for Counter-Terrorism and Security (NCTV) coordinates the activities of 

various agencies, including the police, judiciary and security services. This approach generally focuses on artificial 

threats, developing comprehensive strategies for responding to terrorist acts and cybercrime [23]. 

The following criteria for assessing the relationship between the leading indicators of digital infrastructure and 

cybersecurity are the critical indices of Ukraine’s digitalisation in 2020–2023, shown in Figure 5. The indicators of 

the level of digitalisation were selected in accordance with their direct impact on the state’s information security. 

 

 

Figure 5. Trends in the development of crucial digitalisation indices in Ukraine in 2020-2023 

Source: compiled by the author based on United Nations [24] 
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The overall level of e-government quality, as measured by the E-Government Development Index (EGDI), is currently 

0.8841, showing a significant increase compared to 2020 (0.6165), which led to Ukraine’s rise in the world ranking 

to 30th place. In turn, the Telecommunication Infrastructure Index (TII), which covers the availability and quality of 

telecommunications networks, has shown a steady increase in recent years to 0.8428 (30th place in the world 

ranking), suggesting a stable basis for the safe functioning of the digital economy and supporting the development of 

information security. At the same time, the government’s increased efforts to ensure the availability and quality of 

online services, according to the Online Service Index (OSI), led to an increase in the index from 0.5694 in 2020 to 

0.9854 in 2023 (5th place in the global ranking). Thus, the government’s focus on introducing accessible and secure 

digital services strengthens citizens’ trust in digital platforms and reduces the risk of confidential and personal data 

leakage. 

To analyse the impact of digitalisation on Ukraine’s information security in the context of cyber warfare, the 

relationships between the leading indicators of digital infrastructure and cybersecurity, the values of which are given 

in Appendix B, were assessed using the Paired Samples T-Test tool in the JASP software (Appendix A). The 

application of this method is justified by the need to identify critical dependencies between indicators of digital 

infrastructure development and the level of cybersecurity, which is necessary to formulate recommendations for 

strengthening digital resilience in information security. The results of the Paired Samples T-Test for assessing the 

relationships between the leading indicators of digital infrastructure and cybersecurity are presented in the Table 1. 

 

Table 1. Results of Paired Samples T-Test to assess the relationships between key indicators of digital 

infrastructure and cybersecurity 

Paired Samples T-Test Measure 2 

General cyber 

security indicators 

Baseline cyber 

security indicators 

Incident and crisis 

management 

indicators 

G2 G3 G4 B1 B2 B3 I1 I2 I3 

M
e

a
s

u
r

e
 1

 

E-Government 

Development Index 

t 0.614 -0.844 1.873 4.515 -1.791 -1.386 0.573 2.585 2.184 

df 3 3 3 3 3 3 3 3 3 

p 0.583 0.461 0.158 0.020* 0.171 0.260 0.607 0.081 0.117 

Online Service Index t 1.240 -0.352 2.505 5.266 -1.198 -0.842 1.049 4.690 2.706 

df 3 3 3 3 3 3 3 3 3 

p 0.303 0.748 0.087 0.013* 0.317 0.462 0.371 0.018* 0.073 

Telecommunication 

Infrastructure Index 

t 0.314 -1.123 1.281 3.314 -2.606 -2.043 -0.133 3.587 1.758 

df 3 3 3 3 3 3 3 3 3 

p 0.774 0.343 0.290 0.045* 0.080 0.134 0.903 0.037* 0.177 

Source: compiled by the author 

Notes: G2 – Cyber threat analysis and information; G3 – Education and professional development; G4 – Contribution 

to global cyber security; B1 – Protection of digital services; B2 – Protection of essential services; B3 – E-identification 

and trust services; I1 – Cyber incidents response; I2 – Cyber crisis management; I4 – Military cyber operations. 

 

The results of the Paired Samples T-Test revealed a number of the most statistically significant (at p < 0.05) aspects 

of the impact of digital transformation on cybersecurity: 

– The statistically significant relationship between the E-Government Development Index and the Protection of 

Digital Services (t = 4.515 at p = 0.02) indicates an increase in the effectiveness of protecting Ukrainian digital services 
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at the state level by expanding e-government capabilities. In 2024, this was facilitated by the government’s adoption 

of the Priority Areas for Digital Transformation for 2024-2026, including projects aimed at harmonising with the 

European Union’s requirements in electronic identification and electronic trust services. Such initiatives include the 

modernisation of the licensing and transport registers, the creation of a Unified Register of State Property and an 

online lease management platform, and the integration of analytical subsystems for key government agencies [25]; 

– The Online Service Index has a statistically significant relationship with the Protection of digital services (t = 5.266 

at p = 0.013), meaning that improved access to online services has a positive impact on the effectiveness of their 

protection; and Cyber crisis management (t = 4.69 at p = 0.018), meaning that increased access to online services, in 

particular through expanding the functionality of government portals and integrating digital registries, improves the 

Ukrainian government’s ability to prevent the consequences of a prolonged cyber war; 

– The Telecommunication Infrastructure Index has a statistically significant relationship with the Protection of 

digital services (t = 3.314 at p = 0.045), indicating that the impact of increased telecommunication infrastructure 

efficiency on improving the protection of digital services, which highlights the importance of reliable communication 

networks to support cybersecurity; and Cyber crisis management (t = 3.587 at p = 0.037), which highlights the ability 

of telecommunication networks to maintain operational resilience during a cyberwar crisis. 

In addition, during the study, it is necessary to pay attention to trends that indicate the possible statistical significance 

of the obtained indicators (at p < 0.10). Therefore, the following trends were identified: 

– The close to statistical significance of the relationship between the E-Government Development Index and Cyber 

crisis management (t = 2.585 at p = 0.081) indicates the potential impact of improving government digital services 

on cyber threat management; 

– The correlation between Online Service Index and Contribution to global cybersecurity is close to statistical 

significance (t = 2.505 at p = 0.087), indicating that the growth in the quality and availability of online services may 

have a positive impact on the overall level of a country’s cybersecurity; 

– The potential relationship between the Telecommunication Infrastructure Index and the Protection of Essential 

Services (t = -2.606 at p = 0.08) indicates a tendency to ensure high protection of critical systems by improving 

telecommunications infrastructure. 

Thus, positive developments in the critical areas of digitalisation contribute to strengthening cybersecurity, 

particularly in protecting digital and online services at the state level, ensuring the reliability of telecommunications 

networks, and preventing the leakage of confidential information. 

DISCUSSION 

Khaustova et al. [2] proved that in order to form a qualitatively new concept of critical infrastructure development 

from the standpoint of information security and its practical implementation, it is advisable to develop an 

organisational and economic mechanism, the essence of which is a set of principles, tools, functions, methods and 

means aimed at reducing the level of cyber risks, the cost of managing information flows and the introduction of 

digital technologies and software. Instead, our work focuses on cybersecurity issues, given the relevance of its 

provision in digital transformation and the intensification of cybercrime and cyberterrorism. In addition, our analysis 

revealed a statistically significant relationship between the development of e-government and the protection of digital 

services (t = 4.515, p = 0.02); therefore, the expansion of e-government helps to reduce the risks of digital service 

vulnerabilities, which is consistent with the theoretical assumptions of Shopina [1] about the need to expand 

information security measures due to the growing number of information threats.  

The analysis of Bondarenko et al. [4] shows that the most significant mutual influence is demonstrated by the group 

of indicators of the institutional capacity of the state and the group of indicators of the digital capacity of the national 

economy and cybersecurity; this to some extent correlates with the findings of our work, which indicate the overall 

stability of the relationships between cybersecurity and digitalisation indicators. In turn, Horlichenko [11] notes that 

the effectiveness of information security management depends on the ability to assess risks and adapt to uncertainty. 

However, our study shows that the existing mechanisms leave room for improvement, particularly in critical 

information infrastructure protection. 
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CONCLUSION 

An increase in information security risks also characterises the rapid development of digitalisation and, therefore, 

requires improvement of approaches to their management in the field of information systems protection, as well as 

protection and defence of human rights. The theoretical aspects of the study indicate the complexity and 

multidimensionality of the concept of information security, which includes not only technical but also organisational, 

legal and strategic components aimed at protecting the confidentiality, integrity and availability of information. In 

this context, Ukraine is a vivid example of a country that has faced large-scale information security challenges in the 

context of cyber warfare. The digital environment is becoming an arena for hybrid threats, including cyberattacks on 

critical infrastructure, spreading disinformation and manipulating public opinion through social media. Ukraine's 

experience demonstrates the importance of a comprehensive approach to information security based on resilience, 

innovation, and international cooperation as crucial elements for countering cyber threats in modern hybrid warfare. 
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Appendix A 

 

Groups of indicators Name of the indicator 
Period 

2020 2021 2022 2023 

Digitalisation 

indicators 

E-Government Development Index 0,6165 0,7119 0,6023 0,8841 

Online Service Index 0,5694 0,6824 0,8148 0,9854 

Telecommunication Infrastructure 

Index 
0,4364 0,5942 0,727 0,8428 

C
y

b
e

r
s

e
c

u
r

it
y

 i
n

d
ic

a
to

r
s

 

GENERAL 

CYBER 

SECURITY 

INDICATORS 

Cyber security policy development (G1) 1 1 1 1 

Cyber threat analysis and information 

(G2) 
0,67 0,8 0,8 0,2 

Education and professional 

development (G3) 
0,6 0,89 0,89 0,89 

Contribution to global cyber security 

(G4) 
1 0,33 0,33 0,33 

BASELINE 

CYBER 

SECURITY 

INDICATORS 

Protection of digital services (B1) 0,75 0,2 0,2 0,2 

Protection of essential services (B2) 0,83 1 0,83 0,83 

E-identification and trust services (B3) 0,75 1 0,89 0,78 

Protection of personal data (B4) 1 1 1 1 

INCIDENT AND 

CRISIS 

MANAGEMENT 

INDICATORS 

Cyber incidents response (I1) 0,64 0,67 0,67 0,67 

Cyber crisis management (I2) 0,56 0,6 0 0 

Fight against cybercrime (I3) 1 1 1 1 

Military cyber operations (I4) 1 0,17 0,17 0,17 
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Appendix B 

 

Paired Samples T-Test    
Paired Samples T-Test 

Measure 1  Measure 2 t df p 

E-Government Development 
Index 

- 
Cyber threat analysis and 
information 

0.614 3 0.583 

E-Government Development 
Index 

- 
Education and professional 
development 

-0.844 3 0.461 

E-Government Development 
Index 

- 
Contribution to global cyber 
security 

1.873 3 0.158 

E-Government Development 
Index 

- Protection of digital services 4.515 3 0.020 

E-Government Development 
Index 

- Protection of essential services -1.791 3 0.171 

E-Government Development 
Index 

- E-identification and trust services -1.386 3 0.260 

E-Government Development 
Index 

- Cyber incidents response 0.573 3 0.607 

E-Government Development 
Index 

- Cyber crisis management 2.585 3 0.081 

E-Government Development 
Index 

- Military cyber operations 2.184 3 0.117 

Online Service Index - 
Cyber threat analysis and 
information 

1.240 3 0.303 

Online Service Index - 
Education and professional 
development 

-0.352 3 0.748 

Online Service Index - 
Contribution to global cyber 
security 

2.505 3 0.087 

Online Service Index - Protection of digital services 5.266 3 0.013 

Online Service Index - Protection of essential services -1.198 3 0.317 

Online Service Index - E-identification and trust services -0.842 3 0.462 

Online Service Index - Cyber incidents response 1.049 3 0.371 

Online Service Index - Cyber crisis management 4.690 3 0.018 

Online Service Index - Military cyber operations 2.706 3 0.073 

Telecommunication 
Infrastructure Index 

- 
Cyber threat analysis and 
information 

0.314 3 0.774 

Telecommunication 
Infrastructure Index 

- 
Education and professional 
development 

-1.123 3 0.343 

Telecommunication 
Infrastructure Index 

- 
Contribution to global cyber 
security 

1.281 3 0.290 

Telecommunication 
Infrastructure Index 

- Protection of digital services 3.314 3 0.045 

Telecommunication 
Infrastructure Index 

- Protection of essential services -2.606 3 0.080 

Telecommunication 
Infrastructure Index 

- E-identification and trust services -2.043 3 0.134 

Telecommunication 
Infrastructure Index 

- Cyber incidents response -0.133 3 0.903 

Telecommunication 
Infrastructure Index 

- Cyber crisis management 3.587 3 0.037 

Telecommunication 
Infrastructure Index 

- Military cyber operations 1.758 3 0.177 

 


