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Introduction: Given the steady growth of the importance of information and communication 

technologies in developing socio-economic and managerial activities, the issue of cybersecurity 

is becoming particularly relevant. The problem is exacerbated by the military aggression of the 

Russian Federation in Ukraine, where cybersecurity is positioned as an integral part of national 

security. 

Objectives: The purpose of the article is to analyse modern methods of information protection 

in the public sector. 

Methods: The research methodology is based on several modern scientific methods, including 

the following: a systemic method, a method of retrospective analysis, comparative analysis. 

Results: The author examines the NCSI (National Cyber Security Index) cybersecurity rating 

and the correspondence of the level of digital development of several countries, particularly 

Ukraine. Current risks and challenges in the cybersecurity sector are identified. The most 

effective approaches to the information security strategy, mainly using artificial intelligence and 

innovative technologies, cooperation with international institutions and monitoring, are studied. 

The specifics of creating modern integrated information protection systems (IPS), which use 

artificial intelligence and innovative technologies today, are investigated. It is substantiated that 

cybersecurity in the public sector should be based on the principle of effective implementation 

of the functionality of the relevant public authorities. 

Conclusions: Thus, it is established that in the cyber defence system, the priority role of 

protecting information resources and the state’s digital infrastructure is assigned to public 

authorities. It is substantiated that against the background of active digitalisation of all spheres 

of public life, active interaction between government agencies, the business sector, research 

institutions and the public in the context of effective prevention of cyber threats and mitigation 

of their consequences is becoming a priority. 

Keywords: public sector, cyber threats, digitalisation, society, cybersecurity, information. 

 

INTRODUCTION 

In today’s digitalised reality, cybersecurity is positioned as an essential condition for the successful functioning of the 

public sector. The diversity of threats and challenges related to the active digitalisation of society requires reliable 

means of protecting information and personal data, which is seen as the basis for socio-economic and political 

stability. 
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Developed countries are actively funding projects to expand the capabilities of digital technologies in the context of 

increasing the productivity and efficiency of economic development and improving public administration. At the 

same time, the integrity and confidentiality of the information infrastructure are at risk from dynamic cyber threats. 

Implementing innovative technologies requires alignment of the economic vector of state policy with national 

security priorities.  

With the rapid scaling of cloud services and the increasing number of connected digital devices, traditional methods 

of information protection are becoming unable to ensure resilience amid the growing number and strength of cyber 

threats. Today, the challenge is to find an optimal balance between the effectiveness and complexity of security 

systems and to develop adaptive methods of mitigating threats in the public sector, which are characterised by 

constant dynamics. This task requires integrating innovative security systems with a high level of digital information 

security. 

LITERATURE REVIEW 

Issues related to improving cybersecurity in the public sector are gaining considerable popularity in the works of 

modern scholars. The analysis of the implementation of contemporary cybersecurity strategies in government bodies 

is being addressed by scholars Skybun [1], Sopilko [2], Revak and Gren [3]. 

In particular, the peculiarities of modernising systems integrated into the Digital State project are presented in the 

study by Skybun [1]. Researcher Sopilko [2] examines the regulatory and legal support for the information security 

system and highlights the need to harmonise the sectoral legislative framework in Ukraine in line with the 

requirements and norms of international standards. Scholars Revak and Gren [3] study modern methods of practical 

combating cybercrime in the context of the state and corporate levels. 

Bondarenko et al. [4], Sytnyk et al. [5] study the specifics of improving the national concept of strategic planning for 

the development of the national security sector in the context of society’s informatisation. At the same time, Dovgyi 

et al. [6] analyse the impact of the “legitimacy crisis” on the information security of the state’s system of public 

authorities. 

The issues of public-private partnership in cybersecurity are paid attention to by Krukhlov et al. [7]. The researchers 

focus on the need for mutual coordination of strategic documents, monitoring the implementation of infrastructure 

projects in the digital sector, and strengthening institutional capacity. 

The problems of the public sector information protection methodology are addressed in the scientific works and 

publications of foreign scientists Rass et al. [8] and Albahar [9]. Scientists emphasise the importance of ensuring 

cyber defence in the context of critical public infrastructure. 

Despite the significant developments of scientists in the field of the studied problem, the issue of cybersecurity 

guarantees for the public sector in the context of active digitalisation of society requires expanded scientific research. 

The article aims to analyse modern methods of information protection in the public sector. 

METHODS 

The research methodology is based on several modern scientific methods, including the following: 

− a systemic method that allows the study of the phenomenon of cybersecurity as a systemic formation, and 

the methodology of information protection as its integral subsystem, which functions based on approved 

theoretical views and effective practices; 

− a method of retrospective analysis based on the concepts of the theory and practice of information systems 

protection in the process of formation and modern development; 

comparative analysis allows the study of the specifics of cyber defence strategies in Ukraine and other countries, 

considering practical experience and existing challenges. 

RESULTS 

Information and communication technologies require a reliable and resilient digital infrastructure, which has become 

the new normal for the public sector. The country’s cybersecurity is generally considered the responsibility of the 

state and national governments. The development of cyber resilience in today’s environment requires active, practical 
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cooperation both in the interstate format and within the framework of regional interaction between the state, 

corporate sector, academia and the public.  

The active digitalisation of social processes is actualising the role of cyberspace, which requires adequate provision 

of coordinated actions in the context of implementing the functionality of the cybersecurity system [10]. Developed 

countries in the international community use modern, innovative tools for data protection and digital infrastructure. 

Therefore, the potential for avoiding cyber threats is actively studied in the scientific and practical space [11].  

In particular, the National Cybersecurity Index (NCSI) demonstrates the ability of states to implement a strategy for 

practical cyber incident management and effectively counter cyber threats. The dynamics of this index allow us to 

track a country’s progress in digital development. The corresponding ranking (Figure 1) in 2023 shows the top ten 

leaders, and Ukraine is ranked fourth among them, which indicates the rapid development of the country’s digital 

sector. 

 

 

Figure 1. National Cyber Security Index for 2023 

Source: NCSI [12] 

 

Since the beginning of the full-scale war, Russia has been conducting between 102 and 293 cyberattacks per month, 

according to the State Special Communications Service at the request of Forbes (2024). The dynamics are shown in 

Figure 2. 
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Figure 2. Dynamics of Cyberattacks, number/month, 2021-2023 

Source: State Service for Special Communications and Information Protection of Ukraine [13] 

 

The consequences of such attacks exceed all predicted losses. The websites of government agencies that handle large 

amounts of data suffer the most. The financial sector, as well as the media, IT companies and the energy sector, are 

also subject to significant attacks.  

Kyivstar, for example, suffered billions of hryvnias in losses due to a large-scale cyberattack. Forty per cent of the 

company’s infrastructure, including servers and data, was destroyed, causing a network outage. 

Qualified experts from partner countries significantly assist Ukraine in cyber defence. Some companies freely share 

their experience or provide industry-specific training and competence development courses. 

An extended analysis of the directions of cyberattacks in Ukraine since the beginning of the full-scale invasion (Figure 

3) shows that government agencies are exposed to the highest risks in the context of information leakage and 

cybercrime. In this regard, a high level of electronic identification and the implementation of innovative methods of 

information data protection are becoming an urgent requirement of the present [4]. The state’s efforts in military 

cyber operations also require further improvement. 
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Figure 3. Industries affected by Cyberattacks in Ukraine since the beginning of the Full-scale Invasion 

Source: Microsoft digital defence report [14] 
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− monitoring of cyberattack tools through systematic analysis of innovative methods and technologies, and 

identification of threats;  

− outsourcing of functions by integrating the efforts of cyber defence specialists to perform security audits, 

implement technologies, and develop defence strategies;  

− state projects and strategic programmes to intensify cyber resilience and implementation of international 

security standards;  

− expanding the boundaries and directions of international cooperation through active exchange of experience, 

information, and joint training projects; 

− technical support involves introducing innovative security technologies, cyber incident identification 

systems, encryption and multi-factor authentication [7, 8, 9].  

Creating modern integrated information security systems (IIS) today involves using artificial intelligence and 

innovative technologies, active interaction with international institutions, outsourcing and monitoring [1, 2, 3]. 

Organisational measures include:  

− formulating and approving rules for the administration, accounting, accumulation, use and destruction of 

data storage media;  

− developing an effective plan for responding to unauthorised access to information;  

− ensuring the competence of public sector participants in users’ information security rules. 

A systematic approach to the methodology of information protection in the public sector involves operational threat 

assessment; research of the specifics of the object; multifactorial analysis of strategies for building a cyber defence 

system; study of the system itself, its operating principles, properties and the existing potential to increase its 

resistance to cyber threats; assessment of economic feasibility; correlation of the entire set of exogenous and 

endogenous factors; possibility of additional adaptive changes [8, 9].  

The basic principles of the IPSC organisation are complexity, systematicity, flexibility of management and 

application, continuity of protection, openness of algorithms and protection mechanisms, reasonable sufficiency, and 

simplicity of application of protective measures and means. 

The main tasks that a comprehensive information security system in the public sector should address are outlined 

below:  

− effective management of access to information resources and confidential data, guarantees of protection 

against interference and unauthorised access by third parties, including limiting the powers of specific users 

in this regard; 

− protection of information data transmitted via communication channels in order to maximise the integrity 

and confidentiality of information;  

− monitoring of the system users’ activities by the administration, with prompt notification of the security 

administrator of unauthorised access attempts;  

− collecting, accumulating, storing, processing and using information about all events related to system 

security for operational control and analysis of potential threats;  

− ensuring the integrity of critical system resources; 

− creating a closed environment for trusted software to protect against malware, viruses and security system 

damage effectively; 

− management of the means of the integrated protection system, including their configuration, monitoring and 

analysis of effectiveness [1, 2, 3]. 

In general, cybersecurity in the public sector should rely on implementing the functions of state bodies, forming 

strategies and sectoral policies, practical legal support, and international cooperation. 
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The methodology of information protection in the public sector requires the formation of a stable data security 

posture, which involves the development of a risk management plan. This programme should include information 

about the threat level of risks. Information protection methods include network security tools, which involve the use 

of modern firewalls; antivirus software and protection against malicious software; and access control systems: 

− intrusion detection systems (IDS) and intrusion prevention systems: to prevent the penetration of malicious 

information data, hardware and software firewalls create a barrier between internal networks and external 

traffic, while security rules are formed to effectively filter incoming data; 

− antivirus and anti-malware tools that provide vector-based protection by scanning data and extracting 

identified threats; 

− implementing intrusion detection and prevention systems by monitoring network traffic allows for real-time 

alerts and active blocking of existing threats. 

The human factor in cybersecurity focuses on the risks of human error. The current level of digital development in 

all areas of life requires timely and complete employee awareness, personal security tools, and digital security 

training. Among the security measures in this context, access control and research into the specifics of employees’ 

behavioural responses are necessary to identify potential insiders. 

The methodology for protecting information in the public sector in the context of executives is based on the awareness 

of the manager’s priority of the profitability factor. In a challenging financial environment, managers ignore 

investments in critical cybersecurity needs in favour of cost savings, which is a negative trend. In general, top 

managers should be integrated into the cybersecurity system. Their involvement will optimise change management 

processes while driving the success of cybersecurity investments. 

A modern cybersecurity strategy includes several essential components: 

− risk assessment to identify weaknesses and potential threats; 

− security policy, which provides for the implementation of a system of rules and standards for adequate 

information protection;  

− staff training, including the acquisition of competencies in proactive prevention and rapid response to 

security incidents; 

− physical protection system: access control systems to critical resources and their protection; 

− technical protection, which involves the use of security tools to prevent intrusions; 

− incident management provides rapid response and analysis of threatening events; 

− audit and monitoring; 

− backup; 

− access control. 

We are positioning ourselves in the cybersecurity product classes: 

− infrastructure security, which ensures the security of physical and virtual resources by combining control 

and monitoring systems, access control solutions, and external threat identification tools; 

− network security guarantees the security of network traffic and resources (firewalls, virtual private networks, 

intrusion detection and prevention systems); 

− application security;  

− data security: encryption, key management, data masking, data leakage prevention systems; 

− user security: raising user awareness and authentication; 

− workstation and endpoint security ensures individual devices’ security: anti-malware solutions, antiviruses, 

and mobile device management systems; 
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− modern information security technologies are constantly evolving. 

Among the innovative areas:  

− machine learning and artificial intelligence, which can identify threats or anomalies that are invisible to 

human experts at a high speed;  

− a blockchain used for integrity and inviolability of information data; 

− behavioural Biometrics security; 

− automated and integrated security testing; 

− cloud security; 

− Zero Trust Architecture, which sets strict requirements for all resource requests to pass verification. 

These technologies provide multi-level protection to minimise the risk of cyber attacks. They continue to evolve 

rapidly in line with the constant dynamics of cyber threats. 

DISCUSSION 

Many contemporary authors explore the possibilities of mitigating cyber threats related to the functioning and 

development of the public administration sector. In particular, Miroshnychenko and Chernova [25] position the 

interconnection of politics and administration in the context of regulatory and empirical approaches to forming a 

cyber defence strategy in modern conditions as important. The authors identify the similarities between the 

methodology of information protection in the public sector and private business structures and pay attention to the 

latest approaches, such as blockchain technologies and machine learning in cybersecurity.  

Researcher Arutiunian [26] proposes an integrated approach using blockchain and artificial intelligence to ensure 

transparency, efficiency, and accessibility of public services while ensuring information security. The researcher pays 

special attention to the need to develop digital skills among civil servants and the priority of optimising the 

institutional framework that will facilitate the integration of IT into public administration. 

As Dombrovska et al. [27] continue, such an approach contributes to the formation of innovative intentions for 

designing Ukraine’s cybersecurity policy. One of the priorities is developing and adopting the Concept of Information 

Security of Ukraine. The latter should include practical experience in European security strategy development. 

At the same time, Marchenko [28] examines the activities of international cyber defence institutions. The author pays 

special attention to the search for effective antivirus software solutions for digital cyberspace security systems. 

According to the scientists, implementing international standards for cybersecurity management systems in 

developing countries should be accompanied by effectively monitoring the dynamics throughout all cybersecurity 

strategy implementation processes: modelling, analysis, planning, development, construction and operation. 

Several modern scholars as Rosenbloom et al. [29] emphasise the need to raise public awareness of cybercrime, 

including among public sector employees. This will help to maximise the representation of public interests, guarantee 

openness and transparency in implementing democratic social principles, and maintain high standards of 

information security and confidentiality. 

In continuation, Li and Liu [30] examine the specifics of the disappearance of the geographical dimension of cyber 

threats and the vulnerabilities created by cyber threats. The researchers argue for practical bilateral cooperation 

between the public sector and private entities, as well as the public, in the context of common interests in combating 

cyber threats. 

Kilincer et al. [31] examine innovative IDS systems developed to detect attack traffic. According to the authors, 

artificial intelligence technologies can be used to achieve preventive cyber defence strategies. 

Instead, Zuiderwijk et al. [32], studying the potential of artificial intelligence in cybersecurity, emphasise developing 

the foundations of digital law to ensure the integrity of legislative regulation of information security. The researchers 

analyse exploratory, conceptual, qualitative and practice-oriented studies, focusing on the consequences of using 

artificial intelligence for public administration in the context of cybersecurity, including negative ones. 
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Several modern foreign researchers pay special attention to innovative ways to protect against cyber threats. In 

particular, Husák et al. [33], Zhang and Thing [34] study the possibilities of predictive analysis to provide proactive 

next-generation cyber defence in the context of intrusion detection and propose new means of preventive attack 

identification.  

Contemporary researchers Yurekten and Demirci [35], Broeders [36] develop a taxonomy for SDN-based solutions 

for common types of attacks, emphasising the need to form a legitimate market for effective cyber defence tied to the 

state through certification and regulation. In continuation, Zheng et al. [37] analyse the open challenges, related risks, 

and potential opportunities for dynamic defence in cybersecurity. 

Lau et al. [38] propose several methods for modelling threats in cybersecurity. The authors argue that the ability to 

resist intrusions can be much higher if more protection resources are invested in critical infrastructure. Instead, 

Potteiger et al. [39] have developed an approach that protects against attackers acquiring the intelligence necessary 

to carry out attacks. 

Researchers Huang and Zhu [40] and Gupta et al. [41] analyse the impact of generative artificial intelligence on 

cybersecurity and privacy and its social, legal, and ethical implications. The researchers highlight promising areas for 

improving artificial intelligence tools in the context of security, reliability and ethics. In addition, Arauz et al. [42], 

Bondarenko et al. [43] improve the predictive management model, trying to raise awareness of this problem by 

analysing the vulnerabilities of DMPC methods and developing appropriate protection mechanisms. 

Despite significant scientific developments, rethinking the methodology of information protection in the public sector 

against the backdrop of rapid digitalisation requires extensive scientific research. 

CONCLUSION 

Considering the rapid digitalisation of all spheres of public life, ensuring cybersecurity in the public sector is 

positioned as one of the priority issues determining the reliability of critical infrastructure and the security of 

government agencies.  

The growing number of cyber threats, both in the national space and in the context of the world community, requires 

an understanding of the essence of cyber risks and effective cyber defence management to ensure the security of the 

States. The author substantiates a strategy based on a systematic approach and active interaction of government 

agencies, businesses, and the public to improve cybersecurity measures continuously.  

It is established that the main methods of information protection in the public sector today are technical and digital 

innovations, in particular, artificial intelligence tools and blockchain technologies, analysis and monitoring of 

cyberattack technologies, cooperation with international institutions, as well as adequate regulatory and legal 

support complementary to the requirements of the present, and raising public and civil servants’ awareness of digital 

security. It is proved that cybersecurity in the public sector should be based on the principle of effective 

implementation of the functionality of the relevant public authorities, as well as on developing and implementing an 

effective strategy for developing the cybersecurity system and integrating modern tools for its implementation. 
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