Journal of Information Systems Engineering and Management
2025, 10(15S)

e-ISSN: 2468-4376

https://www.jisem-journal.com/ Research Article

Analytical Study of Authentication and Lightweight
Security Techniques in 5G-Enabled IoT Networks

Vyshali Rao K P* Shanthi M B2 Manoj Challa3
1 Research Scholar, VTU-RC CMR Institute of Technology. Bengaluru, India.
Assistant Professor, JSS Science and Technological, University, Mysore, India, raovyshali@gmail.com
2 Professor, Department of AI&DS, CMR Institute of Technology Bengaluru, India shanthi.mb@cmrit.ac.in
3 Professor, Department of CSE, Gopalan College of Engineering and Management, Bengaluru, India. manojreddi@gmail.com

ARTICLE INFO ABSTRACT

Received: 04 Dec 2024 This study presents a comparative analysis of authentication mechanisms and lightweight
security solutions within 5G-enabled IoT networks. With the advent of 5G technology, the
proliferation of IoT devices necessitates robust yet efficient security protocols to safeguard
Accepted: 05 Feb 2025 sensitive data transmissions. We analyzed various authentication methods, including
certificate-based, identity-based, and biometric-based authentication, to evaluate their
effectiveness in providing secure and scalable solutions. Additionally, lightweight security
protocols such as Advanced Encryption Standard (AES), Elliptic Curve Cryptography (ECC),
and SHA-3 were assessed for suitability in resource-constrained IoT environments. We also
examined post-quantum cryptographic approaches, including lattice-based cryptography
and code-based cryptography, to address future quantum threats. The findings reveal that
while traditional authentication methods ensure robust security, lightweight security
solutions and post-quantum cryptographic approaches are essential for practical
deployment in IoT devices with limited computational capabilities. This research highlights
the importance of a tailored security approach in 5G IoT networks, balancing the diverse
requirements of IoT devices with the critical need for efficient and secure data transmission.
Ultimately, the study underscores the significance of selecting appropriate security
mechanisms to achieve a harmonious blend of security and efficiency in 5G IoT
deployments.
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INTRODUCTION

The emergence of fifth-generation (5G) wireless technology represents a significant advancement in the Internet of
Things (IoT), bringing unparalleled improvements in speed, capacity, and connectivity. This technological
breakthrough is anticipated to drive substantial growth in IoT implementations, fostering innovations across sectors
such as healthcare, transportation, smart cities, and agriculture. [1] However, the increased connectivity of these
devices brings significant security challenges, necessitating the creation and deployment of advanced authentication
and security frameworks to ensure the integrity, confidentiality, and availability of IoT networks and data. 5G
networks offer several key enhancements over previous generations, including substantially higher data rates,
dramatically reduced latency, and the capability to connect a large number of devices simultaneously [2]. These
features make 5G the ideal infrastructure for IoT, enabling real-time communication and the implementation of
advanced applications that were previously unattainable [3]. However, these same features also expand the attack
surface, making the network more vulnerable to sophisticated cyber threats. In the context of IoT, robust security
mechanisms are essential due to the sensitive nature of the data produced and transmitted by these devices [4].
Unauthorized access, data breaches, and manipulation of IoT data can lead to serious consequences, such as privacy
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violations, operational disruptions, and threats to human safety. Therefore, developing comprehensive
authentication and security schemes is critical to protecting the IoT ecosystem. Authentication in 5G-enabled IoT
environments involves verifying the identities of devices and users to ensure that only authorized entities can access
network resources [5]. This process is complicated by the heterogeneous nature of 10T devices, which vary widely in
processing power, energy resources, and communication capabilities. Techniques like ECOA algorithm [6] optimizes
energy consumption in 5G networks efficiently. Densified cell deployment in 5G increases network capacity and
coverage [7]. Consequently, authentication mechanisms must be both lightweight and robust, adaptable to different
device capabilities, and scalable to accommodate the vast number of devices expected in 5G networks. [8] Beyond
authentication, extensive security measures must be implemented to protect IoT data and infrastructure. These
measures include employing advanced encryption techniques [9] to safeguard data in transit and at rest, deploying
intrusion detection systems to identify and mitigate potential threats, and utilizing secure boot mechanisms to ensure
the integrity of device firmware [10]. Additionally, network slicing, a crucial feature of 5G, allows for the creation of
isolated virtual networks tailored to specific IoT applications, providing an extra layer of security by segregating
critical services from less sensitive ones [11].

AUTHENTICATION IN 5G NETWORKS

Primary authentication within 5G networks is facilitated by either the 5G-AKA or the EAP-AKA’ (Extensible
Authentication Protocol Method [12] [13] for 3rd Generation Authentication and Key Agreement). These protocols
underpin the mutual verification processes between the UE and the network, ensuring robust authentication. The 5G
Authentication and Key Agreement (AKA) protocol [14] [15] represents an evolution from its 4G LTE predecessor,
designed to enhance security features and mitigate emerging threats. This protocol is pivotal for achieving mutual
authentication between the user equipment (UE) and the network infrastructure. Subscription Identifier (SUPI) and
Home Network Public Key (HNPK) [16] are the key authentication components in 5G cellular networks. The
Subscription Permanent Identifier (SUPI) functions as a persistent identifier for the user, akin to the IMSI in 4G
networks. To preserve user privacy, the SUPI is frequently obfuscated through the use of a Subscription Concealed
Identifier (SUCI) during transmission. The Home Network Public Key (HNPK) is employed in the process of SUPI
concealment, thereby safeguarding user privacy during communication.

There are different authentication protocol in 5G cellular telephony which are described in brief as:

« The 5G-AKA procedure is a critical authentication mechanism within 5G networks, ensuring secure and mutual
authentication between the user equipment (UE) and the network. It begins with the UE sending an initial
registration request to the Serving Network (SN), which then forwards the request to the Home Network (HN). The
HN generates an authentication vector (AV) with the following mathematical model and sends it back to the SN.

AK=f (K, RAND)
SQNuy = SQNAK
MAC=f (K, SQNnuy, RAND)
AUTN =SQNny I| MAC

Where, AK: Anonymity Key, K: Shared Secret Key, RAND: Random Number, SQN: Sequence Number, f:
Cryptographic functions, AUTN: Authentication Token. The SN challenges the UE using the AV by computing with
following model, and the UE responds accordingly.

AK=f5 (K, RAND)
SQNye = SQNPAK
MACUE =f1 (K, SQNUE, RAND)
Verify if MACyg = MAC

Successful verification of the UE’s response by the SN completes the mutual authentication process, establishing a
secure communication channel.

« The 5G EAP-AKA’ (Extensible Authentication Proto col Method for 3rd Generation Authentication and Key
Agreement) [17] procedure is a vital authentication protocol used primarily for non-3GPP access, such as Wi Fi
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networks. This method extends the traditional EAP framework to provide mutual authentication between the user
equipment (UE) and the network. The process [18] begins with an EAP request from the network, followed by a
response from the UE containing its identity. The Home Network (HN) then generates authentication vectors and
sends an EAP challenge to the UE. The UE responds, and if the response is verified successfully, mutual
authentication is achieved, ensuring a secure communication channel. This mechanism is similar to AKA model but
authentication happen with in EAP framework providing more flexibility [19] and integration with various network
environments, adding additional steps for identity management and communication. « EAP-TLS (Extensible
Authentication Protocol-Transport Layer Security) [20] is a sophisticated authentication protocol that employs
Public Key Infrastructure (PKI) to ensure a high level of security and integrity in network communications. This
protocol necessitates mutual authentication through the exchange of digital certificates between the client (user
equipment, UE) and the server (network). In the EAP-TLS authentication process [21] [22], the UE initially presents
its digital certificate to the network, which verifies the certificate’s validity using the issuer’s public key. Concurrently,
the network provides its own digital certificate to the UE, which the UE verifies in a similar manner. This bidirectional
certificate verification process establishes mutual trust between the communicating entities. Upon successful
validation of certificates, a secure, encrypted communication channel is established, leveraging TLS to protect the
integrity and confidentiality of the data exchanged. EAP-TLS is particularly advantageous in environments where
security is paramount, such as enterprise networks, financial institutions, and other critical infrastructures. Its
reliance on asymmetric cryptography and the robustness of PKI makes it a preferred choice for scenarios demanding
stringent security measures and resilience against potential threats.

A. Comparison and sustainability

5G-AKA: Best for scenarios requiring standardized, network-level security in 3GPP networks. Suitable for high-
security, large-scale IoT deployments in smart cities and critical infrastructure.

EAP-AKA’: Ideal for IoT devices needing flexible network access, including non-3GPP networks. Suitable for consumer
IoT devices in smart homes and wearable’s requiring seamless roaming and secure connectivity.

EAP-TLS: Most suitable for applications demanding the highest security levels, utilizing certificates and PKI. Ideal for
financial, medical, and critical infrastructure applications where data integrity and confidentiality are critical.

While 5G-AKA, EAP-AKA, and EAP-TLS offer robust authentication mechanisms, they also come with certain
limitations and challenges [23] [24] when applied to IoT environments:

IoT devices often have limited processing power, memory, and battery life. Implementing complex authentication
protocols like 5G-AKA and EAP-TLS may strain these resources, leading to performance degradation and reduced
device lifespan. [25] [26]. The additional computational and communication overhead required for authentication
can increase latency and energy consumption, particularly in low-power IoT devices. « In scenarios involving massive
deployments of IoT devices, such as smart cities or industrial IoT, traditional authentication protocols may struggle
to scale efficiently. This lead to scalability issue. [27] [28]. The overhead of establishing and managing authentication
sessions for a large number of devices can overwhelm the network infrastructure.

The IoT ecosystem comprises a wide array of devices from different manufacturers, each with its own authentication
capabilities and requirements [29]. Ensuring interoperability between devices using different authentication
protocols like 5G-AKA, EAP-AKA, and EAP-TLS can be complex and may require additional standardization efforts.

o Traditional authentication protocols like 5G-AKA and EAP-TLS rely heavily on centralized entities, such as
authentication servers and certificate authorities. A compromise of these centralized components could lead to
widespread security breaches across the IoT network [30]. These protocols are highly vulnerable, so IoT devices may
become targets for sophisticated attacks aimed at exploiting weaknesses in these protocols. Table 1 shows detailed
view of these comparisons.

Table 1: A Comparative Analysis of 5G and IoT Authentication Mechanisms

Feature 5G Authentication Protocols IoT Authentication Protocols

Mutual Authentication V' (Between UE and Network) V' (Device-to-Network and Device-to-
Device)

Standardization V(3GPP Standardized) (Varies Depending on Protocol)
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Flexibility

X (Standardized Protocol)

v (Diverse Range of Protocols)

Resource Consumption

Moderate to High

Low to Moderate

Scalability

Moderate to High

High (Depending on Protocol)

Interoperability

Moderate to High (Within 3GPP
Networks)

Moderate (Varies Depending on Protocol)

Security Guarantees

Strong

Varies (Depends on Protocol)

Complexity

Moderate to High

Low to High (Depending on Protocol)

Suitable for Cellular IoT

v (Well-Suited)

v (Depends on Protocol)

Suitable for Non-Cellular
IoT

X (Limited)

v (EAP-AKA’, Lightweight Protocols)

Certificate-Based
Authentication

X (Except EAP-TLS)

v (EAP-TLS, PKI Based Protocols)

Lightweight
Authentication Protocols

X (Except Lightweight EAP Methods)

v (DTLS, ECC, Lightweight Methods)

Group-Based
Authentication

X

v (GDOI, LwM2M, Group Authentication)

Public Key Infrastructure
(PKI)

X (Limited to EAP-TLS)

v (EAP-TLS, PKCIoT, PKI Based Methods)
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Fig. 1. Overall view of 5G enabled IoT Architecture
AUTHENTICATION IN IOT NETWORK

The Fig 1 describes various components involved in 5G enabled IOT Architecture.

e IoT Devices Block: This block contains all the IoT devices such as sensors, actuators, wearables, and cameras.

e 5G Core Network Block: This block represents the core functionalities of the 5G network including Network
Slicing, MEC, NFV, and SDN.

e  Edge Computing Block: This block represents the edge computing resources positioned close to IoT data sources.
» Cloud Services Block: This block contains cloud-based services for data storage, processing, analytics, and
AI/ML.

o IoT Platforms Block: This block represents the platforms that manage IoT devices and data.

e  Applications Block: This block includes various applications that use IoT data, such as Smart Home, Industrial
IoT, Healthcare, Smart Cities, and Autonomous Vehicles. In the current landscape of IoT, where devices
frequently contend with limitations in resources and diverse communication methods, the choice of
authentication protocols holds significant weight [31]. Presented below are various authentication protocols
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commonly found in IoT environments, each meticulously designed to meet the unique needs of constrained
devices:

DTLS (Datagram Transport Layer Security): DTLS, a derivative of the TLS protocol, is meticulously crafted to
surmount the challenges posed by unreliable datagram based communications, notably over UDP [46]. Serving
as a bastion of secure communication and authentication, DTLS exemplifies an indispensable facet of IoT
frameworks, particularly where minimized overhead and unwavering reliability are pivotal.

MQTT (Message Queuing Telemetry Transport): Rep resenting a lightweight messaging protocol ubiquitously
harnessed in IoT infrastructures, MQTT stands as a linchpin for inter-device and device-to-server
communications [44]. Offering a spectrum of authentication modalities, including username/password-based
authentication and TLS-driven mutual authentication, MQTT engenders a milieu of secure and authenticated
discourse between its clients and brokers.

CoAP (Constrained Application Protocol): Tailored explicitly for resource-constrained IoT devices, CoAP serves
as a beacon of efficiency within the IoT pantheon [47]. In tandem with DTLS, CoAP orchestrates secure and
authenticated exchanges, empowering devices to transact data securely with servers or proxies over UDP or SMS
channels.

OAuth 2.0: As an architectural cornerstone of delegated access control in IoT ecosystems, OAuth 2.0 [48]
epitomizes a paradigm shift in authorization frameworks. Facilitating the granular acquisition of limited
resource access sans divulging sensitive credentials, OAuth 2.0 stands poised to mitigate security concerns
inherent in multifaceted IoT environments replete with diverse devices, services, and users.

LwM2M (Lightweight M2M): Within the realm of IoT device management, LwM2M reigns supreme as a conduit
for orchestrating secure interactions between devices and management platforms [45]. Encompassing security
facets such as DTLS-based authentication and encryption, LwM2M embodies a sophisticated yet lightweight
approach to fortifying communications in IoT ecosystems. Characterized by resource-constrained devices.

SPAKE2: Addressing the exigencies of secure key exchange in IoT settings bereft of pre-shared keys, SPAKE2
emerges as an elegant solution [49]. Through a judicious blend of lightweight cryptography and robust
authentication mechanisms, SPAKE2 empowers devices to authenticate one another and derive session keys
clandestinely, thus ensuring the sanctity of communication channels sans the need to transmit sensitive
credentials over the network. Table 2 and Table 3 shows a detailed view of these comparisons.

Table 2: Comparison of 5G and IoT Authentication Protocols

5G-AKA EAP-AKA’ (Exten-
Feature/Protocol (Authentication and | sible Authentication | MQTT (with | CoAP (with DTLS) | LwM2M (with
Key Agreement) | Protocol - AKA’) | TLS)IOT Alone) (IOT Alone) DTLS) (I0T Alone)
(5G alone) (5G alone)
Authentication Ty Mutual  Authentica- Mutual  Authentica- Username/Password, PSK, RPK, X.509 PSK, RPK, X.509
ype tion [32] tion [33] Certificate [34] Certificates [35] Certificates [35]
Home Subscriber
Server (HSS) | Home Subscriber
Key Management /  Unified Data | Server (HSS) / UDM | Handled by TLS [38] P;Z"d'ed by DTLS gﬁ‘;‘dled by DILS
Management (UDM) | [36] [37] 1391 139]
[36] [37]
. Encryption between | Encryption between
Encryption UE and network UE and network TLS DTLS DTLS
Scalability High [40] High [40] High [40] [41] Moderate [42] Moderate [43]
Overhead Low to Moderate Moderate Low [44] Low [44] Low [45]
Complexity High High Low to Moderate Low to Moderate Low to Moderate
Performance High High High High High
Latency Low Low Low Low Low
Mobile and fixed | Mobile and fixed . . Constrained IoT de- | Constrained IoT de-
. ST PO . L . Lightweight IoT de- o ) L .
Use Case Suitability | devices, high-security | devices, high-security = o . vices, moderate secu- vices, device manage-
. =" - ) ! vices, lower security . =
requirements requirements rity ment
Implementation Dif- | ., High Low Low Low
ficulty =
SUPI  (Subscription
Permanent Identifier), i . ) . i .
Identity Protection GUTI (Globally SUPL GUTI Depends on imple- Depem_:l:s on imple- Depem_:l_‘. on imple-
. mentation mentation mentation
Unique  Temporary
Identifier)
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The Pseudo code in Listing 1 above shows the authentication process using MQTT, DTLS, CoAP, OAuth, LwM2M,
and SPAKE2.

Implementing IoT authentication protocols is fraught with challenges, including resource constraints for devices,
complexity in implementation and management, and the potential for increased latency in real-time applications
[50]. Scalability issues arise as traditional authentication mechanisms may struggle to accommodate the rapid
expansion of IoT deployments, leading to scalability limitations or increased overhead [40]. Security vulnerabilities
pose significant risks, exposing IoT devices and networks to various threats such as eavesdropping and data
manipulation [51]. Achieving interoperability between diverse IoT devices, platforms, and authentication protocols
is challenging due to the lack of standardized protocols and compatibility issues [52]. The overhead introduced by
authentication processes consumes valuable network resources, potentially causing congestion or degraded
performance. Addressing these challenges requires a comprehensive approach that considers device limitations,
security needs, performance constraints, and interoperability issues. Striking a balance between security, efficiency,
and usability is essential to ensure the resilience and effectiveness of IoT authentication mechanisms across diverse
IoT ecosystems. In table I, various key features of 5G and IOT networks are analyzed.

// Device Initialization // Secure Communication

function initializeDevice(D_1): function

credentials_1 = enableSecureCommunication(

registerDeviceWithAuthorizationServer( D i,B,K s):

D i) while D_i.isConnectedTo(B):
message =

// OAuth Token Request D_i.prepareMessage()

function requestOAuthToken(D_i, encryptedMessage =

credentials_1): encrypt(message, K_s)

T i = authorizationServer.issueToken( B.receiveMessage(encryptedM

credentials 1) return T i essage)

// MQTT/CoAP Connection function // Main Process

connectToBroker(D_1, B, T_1): function main():

B.verifyToken(T _i) D i =

if initializeDevice("Device1")

B.isTokenValid(T_1):proceedToDTLSHands T i = requestOAuthToken(D_1,

hake(D_1, B) else: denyAccess() credentials_1)
lwm2mRegister(D_1,

// DTLS Handshake with SPAKE2 "LwM2MServer")

function  proceedToDTLSHandshake(D_i, connectToBroker(D_i,

B): "Broker", T 1)

// Perform SPAKE2 for secure key exchange

K_s =SPAKEz2.performKeyExchange(D_1, B) main()

If SPAKE2.isExchangeSuccessful():
enableSecureCommunication(D_1, B, K_s)
else: terminateConnection()

// LwM2M Registration
function wma2mRegister(D_i, server):
server.register(D_i, T 1)

Listing 1. Pseudo code for IoT authentication using MQTT, DTLS, CoAP, OAuth, LwM2M, and SPAKE2

AUTHENTICATION IN 5G ENABLED IOT

Authentication in a 5G-enabled IoT network is crucial for ensuring the security and integrity of communications
between devices, applications, and the network infrastructure. Major things that are under considerations are Device
authentication, Network Authentication, User Authentication, Secure Key exchange. As we have seen drawbacks of
5G protocols when used in IOT environment, and IOT Protocols not compatible with 5G environment, exclusive
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authentication protocols with little modifications are used in IOT environment. Few of such major authentication
methods are listed in table III listing their features, advantages and challenges. 5G with IOT networks introduce
enhanced authentication protocols to provide more robust security measures compared to previous generations. They
heavily rely on SIM-based authentication [53], utilizing the Authentication and Key Agreement (AKA) protocol to
verify the identity of devices. Multi-factor authentication (MFA) [54] becomes more prevalent in 5G, combining
something you know (password), something you have (SIM card), and something you are (biometric data). Extensible
Authentication Protocol (EAP) methods, such as EAP-AKA’, are widely used in 5G networks for flexible and secure
authentication. Additionally, 5G enables seamless authentication for IoT devices, ensuring secure communication
and access management for billions of connected devices. The introduction of network slicing allows for the creation
of multiple virtual networks with isolated security mechanisms tailored to specific applications. Zero trust principles
are incorporated, requiring continuous verification of device and user identities, regardless of their location within
or outside the network perimeter. Public Key Infrastructure (PKI) provides a framework for digital certificates and
public-private key pairs to ensure secure communication. Token-based authentication protocols, such as OAuth 2.0,
manage secure API access and facilitate seamless integration between different services. Emerging 5G authentication
protocols are also exploring blockchain technology to create decentralized and tamper-proof authentication
mechanisms, enhancing overall network security.

LIGHTWEIGHT SECURITY SCHEME IN 5G ENABLED 10T

In table 4, all available existing cryptographic algorithms are listed and their features of suitability are considered.
Table 5 shows different algorithms and their vulnerabilities. This table helps us conclude that AES cryptographic
algorithm with SHA-256 as hashing algorithm is the optimum solution for security concern in 5G enabled IOT with
respect quantum attacks. Considering quantum attacks and threats, here are the few shortlisted quantum resistant
algorithms. Table VI clearly compares various features of different cryptographic algorithms. While AES with SHA-
256 is widely used and considered secure against classical attacks, it does have vulnerabilities to quantum attacks.
Here are some cons of using AES with SHA-256 in the context of quantum attacks:

« Quantum Key Search: Grover’s algorithm [74], a quantum algorithm, can reduce the effective key length of AES by
half. While AES-256 provides a 256-bit key length, Grover’s algorithm can effectively reduce this to 128 bits,
compromising the security margin. The algorithm in 1, the Grover’s algorithm is described for key search and collision
search.

« Quantum Collision Search [71]: SHA-256, a widely used cryptographic hash function, is vulnerable to collision
attacks with Grover’s algorithm. While SHA-256 provides a 256-bit hash output, Grover’s algorithm can find
collisions with a complexity of 2 128) compromising data integrity.

« Quantum Speedup [63]: Quantum computers, once sufficiently developed, could provide a significant speedup for
certain tasks, potentially making brute-force attacks on AES keys and collision searches on SHA-256 more feasible.

« Limited Key Size [68]: While AES with a 256-bit key is considered strong against classical attacks, the potential
reduction in effective key size due to quantum attacks may necessitate the use of even larger key sizes to maintain
security, leading to increased computational and memory requirements.

« Transition Challenges [72]: Transitioning to post-quantum cryptographic algorithms or larger key sizes may pose
challenges in terms of compatibility, implementation complexity, and performance overhead, especially for existing
systems and protocols that rely on AES with SHA-256.

» Long-Term Security [30]: As quantum computing continues to advance, the security of AES with SHA-256 may
become increasingly uncertain in the long term, necessitating a transition to quantum-resistant algorithms or
alternative cryptographic approaches.

Quantum computing poses a significant threat to traditional cryptographic mechanisms due to its ability to solve
certain mathematical problems more efficiently than classical computers. This is especially relevant for 5G IoT
networks, which require lightweight and efficient security solutions due to constraints on processing power, memory,
and energy. To address these challenges, here are some lightweight security mechanisms for mitigating quantum
attacks in 5G IoT:

 Post-Quantum Cryptography (PQC) Post-Quantum Cryptography aims to develop cryptographic algorithms that
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are secure against both classical and quantum computers. Some lightweight PQC algorithms suitable for IoT devices
include:

— Lattice-based Cryptography: Algorithms like NTRU and Ring-LWE offer strong security with relatively low
computational requirements.

— Hash-based Cryptography: Merkle tree-based signature schemes such as SPHINCS+ provide stateless signatures
that are quantum-resistant.

— Code-based Cryptography: Algorithms like McEliece and its variants offer resistance to quantum attacks with
manageable key sizes and computational overhead.

Lightweight Key Exchange Protocols Key exchange protocols must be both lightweight and quantum-resistant for use
in 5G IoT networks. Examples include:

— RLWE Key Exchange: Based on the Ring Learning with Errors problem, RLWE-based protocols provide quantum
resistance with efficient computation.

— NewHope: A key exchange protocol based on Ring LWE, designed to be efficient and quantum-resistant.

Elliptic Curve Cryptography (ECC) on Twisted Edwards Curves While traditional ECC is vulnerable to quantum
attacks, using twisted Edwards curves can still offer some efficiency advantages. Research is ongoing to make these
curves more resistant to quantum attacks.

Quantum Key Distribution (QKD) Integration Although QKD is not lightweight, integrating QKD with classical
networks can enhance security. For 10T, this might involve leveraging QKD for key distribution in critical areas and
using classical PQC for regular communications.

Hybrid Cryptographic Systems combining classical cryptographic mechanisms with quantum-resistant algorithms
can provide a transitional security measure. For instance:

— Hybrid Key Exchange: Use a combination of ECDH (Elliptic Curve Diffie-Hellman) and RLWE-based key
exchange to ensure security against both classical and quantum adversaries.

— Hybrid Signatures: Use a combination of traditional digital signatures and post-quantum signatures to
provide a fallback mechanism in case one is broken.

Table 3: Authentication in 5G Enabled IoT

Authentication Method

SIM-based Authentication (AKA -
Authentication and Key
Agreement) [53] [55]

Advantages Challenges

1 blished 23 SIM cards, not suitable

Highly secure, w "
widely used in mobile networks. for all IoT devices.

Description

Uses the SIM card to authenticate
devices 1o the network.

EAP (Extensible Authentication
Protocol) [12] [17]

Flexible authentication framework
often used over Wi-Fi and
cellular networks.

Supports various authentication
methods, extensible.

Complexity in implementation,
varigs in security based on
method used.

PKI (Public Key Infrastructure)
[56]

vale key pairs 1o
authenticate devices.

High security, widely trusted,
non-repudiation.

Complex management, requires
secure storage of private keys.

OAuth 2.0 [48] [57]

Token-based authentication
protocol typically used for API
security.

Scalable, does not require
passwords, delegated access.

Token management complexity,
initial setup can be complex.

DDA {Delegated Device
Authentication) [43] [58]

Delegates authentication tasks to
a trusted device or entity.

Reduces computational load on
IoT devices, scalable.

Dependence on a trusted device,
potential single point of failure.

Lightweight Machine to Machine

(LwM2M) [45]

Protocol designed for remote
management of M2M devices,
includes security mechanisms.

Designed specifically for IoT,
efficient.

May require updales to existing
infrastructure, implementation
complexity.

ication

Blockchain-based Auth
[59] [14]

Uses blockchain technology o
create a decentralized
authentication system.

High securily, lamper-resistant,
decentralized.

High computational overhead,
complex to implement.

Biometric Authentication [60]

Uses biometric data like
fingerprints or facial recognition
for authentication.

High security, user-friendly.

Privacy concerns, requires
specialized hardware.

Token-based Authentication [61]

Uses tokens (e.g., JWT - JSON
Web Tokens) o authenticate
devices and users.

Stateless, scalable, widely
adopted in web applications.

Token expiration and renewal,
securily of tokens.

Zero Trust Architecture [62]

Continuous verification of
devices, regardless of their
location within or outside the
network perimeter.

High security, reduces risk of
insider threats.

Implementation complexity,
requires conlinuous monitoring.
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Table 6: Comparison of AES, Lattice-based Cryptography, Hash-based Cryptography, and Code-based

Algorithm)

Cryptography
Attribute AES (Advanced Lattice-based Hash-based Code-based
Encryption Standard) Cryptography Cryptography Cryptography
Type Symmetric Asymmetric Asymmetric Asymmetric
Quantum Vulnerability Moderate (Grover’s Low Low Low

Quantum Resistance

Effective key length
halved

Quantum-resistant

Quantum-resistant

Quantum-resistant

Efficiency

High

Moderate to High

Moderate

Moderate to Low

Key Sizes

128, 192, 256 bits

Larger (e.g., several
kilobytes)

Variable (e.g., based on
hash output size)

Large (e.g., tens to
hundreds of kilobytes)

AES-256

Lamport-Diffie

Encryption/Decryption Speed Fast Moderate N/A (typically for Moderate
signatures)
Signature Size N/A Moderate to Large Small to Moderate Large
Public Key Size N/A Large (e.g., several Small to Moderate Large
kilobytes)
Private Key Size N/A Small to Moderate Small Moderate
Typical Applications Data encryption, VPNs, Secure communication, Digital signatures, Secure communication,
disk encryption key exchange authentication key exchange, encryption
Standard Algorithms AES-128, AES-192, NTRU, Ring-LWE, Kyber | SPHINCS+, McEliece, Classic

McEliece

doubling for quantum
security

complex implementations

slower verification

Strengths Efficiency, Strong security, flexible, Stateless, strong security Strong security, long-term
well-established, efficient confidence
hardware acceleration

Weaknesses Key length needs Larger key sizes, more Larger signature sizes, Very large keys and

ciphertexts

NIST PQC Status

Not part of PQC

standardization

Multiple candidates
(Kyber, NTRU)

Multiple candidates
(SPHINCS+)

Classic McElece under
consideration

Algorithm 1 Grover’s Algorithm

. Initialization

. Initialize n qubits to |0)®"

[

. Apply Hadamard transform H®™ to create a uniform
superposition

4 o) = T S0y |a)

5. Oracle Application
6: Apply Oracle Uy
7

]

9

: Uylz) = (=1)/®)|z)
. After applying the oracle, the state is:
¥1) = Uy o) = o= 2= (1)@ )
10: Amplitude Amplit‘l/(;tion
11: Apply Diffusion Operator [):
12z Perform Hadamard transform H "
13:  Apply inversion about average:
14: Inversion = 2 |vg) {tyn| — 1
15:  Perform Hadamard transform H®™ again
16: The Grover Operator (& is:
IT: G = DU f
15: Iteration
19: Repeat the Grover Operator G approximately k times:
w0 k= %\/T
21: fori= 110 k do
22:  Apply Grover Operator G
23: end for
24: Measurement
25: Measure the quantum state [¢)
26: With high probability, the measured state will be the
marked item(s) =0

CONCLUSION

The study undertook a comprehensive analysis of authentication mechanisms and lightweight security solutions
within 5G-enabled IoT networks, emphasizing the critical need for secure and efficient protocols tailored to resource-
constrained environments. In-depth comparisons were made among various authentication methods, including
certificate-based authentication, identity-based authentication, and biometric-based authentication. Each method’s
strengths and limitations were scrutinized, highlighting the necessity for robust and scalable authentication protocols
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capable of addressing the unique challenges posed by IoT devices. Furthermore, the study evaluated lightweight
security protocols such as Elliptic Curve Cryptography (ECC), Elliptic Curve Digital Signature Algorithm (ECDSA),
and SHA-3. These protocols were assessed for their efficacy in balancing security requirements with the limited
computational resources typical of 10T devices. The analysis demonstrated that while traditional authentication
methods offer substantial security guarantees, lightweight security solutions present a viable alternative for scenarios
where resource efficiency is paramount. In conclusion, the study illuminates the importance of strategic security
mechanism selection to ensure that 5G IoT deployments can effectively harmonize robust security measures with the
efficiency demands of resource-constrained devices.
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