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ARTICLE INFO ABSTRACT

Received: 15 Nov 2024 Data outsourcing is the preferred act by owners of cloud data because of ease in maintenance.

Data confidentiality of this outsourced sensitive data is a major task. Applying cryptographic

techniques to outsourced data is the most secure way to achieve confidentiality. Searchable

Accepted: 15 Jan 2025 encryption techniques help in searching on encrypted data without actually decrypting it. These
techniques limit the usefulness of data in the sense that searching encrypted data is difficult.
With the increase in the volume of data, increases the size of indexing structure. This makes it
more difficult to design cipher text based search scheme which facilitates reliable, memory
efficient, fast retrieval on a huge volume of encrypted data. In this paper, keyword frequency
based code method is presented to minimize the size of the index which makes fast retrieval of
data inside a big data environment. The proposed system also supports secured, ranked retrieval
using hash-based mapping structures. A hash-based technique efficiently retrieves the data using
key-value pair data structure. The resulting system is able to handle queries which are written in
natural language. Through extensive experiments using standard dataset, the performance of the
system is validated. The system performance is evaluated and validated through extensive
experimentation using standard dataset. The results show that very less space for index storage
is utilized by the system proposed in the paper which enhances the performance on the ground
of the retrieval time.

Revised: 27 Dec 2024
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1. Introduction:

The cloud computing services provided by the massive data centers of corporations such as Google, Microsoft,
draw several new customers every day. Cloud computing is an extended view of computing in which users can
store the data in remote manner on cloud servers and access programs of high-quality to facilitate from a pool
of shared, programmable resources [1]. The cloud computing paradigm is "pay-per-use." In this paradigm,
consumers only pay for the resources they use [2]. This innovative computing paradigm provides relief for
storage administration, global data access from several geographical areas, with drastic avoidance in
expenditures in regard to hardware as well as software, and prominent reduction in cost of employee
maintenance [3]. Irrespective of advantages provided by cloud computing paradigm, there are various
challenges arising like data portability, data migration, and security.

Due to the large file sizes stored in the cloud, relevance ranking is required to avoid returning duplicate results.
Therefore, users of data can quickly find the most relevant information thanks to ranked search algorithms.
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Data consumers need not peruse the entire archive [4].

Some techniques [5] are available for multiple keyword searches on plain text data, but the biggest issue is
how to apply multiple keywords searcheson encrypted data files and retrieve relevant data. One of the most
strict requirement while retrieving data from cloud server security is to maintain index privacy, keyword
privacy, data privacy, retrieval privacy and much more. Using keyword dictionary expansion, the author of
[6] provides a versatile multi-keyword query approach that significantly reduces the maintenance burden. The
contribution of proposed Frequency Based Multikey word Dynamic Ranked Search (FBDMRS) scheme are
listed below:

1) Proposed system uses keyword frequency based codes for secure index construction which significantly
reduce the size of index. This is very important in pay-as-you use scenario as it saves lot of space required on
cloud servers.

2) Proposed system explores handling of natural language query ranked search which is then can be converted
into multiple keywords over outsourced encrypted data and strictly maintain data privacy requirement.

3) Through analysis of proposed system is given and experimentation is done using real world dataset which
proves that propose system introduces low overhead on space, time, communication and computation cost.

4) It maintains data integrity of retrieved result.
2. Related Work:

Cloud server searches the requested trapdoor of the keyword on the encryptedindex and retrieve relevant data
and send it back to the user. A probable solution for cryptographic storage facility for cloud data is suggested
in [7]. It suggested searchable encryption scheme using symmetric key cryptography technique e.g. Encryption
using the AES algorithm with a private key. The similar technique is used in many research projects. The bloom
filter technology is suggested in [8]. This technique is used to verify if the keyword part of an index. Song et al.
A deterministic encryption technique to encrypt keywords for security is proposed in [9]. In [10] author advised
anew technique on secure ranked query which uses file length and frequency of term. An asymmetric encryption
scheme to construct searchable encryptions is advised in [11]. In this method, data owner encrypts index with
public key and at the same time, authorized user’s uses its companion private key to carry out searches. This
assumes that key is securely shared among data users using standard key distribution techniques. Similar
concepts are discussed in [12], [13]. All discussed techniques highlight on queries with single keyword.

Many people suggest techniques to handle multi-keyword queries to enhance search functionalities. One such
technique is suggested in [15] which uses bilinear map. Fuzzy keyword searchtechnique is discussed in [14].
To facilitate disjunctive and conjunctive search, predicate-based search queries [16, 17] are described. Some
strategies are provided in [18], [19] that discuss ranked searching techniques employing order maintaining
algorithms. These techniques only support single keyword searches. [20] Propose a privacy-preserving multi-
keyword strategy. [20] Propose a secure multi-keyword search system that employs a ranking function based on
a similarity index. [19] Discuss a safe multi-keyword search approach that uses the local sensitive hash (LSH)
function to generate clusters. Discusses on the multi-user environment method can be seen in some literature.
All papers are transformed into fixed length words and indexed individually using the approach [9]. [8] Propose
a method for creating an additional index for each file. [24] Propose searchable encryption based on inverted
indexing. [22] Discuss the T-Set data structure for keyword tuple names. [20] Propose a dynamic searchable
approach based on this structure. Literature also presents preliminary work on the suggested system.

3. The Proposed System:

As demonstrated in figure 1, the system comprises of three fundamental components named data consumer,
data owner and cloud server. The proposed techniques comprises of following modules.

3.1 Frequency based keyword code generation scheme (FBKCS)
3.2 Natural language query processing (NLQP)
3.3 Index construction and searching of FBDMRS Scheme
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Figure.1 The architecture of frequency based dynamic multi-key word ranked search.
1. Ucrea: User credentials
2. Twu: Trapdoor of requested keyword
3. freqi: Frequency of ith keyword
3.1 Frequency Based Keyword Code Generation Scheme (FBKCS):

Frequency based codesfor all the keywords present in the document collection are generated first. Build-Tree
and Build-code algorithms are given in first and second Algorithm.
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Algorithm 1: Build-Tree (W)
Input: Keywords wi ¢ W,freqi € FREQ
Output: Frequency tree

for each keyword wi €¢ W do
Qi=Freq(wi)

end for

n=|W|

for i=1ton-1do

Construct a new node new1 for wi
newl.left=x1=remove. min(Q)
newl.right=y1=remove. min(Q)
newl.freq=x1.freq+y1.freq

insert (Q, new1)

end for

return (remove. min(Q)) return root of the tree

Algorithm 2: Build-code (T)

Input: Root of the tree constructed in Algorithm 1 root=Build-Tree
W)

Output: Frequency codes of keywords wi e W
if (root.left) then

code[i]=0

3. i=1i+1

call Buildcode (root.left)

end if

if (root.right) then

code[i]=1

8. i=i+1

call Buildcode(root.right)

end if

if root has reached the leaf node then
FBC(wi)=code

end if

return to main function
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3.2 NLQP (Natural Language Query Processing of User’s Request:

The data users of outsourced cloud data are of all categories. Some users are expert while others may be naive.
It becomes easy for naive users to write a query in the natural language like English. If we consider the scenario
of Health-care data, there are multiple users of this data from sophisticated doctors to insurance agents.
Insurance agents might not be aware of various formats and writing skills. Hence it becomes difficult for them
to use the system. System usage will greatly improve if it is less restrictive. We try to provide a solution where
users can write a query in natural language, we considered here English.Queries are preprocessed and significant
keywords are extracted. Query processing is done through three important stages. If there are any punctuation
marks or spacing that are removed first. Frequently occurring words are called as stop words. These stop words
do not add any meaning to the query and hence can be removed. We have considered latest stop word list which
comprises of around 429 words. Next phase is suffix stripping, we have used standard Porters algorithm to
remove the suffixes. There is any duplication that is removed in last phase. Finally, we get the important list of
keywords from the query.

3.3 Index Construction and Searching of FBDMRS Scheme:
3.3.1 Index construction:

The OPSE score computation method is utilised in the building of the inverted index. The index construction
approach presented in the paper is closely related to recent work [19], while we are primarily concerned with
memory conservation and search effectiveness..

Basic scheme: Let ki, L1, 01, p1 be parameters incorporating security that will be implemented in key

generation. Let § be a semantically secure symmetric encryption algorithm &: (0, 1)1 x (0, 1)1 — (0, 1)1 . Let v,
be the maximum file number having some keyword w: € W for i=1,.....,imi, i.e vi=max(N:). Let fi be a
pseudorandom function and st be a collision resistant hash function.

In the setup phase R
During the setup phase data owner creates random keys (x1,y1}«(0,1)kt and
R
Z:1+—(0,1)!t and outputs set of secret keys ki={x1,y1,21}.
3.3.2 Searching:
1. Using Hash based Technique:

Data User submits a query in natural language. This query is pre-processed as discussed to extract
significant query wordsfrom it. Data users generate the trapdoor by using key and frequency code shared by
data owner

Tuwu=(FBC(wu),Kk fy:(wu),Ef1(Ucrea)) by calling trapdoorGen(wwu).

After receiving the trapdoor Twu the server call search Index (I, Twu). It first decrypts user credentials and
then checks for its authenticity. If he is the authorized user then it computes the hash of FBC (w.) and locates
the matching index list. It then uses fy:(w.) for decryption of entries andsend back corresponding k encrypted
files along with associated encrypted relevance scores and digest value. Data users can retrieve ranked result by
decrypting the relevance score using key zi.

Data users use message digest algorithm to compute the digest value ofthe retrieved file and then compare it
with the transmitted value. If both values matches he concludes that file is not tampered in the transmission or by
cloud server and thus data integrity is checked. Details are given in Algorithm 3.

Search algorithm is composed of three important parts (Eq.1, Eq.2 and Eq.3)
Checking authenticity:
auchk(Upeqi » Ucrequw) = { 1,if autheticated user and

0 otherwise
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wherei=0tol, l: size of user credential table on server

Searching top k files:
hmatch (FBC(Wu), Ie(FBC(Wi))) = 1, if match found

= 0 otherwise
Checking integrity of retrieved result:
intchk(digest(f;,), md;,) = 1, if file not tempered
= 0 otherwise

The discussed technique noticeably fulfills the security guarantee of SSE. Data user sends the value of top k
documents he wants. Since the files in the index are arranged by using OPSE scores, the server can easily
identify first top kfiles. Server will not grasp any relevance score value in this manner, but it will realise that
prominently the significant contribution is by the fikes which are retrieved than non-retrieved files. This may
expose more sensitive information than the search and access pattern.

2. Using frequency based tree:

To improve search efficacy, we suggest a frequency code tree built using a finite collection of frequency codes.
The major goal of this structure is to allow any frequency-based codes with a common prefix to share nodes.
The root is set to the value NULL. From root to Leafs, symbols in the frequency-based code of the requested
keyword are searched. The depth-first search technique is used to search all of the corresponding documents.
When the search request reaches the server from a data user, it begins searching for files using algorithm 3 and
provides the top k documents together with an encrypted score and message digest, as indicated in equation

4.
Epy ((d(fu) | E;(Su)[IMD (fy1)) oo oo vovvve eee . (@ ()| Ez (Sun)[IMD (fu1)
Eq4

No information about the requested keyword is exposed when using this scheme. Because frequency-based
codes share a common route, efficiency is increased. The encrypted file identifiers, as well as the score and
digest, are kept at the tree's leaf node, as shown in Fig.2. Dotted leaf nodes have the same structure as the down
pointer of the V7 node. Algorithm 4 contains more information. Data users can decrypt files, scores, and utilize
digests to ensure the file's integrity. The search cost for each request is O (1), where | represents code length,
and hence independent of file size and requested keyword.

FID1 Sil MD1

FID2 Si2 nMD2

FIDn 5in MDn

Figure. 2 Searching using frequency based code tree
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Algorithm 3: Search-H-Index (Ie, Twu)

Input: Ty =(FBC{wy),k,Efy1(Ueredu))
Output: Encrypted top k documents

1. Check Data
. for each nid

user’s authentication
in Ugpeqg do

User is authenticated

2
3. if(U;qu=U;yq) and (pwd,=pwd) then
4
5

end if
6. end for

-1

. for i=1 to |FBC{w, )| do

8. set currentnode as root of Gy

9. if ith bit of |[FBC (w, )| is 0’ then
10. currentnode=currentnode— left
11. end if

12. if ¢*h bit of |FBC(w,, )| is 1’ then
13. currentnode=currentnode — right
14. end if

15. end for

16, if currentnode is leaf node then
17.  for j=1to k do

15, retrieve jth node pointed by down pointer and append it to resultset
19. end for
20.end if

21. return result set

In ['le.lt: Tﬂ‘“ =|:. FBC ‘[“ N ] k:-E_fy 1 U-'-cr'q:du }I}'
Output: Encrypted top k documents

1.
2,
3.
4.
6.
T
8.
9.
10
11

12,

13

14.
15.
16G.
17.
15,
19.
20.
21.

Check Data user's authentication
for each uid in U, ,.4 do

if(Ugu=Usq) and (pwd,=pwd) then
User is authenticated

end if

end for

Compute |=Hash({FBC (w.))
Retrieve top k encrypted files at 1*" location from posting list of w,
Decryption on Data User's side
for i=1to k do
. Decrypt all files using key x)
end for
Check for retrieval integrity
for i=1 to k do

if“jlgml{fru J=M D}y ) then
Data Integrity is maintained
else

Data Integrity is tampered
end if
end for
return
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Algorithm 4: Search FBT (Twu, k)

Input: Twu= (FBC (u-’u ).k sEfg,r 1 H’rm‘edu 1)
Output: Encrypted top k documents
1. Check Data user’s authentication

2. for each uid in U,,.q do

3. if(Uijgu=Uiq) and (pwdy=pwd) then
4, User is authenticated

5. end if

6. end for

7. for i=1 to |FBC(w, )| do

8. set currentnode as root of Gy

9. if ith bit of |FBC'(w,)| is "0’ then
10. currentnode=currentnode — left
11. end if

12, if ith bit of |FBC(w,)| is’1’ then
13. currentnode=currentnode— right
14. end if

15. end for
16. if currentnode is leaf node then
17. for j=1to k do

18. retrieve jth node pointed by down pointer and append it to resultset
19. end for
20.end if

21. return result set

There are many times when the data owner updates document collection. All these updates result in the change
of frequency based codes. The data owner is responsible for sharing these updated codes. Table 1 showcases
keywords with three categories (classes) mentioned with reference to frequency distribution in the document
collection.

Table 1: Frequency based codes for some keywords from document collection

Kevword Frequency Code
Routing 1259 0

IAB 633 10

service 318 110

Route 79 11100
Objects 10 11101000
encoding 5 111010010
UuDp 5 111010011
vector 20 1110101
statistics 20 1110110

4. Performance Analysis:

Under the Windows 10 operating system, the suggested system is implemented utilizing Java and its
cryptographic libraries.

The system is put to test using the dataset for comment (RFC) [30]. The files are chosen at random from the
corpus. The processor is a 2.2 GHz Intel CORE i3 CPU. The index construction, search, and update are all part
of the test. We compare our scheme to those of [19] and [31]. It is worth noting that our FBDMRS strategy
provides great search performance by precisely calculating keyword location in the index using the hash
technique. As a result, top-k search precision is very high.
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4.1 Index Construction:

Index generation time presents highly sensitivity towards the document number and keywords included with
the input corpus. According to Figure 3, the amount of time needed to construct the index scales almost linearly
with collection size. Index creation is a time greedy procedure that should be taken into account. It stands out
because it is an exceptional task.

! [mb=romms] !

Tirme of Index cenatruction in Millsecend
-

M PR SR TR SPU U RAPN RN RPN SRR RN PR SRR SR BRI SRR SR SR A
25 50 ¥ 10D 925 150 175 200 235 250 TS W0 XS 350 375 4 425 45D 475 50D
Musmiber of files

ﬁﬂ"

Figure. 3 Time Required to Build the Index
4.2 Search efficiency

We have compared our scheme with Wang et al. [19]. Graph shows time requirefor top-k retrieval. Fig. 4 shows
that our scheme requires less time for searching.It is clear from the graph that our scheme is better.

In [19] author used message digest and then encrypted it for searching. The length of message digest and length
of frequency codes differs with substantial amount. Hence searching is faster with frequency codes. Even though
frequency codes are traceable sometimes, but if they are encrypted it is difficult for the attacker to break it.

o 5-FEDMRS]
== Top-5 RSSE

Tims to ssarch in MicroSecond

I e e N
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Figure. 4 Search comparison between RSSE and FDBMRS
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5. Conclusion and Future Scope:

The suggested method discusses a secure, prioritized, and efficient search mechanism for encrypted data that has been
outsourced. We build the index with frequency-based coding, which greatly reduces the index's size. The index size
necessary for regular vocabulary is substantially bigger than the index size required for frequency codes. Furthermore,
search using natural language queries can be performed to make the system more user-friendly. The suggested system
processes natural language queries and extracts relevant keywords from them. This system also provides
authentication and retrieval integrity for data users. The experimental findings demonstrate the effectiveness of the
proposed system.

There are still numerous difficult difficulties in the field of searchable encryption. When a query is in the form of a
phrase, significant work can be done to carry out the search. The multi-user system also presents other obstacles. In a
multiuser environment, all users keep a key for trapdoor generation that the data owner shares. The revocation of
these keys is a significant difficulty.

Artificial intelligence can be used to improve search results. This system's future development will be to manage more
accurate findings utilizing artificial intelligence.
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