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ARTICLE INFO ABSTRACT

Purpose: The authors examine the impact and contributions of AI solutions to
detect deepfakes on fraud prevention and cybersecurity measures in digital banking
Revised: 17 Dec 2024 in the USA. Specifically it explored the relationship between AI-Driven Multimodal
Deepfake Detection Capability (AMMDFC) on Digital Banking Fraud and
Accepted: 28 Dec 2024 Cybersecurity Resilience (DBFCR) and the relationship between AI-Enabled Real-
Time Deepfake Detection Capability (ARTDDC) on DBFCR and between Explainable
Al-Based Deepfake Detection Capability (XAIDDC) and DBFCR, with Digital
Banking Fraud and Cybersecurity Resilience (DBFCR) serving as a mediator.

Received: 03 Nov 2024

Design/Methodology/Approach: Quantitative and Cross sectional design were
used. 510 bankers, cyber experts, fraud prevention, risk, IT and digital-finance
professionals were sampled. The proposed models in terms of measurement and
structure were analyzed in a PLS-SEM application with a bootstrapping process via
the SmartPLS software program version 4.0.The proposed models regarding the
measurement and structure were tested with the PLS-SEM with 1,000 bootstrapping,
using the software program SmartPLS.

Findings: First the results indicated that AMMDFC, ARTDDC, and XAIDDC were
found to have positive and significant effect on DTDE and DBFCR. DTDE also
managed to make significant improvement for DBFCR. The model was successful in
explaining 54.2% of means variation for DE of DT and 64.0% of means variation for
DBFCR. Second, the three descriptions of AI were fully mediated through DTDE in
terms of relation to DBFCR.Secondly, three descriptions of AT were linked to DBFCR
all the way through DTDE.DTDE was partially responsible for all three Al skills and
DBFCR. ARTDDC was more effective on DTDE highlighting the significance of timely
detection in digital banking environment.

Theoretical Implications: The study statistically anchored the Resource-Based
View, Dynamic Capabilities Theory, Organizational Information Processing Theory
and Organizational Resilience Theory and also highlighted the translation of Al
capabilities into cybersecurity, mediated by effective threat detection.

Practical Implications: Banks need to incorporate multimodal analysis, real-time
detection capabilities, explainable AI features, human controls, and incident
response protocols into their technology to improve their defenses against synthetic
identities, voice cloning, and fabricated digital content.
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Originality/Value: The study combined the knowledge within an organizational
structure that shows direct and indirect links between the implementation and
development of complementary deepfake-detection and digital banking resistance.

Keywords: Deepfake detection; Artificial intelligence; Digital banking; Fraud
prevention; Cybersecurity resilience; Multimodal AI; Explainable AI; Real-time
detection; Synthetic identity; PLS-SEM.

INTRODUCTION:

In the United States, digital identity and digital interactions are more vital to banks than ever before—and have fueled
a new generation of advanced deepfake financial services frauds and cyberattacks. As generative AI advances, faces,
videos, voice and identities may continue to become increasingly realistic, making it difficult for identity verification,
authentication and fraud-detection systems to keep up. In the future, as generative Al becomes increasingly capable
of creating real-looking faces, videos, voices, and identities, traditional methods of identity verification,
authentication and fraud detection may struggle to keep pace. These capabilities can also be harnessed for a range of
attacks in digital banking, such as: impersonating customers, creating synthetic identities and exploiting social
engineering, defeating authentication, accessing fraudulent accounts and manipulating transactions in the remote
transaction authorization process. Thus, recent research has focused on the use of deep learning artificial Intelligence
(AI) for analyzing manipulation artifacts and inconsistencies of the visual, auditory, biometric, contextual and other
forms of digital signals as a new capability of cyber security (Staynings, 2023). Further, the multimodal approach is
used as deepfakes are known for their ability to impact multiple components of information, and real-time detection
is becoming crucial to intercept the fraudulent communications, before the financial transaction or unauthorized
entry are made. In the interim, explainable AI has become a matter of greater importance as algorithms become
completely un-explainable and only high-profile financial institutions can demand detection results that can be
understood, investigated, validated and activated to take possible measures for fraud/cybersecurity responses.
However, recent advances in making ever more realistic and flexible synthetic media have kept enhancing the Going-
Great-Times with the various synthesis methods and detection techniques for the generation of deepfake. It is
relevant to discuss the possibility to evaluate the capability of Al for Multimodal Deepfake Detection, Real-Time
Deepfake Detection and Explainable AT Deepfake Detection in this context so as to determine how the U.S. digital
banks will become more resilient in the context of rapidly changing Al-based financial threats and risks.

With generative Al, fraudsters can create realistic AI generated faces, video manipulation, voice-generated text with
Al, synthetic identities, and fabricated faces, voices, and identities that could be used to fool the digital bank's
transaction system and facilitate financial gain cybercrimes, such as customer ID theft, social engineering, and
synthetic identity fraud. Although there is immense adoption of Al-based fraud security and detection tools by the
banks, the studies in this field indicate that deepfake detection is still very challenging because of deepfake generation
methods' explosion, multimodal attacks, the requirement of real-time technology protection, generation systems'
robustness, and the difficulty of seeing through an AI-based system because of the opacity of decisions made via Al.
A capability for AI-Driven Multimodal Deepfake Detection (AI-DMDD), that integrates multiple modalities' datasets
to detect inconsistencies in such synthetic interactions, may help to solve these problems, and AI-Enabled Real-Time
Deepfake Detection Capability (AI-ERDDC) may help banks identify these deception attempts in time to prevent
damage occurring before it does. Besides the need for Explainable AI-Based Deepfake Detection Capability (XAIDDC)
in financial high stakes environment is huge as when interpretable results that could be validated, it could be utilized
for investigative purposes and then an appropriate response could be taken for the threats identified by the algorithm;
particularly in the financial high stakes environment where the detection takes place in such a high level of
uncertainty, that the level of trust and credibility in the processes could be limited. The research on the three
organizational Al features which have been mentioned above, however, has been largely isolated and each feature
has been studied in isolation separately focusing on either the contributions of each feature to Digital Banking Fraud
and Cybersecurity Resilience (DBFCR), or the individual capabilities of deepfake algorithms and explainability, and
with comparatively little empirical research on how they can work together to achieve benefit and, if they do, work
through Deepfake Threat Detection Effectiveness (DTDE). It is a very important problem because detection of voice
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cloning/manipulated identities/synthetic media/ deepfakes will be possible thanks to technology and frauds can
finally be detected before they become a threat to banking services (LOZONSCHI & BAKHAYA, 2023). So, the central
question of this research is how a direct impact of AMDDDC and ARTDDC on DBFCR is explained, how DTDE explain
the relationship between the DDDs and the DBFCR, and how this impact upon DBFCR is indirect via DTDE within
the U.S. digital banking system.

Although the technology to identify DeepFakes is growing quickly, there are critical gaps in theory, empirical
evidence, and industry practice that have yet to be filled to effectively understand how DeepFakes can contribute to
preventing fraud and cyber resiliency in today's U.S. digital banking systems. While numerous existing studies on
deepfake detection have proposed methodologies that mostly focus on algorithmic accuracy and testing errors,
improvements, or alternative algorithms, gaps in research and writing generally have overlooked the various ways in
which deepfake detection can be operationalized as an organizational, cybersecurity-enabling activity, where
technological assets are integrated into ways of achieving broader fraud prevention and resilience goals (Mendoza,
2024). An explanation or a theoretical understanding, therefore, only partly exists to connect the digital banking
fraud and cybersecurity resilience (DBFCR), Deepfake Threat Detection Effectiveness (DTDE), AI-Driven
Multimodal Deepfake Detection Capability (AMDDFC), and the AI-Enabled Real-Time Deepfake Detection
Capability (ARTDDC) and the AI-Extended Explainable AI-Based Deepfake Detection Capability (XAIDDC). While
separately, recent studies have highlighted the potential of multimodal fusion, real-time AI, and explainable AI to
provide better deepfake threat detection, the research streams have been limited, and to the best of our knowledge,
nothing simultaneously tests the three capabilities by showing how improving deepfake threat detection directly
improves organizational fraud and cybersecurity resilience capabilities. Additionally, current research focuses mainly
on proposed architectures, assessed datasets under lab conditions, either caused-by and either caused-by-qualities
analysis of single audio or visual modality, or on technical performance aspects, rather than on causal and mediation
relationships between variables at the organizational level, that is, particularly when applied in operational
conditions such as banking environments (Schiliro, 2024). Remote onboarding, mobile transactions, digital-KYC,
videoconferencing, and voice onboarding- and ID verification-aspects of U.S. digital banking are all mentioned as
points of vulnerability for digital-banking services that should be closely monitored as key areas for the emergence
of deepfake attacks and synthetic identity fraud, while recent financial-sector literature is increasingly pointing to the
need for appropriate and scalable AI mechanisms that are real-time, explainable, and governance-aware and can
transpose detection results into downstream effects, such as risk-response, as a potential area for risk (Sailaja, 2023).
Based on the gaps identified in the theoretical and empirical literature, as well as the U.S. banking sector, this study
incorporates all three of the above (AMDDFC, ARTDDC, and XAIDDC) in one framework and investigates how they
directly affect the DBFCR, their impact on DTDE, the impact of DTDE on DBFCR, and how they mediate in the
relationship between the depth of AI-based deepfake detection ability and DBFCR.

The study value lies in the opportunity it provides to raise awareness and encourage wider adoption of the power of
AT to develop deepfake detection moving from merely a narrow technical task of determining media class and
becoming a comprehensive organizational approach to a fraud prevention and cybersecurity resilient effort in
digitally banked systems in the United States. The overall goal of the study is to gain understanding of the role of the
proposed capabilities in Digital Banking Fraud and Cybersecurity Resilience (DBFCR) and more specifically how the
proposed Deepfake Threat Detection Effectiveness (DTDE) is realized to attain better security outcomes. With the
ability to harvest high-quality synthetic voices in order to generate new identities, create synthetic identities,
manipulate audiovisual information and impersonate existing customers, financial institutions are in need of fresh
solutions that can identify attack and react to them in financial services digital identity processes, such as remote
onboarding, transaction authorization and communications with customers. Complementary information has been
found to be used in conjunction with multimodal analytics to facilitate the identification of deepfakes used for fraud,
and real-time AI could be used more effectively when it sought to identify adversarial behaviour before it was
committed (Horowitz et al., 2022). Explainability is also associated with further cybersecurity advantages, as it
enables identification of Cyber Threat Assessments (CTAs) that are easily understood and can be utilized by cyber
analysts and decision-makers to enhance investigations, validation, accountability and appropriate Cyber Security
responses in highly contaminated financial spaces. In the context of cybersecurity, the study aims to answer the
following two questions: does better deepfake-detection ability make banks more effective at spotting impersonation
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and synthetic-types of fraud; and will better DTDE lead to greater aspects of banks' fraud and cyber incident
prevention, response and recovery? It is a purpose integrated and recent research has shown, with secure financial
cybersecurity, there is far more than just detection required; namely, it requires real-time threat identification and
adaptive response plus the need for interpretable Al For this reason, the study aims to also provide theoretical and
empirical insights concerning the ability of AI to identify all forms of deepfakes, as well as ABDD or ADDC as concrete
examples of how the DBFS, AMDDFC, ARTDDC and XAIDDC are able to augment DTDE and, eventually, DBFCR,
thus contributing to more reliable, adaptive and resistant cyber banking security architectures.

The novelty of this study lies beyond the scope of the aging algorithm and media-centric mindset of traditional
suspects—the “old guard” in deep fakes—forensics—providing a contemporary lens for examining the role of Al in
deepfake detection and accuracy based on the new organizational cyber-security/capability lens and the specific
context of the study: the United States of America and digital banking systems. Yet, as reported in these related works,
there are relatively few connections to these concepts in the literature and limited interaction with each other in the
technical and non-technical aspects of using Al in their applications. For example, multimodal approaches are found
to be helpful in fusing complementary signals and real-time approaches are highlighted to cope with adversarial
threats which change rapidly, and explainability, which is differentiated from transparency in financial services, is
recognized to be essential to ensure transparent and accountable Al decisions (Brooks, 2024). The authors, therefore,
suggest that the AI-Driven Multimodal Deepfake Detection Capability (MMDDFC), AI-Enabled Real-Time Deepfake
Detection Capability (RTDDFC), and Explainable AI-Based Deepfake Detection Capability (XAIDDC) are three
complementary and distinct organizational capabilities examined and considered within the context of Digital
Banking Fraud and Cybersecurity Resilience (DBFCR). Most notably, it has an explanatory mediate, called Deepfake
Threat Detection Effectiveness (DTDE), which examines the impact of these Al technologies on the level of resilience
as well as how increasing threat detection efficacy of deceptive identity & voice, cyber-bot, and manipulation of digital
interactions would boost fraud-prevention and cybersecurity results. This mediation perspective aims to solve the
issues of multimodal analysis of financial cybersecurity needed for financial tasks, not to be only one more addition
of technologies, alongside with real-time adaptivity and detection, explainability and operational responses for
threats (Anagha et al., 2023). The novelty is three sets of novel Al-based deepfake detection tools (DTDE, DBFCR)
are being tested and subjected to examination within one mediated organizational compositions specifically in the
context of digital banking in the U.S.

In digital banking, the power of remote banking, digital-KYC, mobile payments and digital-identity verification, has
hit shoulder-to-shoulder grounds with easy availability of generative Artificial Intelligence (AI) that can generate
synthetic identities, clone voices and images, and even create appropriate realistic ‘togetherness’ to build effective
audiovisual cyborgs, providing functionality for the set-up of financial fraud and cyberattacks (Shrivastava et al.,
2024). Encoding a single, conventional security method could be insufficient as synthetic content continues to evolve,
presenting increased demands for the multimodal, real-time detection and interpretable Al features of contemporary
financial cybersecurity measures. The deployment of accurate AT models is also not sufficient because it is critically
important that models are deployment-ready, timely, and that the detection process is adaptive to the AT’'s model,
transparent and can also assist in making security decisions during the operational phase of a detector's deployment.
AI-DMDP research is thus essential as it will identify various types of manipulation signals, elevate the chance of
intercepting Al-driven deepfakes prior to their arrival at the consumption point, and will aid security personnel to
comprehend and react to signals generated by Al. Additionally, to investigate the role of Deepfake Threat Detection
Effectiveness (DTDE) as a mediator is key to understand the link between the investment in these technologies and
improved results in Digital Banking Fraud and Cybersecurity Resilience (DBFCR), as there is currently no evidence
of a relationship between the former and the latter. The key message of this investigation is particularly relevant in
the context of digital banking in the U.S. where the demand with the advent of AI-fraud responses requires a strong
unity and collaboration of detection, identity protection, cybersecurity, governance and operational resiliency (OR)
(Saalbach, 2023). The study therefore aims to offer empirical evidence to better inform investment in Al security and
bolster banks' ability to detect, deter, defend against, and recover from new threats enabled by deepfakes.

This research is important because it provides means to develop theory and practice that can enhance cybersecurity
fraud prevention as well as cybersecurity resilience in U.S digital banking through investigating how complementary
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Al-based deepfake detection capabilities can do so. Financial cybersecurity has become an essential focus recently,
with deep fake and synthetic identity attacks posing new challenges on financial institutions, and explainable,
adaptive and resilient financial fraud detection through AI, recent research has shown. The study adds to the
literature by incorporating and demonstrating the entire suite of AI-Driven Multimodal Deepfake Detection
Capability (AMDDFC), AI-Enabled Real-Time Deepfake Detection Capability (ARTDDC) and Explainable AI-Based
Deepfake Detection Capability (XAIDDC) as a suite within one framework and by articulating the Deepfake Threat
Detection Effectiveness (DTDE) that connects these capabilities to Digital Banking Fraud and Cybersecurity
Resilience (DBFCR). This paper extends the current research done on deepfake detection, explainability, fraud
analytics, and cybersecurity resilience, which generally and often are considered separately in the literature. In the
real world, the results might inform U.S. banks, digital banking companies, cybersecurity managers and fraud
investigators, as well as technology security operations teams and risk managers and technology developers with
clear guidance on which AI functions are most critical to detect and combat threats through deepfake technology.
Finally, the evidence for explainable and operationally effective AI could also provide inputs to regulators and
policymakers developing guidance on responsible governance of Al in the financial sector, such as cybersecurity.
Last, the integrated capability—detection—resilience framework can serve as the basis for further empirical work and
those who are using digital banking indirectly are likely more easily protected in their identity, are better protected
from fraud, can use digital banking safely and are provided with more resilient digital banking services.

An interesting aspect of the study is exploring the relationships between the study variables since deepfake-
hempstered banking fraud is considered a multi-dimensional banking cybersecurity challenge where aspects of
breadth, speed of detection, interpretability of the detection, effectiveness of threat identification and organizational
resilience are logically connected with detection breadth and interpretability in particular having rarely been studied
together under one empirical framework. Illustrative examples show how multimodal Al systems can proactively
combine complementary information such as audio, visual, biometric, and contextual to greatly improve the
detection of advanced deepfakes, and how real-time AI can be utilised to provide financial institutions with a view
into emerging fraudulent behavior as it occurs in digital interactions, as opposed to reacting after loss has occurred
(Hamaldinen, 2024). Concurrently, with such detection decisions being easily interpretable and actionable by both
financial-segment decision makers and cyber security professionals, explainable AI (XAI) is gaining importance
(Reddy, 2023). The direct connections between the proposed newly defined DC capabilities — the AI-Driven
Multimodal Deepfake Detection Capability (AMDDEFC), the AI-Enabled Real-Time Deepfake Detection Capability
(ARTDDC) and the Explainable AI-Based Deepfake Detection Capability (XAIDDC) to Digital Banking Fraud and
Cybersecurity Resilience (DBFCR) and their relation to the newly proposed Digital Security Level (DSL) are worth
studying to better understand these connections. Another important aspect of the relationship between DTDE and
DBFCR is the understanding that the ability to identify and filter out advanced Als does not necessarily mean that
the organisation is resilient to them. If, for instance, the advanced Als are not "identified" either and used for
deepfakes or "deep fake" digital interaction, or an equivalent "fighting advanced AIs" security solution is not put in
place, the whole situation is threatened. This novelty of these relationships thus extends beyond measures of the
technical performance of detecting technologies, such as recognition accuracy, to "hard" measures, to DTDE directly
linking three complementary capacities of Al and banking resilience more broadly. In total, the seven direct
connections among these various circuits (between AMDDFC and DBFCR; ARTDDC and DBFCR; XAIDDC and
DBFCR; between AMDDFC and DTDE; ARTDDC and DTDE; and XAIDDC and DTDE; and between DTDE and
DBFCR), plus three intervening circuits (DTDE to DBFCR) provide a full picture of the potential for transferring AI-
based deepfake detection criteria to enhance the fraud prevention and cybersecurity resiliency of U.S. digital banking
systems.

Addressing the potential of increasingly sophisticated synthetic-media threats, this study aims to empirically evaluate
the benefits of Al-based deepfake detection technologies to fraud prevention and cybersecurity resilience in U.S.
digital banking systems, focusing on using multimodal, real-time and explainable method. The direct impact of the
three capabilities (AI-Driven Multimodal Deepfake Detection Capability (AMDDFC), AI-Enabled Real-Time
Deepfake Detection Capability (ARTDDC) and Explainable AI-Based Deepfake Detection Capability (XAIDDC) on
Digital Banking Fraud and Cybersecurity Resilience (DBFCR) and the impact on Digital Banking Fraud and
Cybersecurity Resilience (DBFCR) by the three capabilities on Deepfake Threat Detection Effectiveness (DTDE) and
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the impact on Deepfake Threat Detection Effectiveness (DTDE) by the three capabilities on Digital Banking Fraud
and Cybersecurity Resilience (DBFCR). Specifically, this study examines whether, in the tested model of DBFCR, only
engages with the three dimensions of efficacy—expertise, UI, and trust—have been mediated by degree of engagement
with DTDE; and whether a tested engagement with the three efficacy dimensions to DBFCR is mediated by the three
cybersecurity capacities of Al: expertise, Ul, and trust; to explicate how the three cybersecurity capacities of Al
technology might be translated into overall dimensions of DBFCR at the organizational level. These goals are in line
with the new research that suggests that deploying multiple "one-to-one" defense systems might not be the best
approach, and instead, a few systems as one, with multimodal analysis, rapid threat identification, explainability and
effective defenses at the operational level, could be better (Dewani et al., 2022).The broad objective of the study is to
develop and test the integrated framework to elucidate how the complementary capabilities of Al supports alerts for
deepfakes and frauds, and enhance the resilience, response and recovery capabilities of U.S. digital banks to emerging
Al-based cyber-attacks.

THEORETICAL FOUNDATION:

This study has conceptual roots in Resource Based View (RBV) and Dynamic Capabilities Theory (DCT). According
to RBYV, if resources and capabilities in the organisation (or firms) are rare, non-substitutable and organized, they
can provide better results. Here three specific technological and analytical capabilities exist to help protect U.S. banks'
digital operations: AI-Driven Multimodal Deepfake Detection Capability (AMDDFC); AI-Enabled Real-Time
Deepfake Detection Capability (ARTDDC); and Explainable AI-Based Deepfake Detection Capability (XAIDDC).
AMDDEFC signifies the skill-set needed to integrate facial, video, voice, image, biometric and contextual signals into
digital interactions; ARTDDC signifies skills needed for rapid detection of synthetic manipulation in digital
interactions; and XAIDDC represents the skills needed to provide meaningful evidence for detection decisions.
Multimodal analysis, speedy detection powered by AT and the explainability are crucial to countering deeply knotted
deepfake and synthetic fraud, as backed by contemporary cyber research (Kolade et al., 2024). The constant
monitoring of threats, the selection of the appropriate ones, and the shifting of the structure and procedures of the
organization (Teece et al., 1997, Teece, 2007) is also an inherent part of an organization in a rapidly changing threat
environment. Overall, complimenting each other, the three Al capabilities are like dynamic security attributes that
can assist banks in dealing with the evolving landscape of deepfake fraud.

The DTDE can be theoretically explained that uncertainty and complexity of environments trigger organizational
changes towards decision effectiveness by enhancing its information processing capacity. If Al can be used to create
a deep-fake of a face, voice, body, or voice and face, this brings damaging information ambiguity: authenticity
decision making might involve considering multiple sets of disdiverse and heterodox cues and evidence (visual and
vocal, body and vocal, voice and face, visual and body, visual and face, and body and face) simultaneously. AMDDFC
provides additional information for threat assessments, ARTDDC speeds up processing of the information and
XAIDDC brings the detection information into a more readable, processable, and actionable format. DTDE is the
type of information processing in between these technological abilities and what is effectively being achieved, which
is the detection of synthetic identities, voice cloning, tampered audiovisual information and attempts at
impersonation. These theoretical discussions are echoed in the literature, which emphasizes the importance of
multimodal thinking for the real-time detection of increasingly complex frauds and cybersecurity attacks, as well as
the importance of explainable decision support in these circumstances (Geradts & Franke, 2023).

The ultimate goal would be Digital Banking Fraud and Cybersecurity Resilience (DBFCR), which is consistent with
Organizational Resilience Theory’s perspective of an organization's ability to “anticipate threats, face disruptions,
adjust responses and recover, while continuing to provide essential products and services” (Engvall, 2024). When
applied to digital banking, DBFCR is more than just successful deep fake classification; it's a testament to the bank's
ability to prevent fraud, defend against Al-driven attacks, react well, recovery from disruptions, and continue to
maintain secure digital services. The current financial cybersecurity discussion also points to the use of Artificial
Intelligence (AI) in risk detection and prevention of cyber frauds must not solely be a detection, but must also be an
adaptive and resilient security system in an organization/firm. It then makes sense that a consistent theoretical
pathway exists in the proposed model from the strategic capabilities and strategic actions of resilient Al systems
(AMDDFC, ARTDDC), to DTDE bolstering the threat-information processing of organizational actions (XAIDDC),
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to DBFCR. This is further supported by a theoretical basis which enables the analysis of the direct effects of the three
Al features to DBFCR and indirect effects through DTDE.

Hypotheses Development:

H1: AI-Driven Multimodal Deepfake Detection Capability (AMDDFC) positively influences Digital
Banking Fraud and Cybersecurity Resilience (DBFCR).

AI Multimodal Deepfake Detection Capability helps banks to use multiple information modalities: facial, video,
voice/audio, image, biometric, and contextual—rather than just one information modality. The ability to produce
multi-modal attacks is especially pertinent, as it can be used to attack multiple modalities of the aforementioned in
the same attack and thus outsmart the security based on individual signals. Recently, it has been revealed that
multimodal methods can benefit deepfake detection or synthetic fraud by utilizing complementary information and
capitalizing on the discrepancy in the information between different modalities which is only evident in the
multimodal analysis. In the Resource Based View, these analytic resources of the bank are strategic resources which
can be utilized in applying to digital operations protection with AT and heterogeneous security data.

Within the realm of resilience, a multimodal intelligence could enable a bank to resist the threat posed by deep-fake
fraud, boost risk resilience and improve their understanding by providing additional evidence for decisioning actions.
In recent times, integrated and multimodal defense configured in the context of combating synthetic media attacks
is being considered. In this way, moneylenders having solid AMDDFC will have increased capability in battling
identification manipulation and secure electronic banking activities in the context of threat from Al instruments.
Thus, AMDDFC can be expected to positively impact DBFCR.

H2: AI-Enabled Real-Time Deepfake Detection Capability (ARTDDC) positively influences Digital
Banking Fraud and Cybersecurity Resilience (DBFCR).

The benefits of deep fakes to cybersecurity starts with being able to accurately detect a deepfaked interaction — if one
can be identified before an unauthorized access or fraudulent transaction is undertaken. Discovering anomalous
content in digital onboarding, Authentication, Transactions processing and Customer interactions is an area that
banks can explore using ARTDDC to shorten the time delay between the anomalous content being perceived by the
customer in the digital onboarding process, to the moment the bank's representative acts on it. Newer research in the
financial sector focuses heavily on real-time fraud analytics, as well as real-time fraud detection enabled by Al
technology, to improve threat response capabilities when dealing with new threats.

Dynamic Capabilities theory also suggests that the characteristics of dynamic environments require a responsiveness
or skill that helps an organization detect the threat and respond very fast with an appropriate capability (Pavel, 2023).
ARTDDC demonstrates this sensation, because when the deepfake attack occurs, it can be detected in real time / near
real, leading to challenges to the authentication, controls of the transactions, or escalation / investigation of the
attack. With earlier detection of exposure to deepfake fraud it is possible to reduce fraud exposure and secure digital
banking continuity. Therefore, ARTDDC is expected to help to increase the DBFCR.

H3: Explainable AI-Based Deepfake Detection Capability (XAIDDC) positively influences Digital
Banking Fraud and Cybersecurity Resilience (DBFCR).

While advanced Al tools can identify fake content, artificially ambiguous predictions could reduce a cybersecurity
professional's ability to understand the "how" and "why" behind an identified manipulation.While AI is powerful
enough to generate notations of highly-skilled and crafted forms of manipulation, it's not always the best type to help
the cybersecurity professional understand how and why an interaction has been flagged as manipulated. To overcome
this advantage, XAIDDC offers interpretable evidence that is attached to detection findings and enables fraud
analysts and cybersecurity teams to comprehend, verify and act on Al-generated alerts. In high-stakes financial
contexts, like where security choices could impact transactions, identities, access to accounts, and regulatory duties,
explainability is especially significant. Thus, explainability becomes an integral part of trustworthy financial AT and
fraud-risk management, as it has recently been found to be one of the elements of financial trustworthiness (Nibigira
etal., 2024).
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Additionally, from an information processing perspective, organizational information security performance relies on
converting information into useful knowledge for organizational decision making (Nibigira et al., 2024). In order to
make this transformation more interpretable and actionable for human decision makers, explainable detection
enhances the use of algorithms. XAIDDC can then speed up investigations, help make better decision-making when
it comes to fraud responses, achieve accountability, and enhance the coordination of automated with human security
actors. These features can enhance the capabilities of banks to counteract and rebound from fraud situations
triggered by Al, fostering a favorable XAIDDC-DBFCR dynamic.

H4: AI-Driven Multimodal Deepfake Detection Capability (AMDDFC) positively influences Deepfake
Threat Detection Effectiveness (DTDE).

Deepfake attacks can be on multiple different information channels, such as facial appearance, movement of lips,
speech, type of voice used, images, etc., and the contextual information. Multimodal capability enables a banking
security to jointly analyze all these signals, which are heterogenous, and identify inconsistencies between modalities
— independently of the fact that a single source might be compromised. Their recent work All-In-One Synthesis-COPs
DeepFake Detection for Multimodal Deepfakes. Nnamdi et al. (2023) demonstrates that multimodal integration is
crucial to enhance deepfake and synthetic-fraud detection, especially with the rise in sophisticated synthetic content
creation abilities of generative technologies in multiple media formats.

OIPT proposes that if there is a high level of information uncertainty, then an organization will need it's information-
processing capacity to be larger (Akpabio & Narad, 2024). AMDDFC does this by expanding the evidence available
to consider in establishing the authenticity of an identity or digital interaction. Thus, cross-modal analysis can be
applied to enhance face/face video recognition, voice cloning and synthetic identities, as well as impersonation of
same using facial/video and vocal features. Theoretically better multimodal detection capabilities should support
better DTDE as this should represent the effectiveness of the banks in detecting such threats.

Hj5: AI-Enabled Real-Time Deepfake Detection Capability (ARTDDC) positively influences Deepfake
Threat Detection Effectiveness (DTDE).

However, for the sake of Deepfake Threat Detection Effectiveness, not only must banks detect the threats correctly,
but fast enough. ARTDDC is able to offer a real-time or speedy analysis during potentially risky transactions with
banking activity and so allows for identification of suspicious interactions which are synthetic in nature while they
are happening. With the advent of real-time Al-powered attacks and their ability to evolve and outsmart traditional
fraud defenses, real-time Al detection has emerged as a critical component. This ability to react in real time can thus
minimize the chance of fraudulent interactions going 'under the radar' of the system, thereby preventing them from
becoming recognized.

This also corresponds with Dynamic Capabilities Theory, with respect to organizational capability to identify threats
as they arise in the environment. Rapid sensing is enabled by security systems to be able to sense abnormal
audiovisual and/or identity signals during onboarding, authentication, transactions and customer communications
in digital banking. Therefore, ARTDDC should aim towards augmenting the efficiency of the detection of deep fake
identity and/or synthetic fraud and make it more timely, leading to better DTDE.

H6: Explainable AI-Based Deepfake Detection Capability (XAIDDC) positively influences Deepfake
Threat Detection Effectiveness (DTDE).

Validating the threat and deciding which action to take requires more than simply detecting whether content being
sent is real or fake, however — security personnel need to know what was behind the alarm to confirm that it's a
threat and what to do in response. A deepfake classification report from XAIDDC includes usable data about the
features, anomalies or inconsistencies that were responsible for the classification. From recent studies, it is
emphasized that XAI has immense importance in Deepfake detection and financial fraud detection, as this is an area
that introduces interpretability into the AI tools used to make security decisions, which may improve usability and
trustworthiness of security decisions.

OIPT contributes to the quality of information for organizational interpretation and decision making by the way of
explainability. If analysts are able to explain the reasoning behind the reported interaction, they can better confirm
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the alert, eliminate false positives and provide their own Investigative or Preventative controls in response to the
threat. Therefore, XAIDDC will make automated detection a more useful operation and will help the organisation
further in successfully identifying threats, which are created with the help of a deepfake. Therefore, XAIDDC is hoped
to have a positive impact on DTDE (Udeze et al., 2024).

H7: Deepfake Threat Detection Effectiveness (DTDE) positively influences Digital Banking Fraud
and Cybersecurity Resilience (DBFCR).

DTDE is the operation's efficiency of detecting these emerging frauds—synthetic identities, voice cloning,
manipulated audiovisual evidence, and other forms of fraud involving Al—and deepfake impersonation.DTDE is the
ability of the operation to detect these emerging forms of deepfake impersonation, synthetic identities, voice cloning,
manipulated audiovisual evidence and other Al-based fraud. Effectively detecting it is a first line of defense as threats
that have gone unnoticed are hard to contain or mitigate. In recent times, banking cybersecurity research has
underscored the pivotal role of Al in detecting threats, a capability that becomes increasingly vital as synthetic and
multimodal frauds become more prevalent.Advanced Al-driven threat detection acts as a key weapon in the fight
against fraud, holding greater significance as the rise of synthetic and multimodal attacks signs.Recent banking
cybersecurity research has highlighted the critical importance of advanced Al threat detection in bolstering fraud
prevention, particularly as synthetic and multimodal frauds gain prominence.

Organizational Resilience Theory also asserts that the capacity to predict and identify disturbances plays an
important role in an organization's capacity to: withstand, respond, adapt, and recover from adverse events. By
effectively identifying threats that use the deep fake technology, banks can implement enhanced verification, blocking
on the transactions, account protection, investigation of the incidents, and recovery procedures, before a threat
escalates. Hence, the impact of DTDE should be translated into tangible fraud-prevention and cybersecurity
outcomes, which should then provide theoretical justifications to a possible positive association between DTDE and
DBFCR.

HS8: Deepfake Threat Detection Effectiveness (DTDE) positively mediates the relationship between
AI-Driven Multimodal Deepfake Detection Capability (AMDDFC) and Digital Banking Fraud and
Cybersecurity Resilience (DBFCR).

While AMDDFC equips banks with advanced cross-modal analytical tools, it is important to note that these tools are
not sufficient to make banks cybersecurity resilient on their own. Partly, the degree of the organization's usefulness
should be based on whether they actually help the bank to better detect threats that leverage deep fake
technology.Some of that organizational value should derive from whether they actually assist the bank in performing
that detection mission. To better identify and highlight inconsistencies between the audio, video, image, biometrics,
and contextual evidence, multimodal analysis can be considered. Multimodal analysis may be employed to combine
complementary signals with the goal of identifying inconsistencies between the audio, video, images, biometrics, and
contextual information, thereby enhancing the identification of sophisticated synthetic fraud. This enhanced
capability in threat identification can then help banks to take early fraud control steps.

This type of mediation has combined RBV with Organizational Resilience Theory. From the perspective of RBV the
capability of an organization to develop effective action on anticipation and response in a way that creates resilient
outcomes is of high value, while from the perspective of resilient theory, technology resources need to be transformed
into effective anticipation and response processes before they produce outcomes of resilience; this is why the
organization's capability for anticipatory and responding actions may be a valuable capability. DTDE is the mode of
operation by which the capability of an AI multimodal becomes useful to combat fraud and to make cybersecurity
more resilient. Consequently, the higher the AMDDFC, the higher the DBFCR, and DBFCR would be stronger.As a
result, with the higher level of AMDDFC, the higher the level of DTDE which would lead to higher DBFCR.
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Ho: Deepfake Threat Detection Effectiveness (DTDE) positively mediates the relationship between
AI-Enabled Real-Time Deepfake Detection Capability (ARTDDC) and Digital Banking Fraud and
Cybersecurity Resilience (DBFCR).

ARTDDC gives banks the ability to conduct a quick analysis of possible deepfakes, but, importantly, its role in
organisation resilience should rely significantly on the efficacy of such rapid analysis to detect real threats. Real-time
analytics enables the ability to evaluate suspicious identity interactions and synthetic content at the point of
interaction, prior to completing a fraudulent process and improve opportunity for prevention (Sarcea, 2024).
Therefore, ARTDDC's first priority should be to improve DTDE by ensuring that the identification of deepfakes — a
precursor to potential threats — occurs with greater timeliness, with better identification leading to better fraud
prevention and cyber-response results.

This indirect relationship is theoretically supported by Dynamic Capabilities Theory, which explains how
organizational value is created when an organization detects threats quickly and transforms its findings into
appropriate actions. Schreiber & Schreiber, (2024) explains the theory of Dynamic Capabilities in which
organizational value is created in doing a threat sensing activity to be followed by values in the form of transformation
and transposing the sensed threat into suitable actions. DTDE is the single step between the continuous polling and
sensing and the deliverable of helpful security intelligence. The threat once identified can trigger controls that can
restrict the exposure to fraud and allow banks to continue to operate in safety. Therefore, DTDE is predicted to be a
mediator between the relationship of ARTDDC and DBFCR.

H10: Deepfake Threat Detection Effectiveness (DTDE) positively mediates the relationship between
Explainable AI-Based Deepfake Detection Capability (XAIDDC) and Digital Banking Fraud and
Cybersecurity Resilience (DBFCR).

While it can enhance the transparency of decisions regarding a deepfake, its significance to the cybersecurity field
may become more apparent when the outcome is comprehensible, allowing a bank to better detect and validate
threats. Explainable evidence can help cybersecurity teams interpret suspicious or unusual features, assess the
validity of AI-generated alerts, and sort out legitimate threats from reported ones but not necessarily correct. Recent
studies highlight that, as financial AI moves into a new era where trust and transparency are paramount,
explainability becomes just as vital as the ability to detect frauds and handle risks. XAIDDC should thus need to play
a role in enhancing DTDE, which is characterized by the ability to take an opaque prediction and make it a
comprehensible threat threat that can be analysed. Therefore, XAIDDC should help enhance DTDE by transforming
opaque predictions into understandable threat intelligence that could be analysed.

The mediation mechanism is explained as part of OIPT and of Organizational Resilience Theory. Resilience theory
points to the fact that helpful threat knowledge allows for looking ahead, responding, adapting, and recovering and
OIPT suggests that helpful knowledge helps improve organizational processing and decision making. Therefore,
explainability will be expected to boost the resilience, at least in increasing the identification and validation of
deepfake threats. DTDE thus acts as the linkage mechanism between XAIDDC and the overall fraud and Cyber
security outcomes, underscores a positive indirect relationship between XAIDDC and the DBFCR (Rafy, 2024).
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Figure 1: Proposed Research Model
RESEARCH METHODOLOGY
Research Design

This is a quantitative, explanatory and cross-sectional research design that leverages empirical methods to
understand the relationships between AI-Driven Multimodal Deepfake Detection Capability (AI-DMMDFDC), Al-
Enabled Real-Time Deepfake Detection Capability (AI-ERTDFC), Explainable AI-Based Deepfake Detection
Capability (AI-ExplainableDFDC), Deepfake Threat Detection Effectiveness (DTDE), and Digital Banking Fraud and
Cybersecurity Resilience (DBFCR) in the U.S. digital banking systems. Structured survey with multiple reflective
indicators on all the latent constructs were used with primary data collection. Based on the abovementioned aspects,
in order to estimate multiple latent_variable relationships, test mediation effects and analyse the explanatory and
predictive abilities of the theoretically developed model, the researcher decided to use Partial Least Squares
Structural Equation Modeling (PLS-SEM) using the SmartPLS 4 software. Recent empirical research has also used
quantitative cross sectional designs with PLS-SEM for complex organizational and technology related models. This
analysis was conducted in two stages, in the first the measurement model was analyzed based on the indicator
loading, internal consistency reliability, convergent validity, discriminant validity, and collinearity diagnosis, and in
the second stage the analysis of the structural model was carried out based on path coefficients, VIF, coefficient of
determination (R2), effect size (f2), direct and indirect effects, and predictive relevance. Significance tests and
confidence intervals were computed on the hypothesized direct and mediating relationships using 5,000 bootstraps,
which allowed the evaluation of whether the hypothesized direct and mediating relationships were statistically
significant in the study and provide the proper confidence intervals between these hypotheses.

Measurement Instruments:

In order to maintain all five constructs proposed in the research model introduced a measurement instrument
containing five multi-item reflective constructs: AI-Driven Multimodal Deepfake Detection Capability (AMDDEFC),
Al-Enabled Real-Time Deepfake Detection Capability (ARTDDC), Explainable AI-Based Deepfake Detection
Capability (XAIDDC), Deepfake Threat Detection Effectiveness (DTDE), and Digital Banking Fraud and
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Cybersecurity Resilience (DBFCR). Six items were used to measure each of six constructs giving a total of 30
measurement items. The fact that there were no previous scales directly validated for organizational-level scales for
all five constructs of deepfakes makes authors decide not to use them verbatim from the literature on multimodal
deepfake detection, real-time fraud detection, explainable AI, synthetic-identity threats, and financial cybersecurity,
but rather to adapt and place them appropriately within the literature (Ali et al., 2022). Items were all in the past
tense to align with the retrospective research design, and were assessed on a five-point Likert scale with 5 indicating
strongly agree, and 1 indicating strongly disagree. It therefore measured the extent of U.S. digital banking
organizations' developing capabilities in the areas most relevant to the issue at hand — the ability to detect deep fakes
and to increase fraud and cybersecurity resilience.

Table 1: Measurement Items for Study Constructs

'Variable

Code

Measurement Item

AI-Driven Multimodal Deepfake
Detection Capability

AMDDFC1

The bank had used Al to jointly analyze facial/video,
voice/audio, image, and other digital signals for deepfake
detection.

AMDDEFC2

The bank had integrated information from multiple
modalities to identify manipulated or synthetic digital
content.

AMDDFC3

The bank's Al systems had compared information across
different modalities to identify inconsistencies associated
with deepfakes.

AMDDFC4

The bank had combined multiple sources of digital
evidence when assessing suspected deepfake-based
impersonation.

AMDDFCs

The bank's multimodal AT capability had enabled it to
identify deepfake threats that could have been overlooked
by single-modality detection.

AMDDFC6

The bank had continuously improved its multimodal AI
capability to detect increasingly sophisticated synthetic
content.

AT-Enabled Real-Time Deepfake
Detection Capability

ARTDDC1

The bank had used Al to detect suspected deepfake activity
in real time during digital banking interactions.

ARTDDC2

The bank had rapidly analyzed suspicious synthetic
content during digital customer onboarding.

ARTDDC3

The bank had detected deepfake-based impersonation
during digital identity authentication processes.

ARTDDC4

The bank had monitored transactions and customer
interactions for deepfake-related threats as they occurred.

ARTDDC5

The bank's Al systems had generated timely alerts when
potential deepfake manipulation was detected.
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Variable Code Measurement Item

ARTDDC6

The bank had rapidly adapted its deepfake detection
processes in response to emerging forms of Al-enabled
fraud.

Explainable AI-Based Deepfake Detection

The bank's Al systems had provided understandable

.. XAIDDC1 |lexplanations for why digital content was classified as
Capability . .
genuine or manipulated.
XAIDDCa2 Cybersecurity personnel had been able to understand the
main factors underlying Al-generated deepfake alerts.
The bank's Al systems had provided interpretable evidence
XAIDDC3 . . . .
supporting deepfake detection decisions.
XAIDDC The bank had enabled human security personnel to review
4 lland validate Al-generated deepfake classifications.
The bank had maintained transparency regarding how AI-
XAIDDCs . . .
supported deepfake detection decisions were generated.
Explainable Al outputs had enabled security personnel to
XAIDDC6 |/determine appropriate responses to suspected deepfake
threats.
Deepfake Threat Detection Effectiveness |[DTDE1 The bank had effectlvel.y 1dent1f1eq deepfake-based
customer or employee impersonation attempts.
The bank had effectively detected Al-generated or cloned
DTDE2 . . . .
voices used in fraudulent interactions.
The bank had effectively identified manipulated facial or
DTDE3 . . ... . o
video evidence used in digital banking activities.
The bank had effectively detected synthetic identities used
DTDE4 ; ) ) .
to obtain unauthorized access to banking services.
The bank had effectively distinguished genuine digital
DTDEs5 interactions from deepfake-enabled fraudulent
interactions.
The bank had effectively identified emerging deepfake-
DTDE6 enabled fraud attempts before they caused significant
security consequences.
Digital Banking Fraud and Cybersecurity The bank had effectively prevented financial fraud arising
e DBFCR1
Resilience from deepfake-enabled attacks.
The bank had maintained secure digital banking
DBFCR2 ||operations when confronted with deepfake-related

cybersecurity threats.

Copyright © 2024 by Author/s and Licensed by JISEM. This is an open access article distributed under the Creative Commons Attribution License

4921

which permitsunrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited.




Journal of Information Systems Engineering and Management

2024, 9(4s)

e-ISSN: 2468-4376

https://www.jisem-journal.com/ Research Article

Variable Code Measurement Item

The bank had effectively contained the impact of deepfake-

DBIFCR3 enabled fraud and cybersecurity incidents.

The bank had responded rapidly to cybersecurity incidents
DBFCR4 ||involving synthetic identities or manipulated digital
content.

The bank had effectively recovered from disruptions
DBFCR5 ||caused by deepfake-enabled fraud or cybersecurity
incidents.

The bank's cybersecurity arrangements had adapted
DBFCR6 ||effectively to evolving deepfake and Al-enabled fraud
threats.

The wording was carefully formulated to be organization level and capability centre as it was aimed at assessing the
theoretical construct of the study and not respondents' personal ability to detect deepfakes. The multimodal
integration and cross-modal reasoning domains, which demanded effective deepfake detection, were previously
highlighted in the recent literature; for synthetic and financial risks, the most relevant content was the real-time
deepfake detection and risk metric; and explainability lay at the core of the recent literature in dealing with the
interpretation and operationalization of decisions supported by Al tools for security purposes. DTDE, as a result,
reflected the effectiveness of realized threat identification and the DBFCR reflected the wider organizational products
of prevention, continuity, containment, response, recovery, and adaptation.

Population and Sampling

Professionals with roles or expertise that fall under the banking and digital financial-service space in the U.S. who
have a role or knowledge concerning digital banking, cybersecurity, fraud prevention, information technology (IT),
risk management, digital identity verification, compliance or Al driven security systems were included in the study.
Purposive sampling was the most suitable method as the study aimed to engage respondents who had relevant
knowledge and experience to provide informed assessments of the quality of (AI) Deepfake Detection Capability
(DDC) and (AI) Explainable AI-Based DDC (XAIDDC), a RealTime Deepfake Detection Capability (RTDDC), a
Deepfake Threat Detection Effectiveness (DTDE), and a Digital Banking Fraud and Cybersecurity Resilience
(DBFCR). In recent studies on cybersecurity, banking, and technology in the quantitative approach, purposive
sampling strategy was adopted for certain quantitative studies for which specialized or relevant experience was
required to take part in the study (Bhardwaj & Goundar, 2024). The final sample consisted of 510 respondents who
were valid for the respective professional position in a banking organization and a representation of the digital
banking operations in the U.S. banking sector. This value was deemed sufficient for PLS-SEM due to the fact that it
includes a relatively large number of samples for stable estimation of the measurement model, structural model
(including multiple direct paths) and mediation models (including the three proposed mediation effects) for different
types of models; recent research on PLS-SEM has also stated that in addition to minimum sample size rules, samples
with a relatively large number of samples are very important for stable estimation of the measurement model,
structural model (including multiple direct paths) and the mediation model (including the three proposed mediation
effects) in various types of model (Kazimierczak et al., 2024). For this reason, using a purposive respondent selection
method between the beginning of the research and a final sample of 510 respondents, was sufficient to establish the
empirical basis for the investigation of the proposed AI deepfake-detection and cybersecurity-resilience model.
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Data Collection Method

The primary data were gathered by distributing a structured and self-administered online questionnaire to the
professionals working in U.S. banking and digital financial-service organisations following the same procedure as
used in various recent quantitative banking, cybersecurity, and technology studies to collect standardized
information for PLS-SEM analysis (Pleshakova et al., 2024). The questionnaire consisted of two parts: one asking for
the demographic and professional data of the respondents and the other asking the 30 measurement items that
represent the capabilities of AI-Driven Multimodal Deepfake Detection Capability (AMDDFC), AI-Enabled Real-
Time Deepfake Detection Capability (ARTDDC), Explainable AI-Based Deepfake Detection Capability (XAIDDC),
Deepfake Threat Detection Effectiveness (DTDE), and Digital Banking Fraud and Cybersecurity Resilience (DBFCR).
The items on the constructs were measured on a 5-point Likert scale, from 1 = strongly disagree to 5 = strongly agree.
To keep the time focused on the development of the interview guide as well as ensuring that participants had the
required knowledge or experience in digital banking, cyber security and fraud prevention, risk management or
information technologies, and Al-powered security and digital identities, a purposive data collection approach was
used, similar to recent studies that targeted knowledgeable respondents for their specific research in cyber security
and financial technology. No personally identifying information was requested and participants were informed about
academic purpose of the study and the voluntary participation, confidentiality and anonymity of the responses before
completing the questionnaire. The questionnaires returned were then checked for completeness and quality of
responses so that finally 510 valid questionnaire responses could be kept, coded and processed for measurement and
analysis of structural model using PLS SEM.

Respondents’ Demographic Profile

The respondents (n = 510) were quite diverse in the demographic profile across gender, age, education, organizational
position, professional experience and industry experience. In terms of gender, 326 respondents (63.9%) were male
and 184 (36.1%) were female. Regarding age, 38 respondents (77.5%) were below 25 years, 186 (36.5%) were aged 25—
34 years, 164 (32.2%) were aged 35—44 years, 91 (17.8%) were aged 45—54 years, and 31 (6.1%) were aged 55 years or
above, indicating that most participants were within the professionally active 25—44 age range. As far as educational
background is concerned, 142 (27.8%) responded with a bachelor's degree, 248 (48.6%) with a master's degrees, 103
(20.2%) with MPhil/PhD and 17 (3.3%) with other educational background, reflecting that the group of respondents
was very educated. As far as position within the organization, 128 respondents (25.1%) work in managerial roles, 104
(20.4%) are senior executives, 139 (27.3%) are business/data analysts, 73 (14.3%) are sustainability professionals and
66 (12.9%) work in other roles. Professional experience was also very spread out, with 82 (16.1%) having < 5 years of
experience, 174 (34.1%) having 5—10 years of experience, 146 (28.6%) having 11—15 years of experience, and 108
(21.2%) having > 16 years of experience. Lastly, industry distribution revealed that 148 respondents (29.0%) were
working in the manufacturing industry whereas 91 (17.8%) were working in the energy industry, 106 (20.8%) in
technology industry, 74 (14.5%) were working in agriculture industry and also 91 (17.8%) respondents were working
in other industries. The demographic profile also showed that the sample consisted of individuals with diverse
backgrounds in terms of education, occupation, and experience, providing a solid empirical foundation for the
subsequent PLS-SEM analysis; different demographic characteristics, including gender, age, education, occupation,
and experience, have also been described in recent studies on digital banking and cybersecurity (Kaushik et al., 2024).
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Figure 2: Respondents Profile
Data Analysis Technique

All the collected data were analyzed using the Partial Least Squares Structural Equation Modeling (PLS-SEM) via the
Software of SmartPLS 4, which would allow the direct and indirect linkages between the five latent variables and
measurement evaluation. Analytical stages were followed:Two stages of analysis were done: First, the indicator
reliability, internal consistency, convergent and discriminant validity as well as problematic multicollinearity were
determined in terms of the reflective measurement model by employing indicator loadings, Cronbach's alpha,
composite reliability (CR), average variance extracted (AVE) and Variance inflation factor (VIF) and heterotrait—
monotrait ratio (HTMT) respectively. First, standardized path coefficients (), coefficients of determination (R2),
effect sizes (f2), predictive relevance factor (coefficient 1) and direct and specific indirect effects were calculated for
the whole structural model to measure the explanatory and predictive performance of the proposed model. The
statistical significance of the hypothesized relationships were examined using a nonparametric bootstrapping
procedure with 5,000 resamples, and t-values, p-values and 95% confidence intervals showed that the proposed
effects were also statistically supported as per the recent applications of PLS-SEM which were applied by Pashentsev
& Bazarkina, (2023b) respectively. Subsequently mediation analysis was conducted using bootstrapped specific
indirect effects, which overall supported the study's measurement and structural models, confirm their links between
the constructs, and quantify the impact of AI-Driven Multimodal Deepfake Detection Capability (AMDDFC), AlI-
Enabled Real-Time Deepfake Detection Capability (ARTDDC), and Explainable AI-Based Deepfake Detection
Capability (XAIDDC) on Digital Banking Fraud and Cybersecurity Resilience (DBFCR).
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Assessment of Measurement Model

This was followed by the assessment of the measurement model in PLS-SEM in Smart PLS 4 to ensure the reliability
and validity of the five reflective measures: AI-Driven Multimodal Deepfake Detection Capability (AI-DMDDFC); AL
Enabled Real-Time Deepfake Detection Capability (AI-ERTDDC); Explainable AI Based Deepfake Detection
Capability (Explainable AI (E) DDFC); Deepfake Threat Detection Effectiveness (DTDE); and Digital banking Fraud
and Cybersecurity Resilience (DBFCR). Dropping indicators for reliability of the indicators was done based on outer
loadings of ~ 0.708 and less for values higher than 0.708 were regarded as desirable, checking of variance inflation
factor (VIF) at the indicator level were then carried out to obtain indicators that have potential collinearity problems.
Internal consistency reliability was determined by Cronbach's alpha regression coefficient ranging between 0.70 and
above considered satisfactory and composite reliability (CR), with values of at least 0.50 that means that each
construct explains over half the variance of its indicators was considered satisfactory, convergent validity was
determined by the average variance extracted (AVE) regression coefficient of which values of 0.50 or above were
considered satisfactory (Kaushal et al., 2024). The heterotrait — monotrait ratio (HTMT) was then checked to assess
discriminant validity by assessing differences between constructs, in order to detect various constructs from each
other. The assessment thus prioritized whether the indicators were suitable for their intended constructs and
reliability, convergent validity, discriminant validity and collinearity were addressed prior to the assessment of the
structural model and the direct and mediating hypotheses measured.

Common method bias assessment showed that the common method bias was not a serious problem in this study.
After Principal Axis Factoring the first factor had an initial eigenvalue of 12.143 to account for 40.478% of the total
variance, and produced 39.693 % of the variance after extraction. In both instances the variance in the measurement
items in the first factor was under 50% which most studies suggest does not make common method bias a significant
problem (Ali et al., 2023). Further, there had been some variance spreading out across multiple factors: the first 3
reported extracted factors together accounted for 70.349% of the variance, and the five reported extracted factors
each together accounted for 77.227% of the variance that had been extracted, further indicating that such responses
were not dominated by any single general methodological factor. To the best of our knowledge, the present study is
the first to use Harman's single-factor procedure as a preliminary assessment of common method bias in
questionnaire-based PLS-SEM studies in parallel with the recent ones.To date, as far as we know, no similar studies
have used Harman's single-factor procedure as a preliminary test for the presence of common method bias in
questionnaire-based PLS-SEM research, besides the recent studies like our study. Thus, the results indicated that
there was little concern about occurrence of common method bias as it had not materially affected the relationships
among the study constructs; therefore, the results could be accepted for future measurement and structural model
analyses.

From the results in Table 3, it was obtained that the indicator reliability of the measurement model was quite high,
internal consistency reliability of the measurement model was good, and the convergent validity of the measurement
model was good as well as indicator collinearity of the measurement model showed acceptable values. The factor
loading values for all the indicators were above the recommended 0.708 suggesting that all the indicators were
adequate of capturing the latent constructs of DTDE1 (from 0.850) to XAIDDC2 (from 0.927). Cronbach's alpha
values ranged between 0.942 (DTDE) and 0.965 (XAIDDC) and composite reliability values ranged from 0.954 to
0.971, which was much higher than the widely accepted minimum reliability of 0.70. Likewise, the AVE for each item
has ranged from 0.775 for DTDE to 0.850 for XAIDDC much higher than the recommended AVE value (0.50); this
ensured good convergent validity. Specifically, ARTDDC had reported a = 0.958, CR = 0.966, and AVE = 0.827;
AMMDEFC had reported a = 0.948, CR = 0.958, and AVE = 0.793; DTDE had recorded a = 0.942, CR = 0.954, and
AVE = 0.775; DBFCR had produced a = 0.949, CR = 0.959, and AVE = 0.796; and XAIDDC had demonstrated the
highest reliability and convergent validity with a = 0.965, CR = 0.971, and AVE = 0.850. Moreover, most of the VIF
varied from 2,643 to 4,867, which did not show problematic indicator-level multicollinearity as is usually considered.
In general, the results had shown that all 30 indicators were valid and reliable; and the five constructs were valid and
had acceptable psychometric properties for further testing of the discriminant-validity and the structural model.

Concerning the discriminatory validity of the five constructs, the results shown in Table 4 suggested that adequate
discriminatory values were achieved among the five constructs based on the Heterotrait-Monotrait (HTMT) ratio.
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The highest was found between Digital Banking Fraud and Cybersecurity Resilience (DBFCR) at 0.763; followed by
Deepfake Threat Detection Effectiveness (DTDE) and ARTDDC at 0.546 and 0.476 respectively; followed by XAIDDC
(0.468), AMMDEFC (0.447), AMMDEFC (0.437), XAIDDC (0.423) and DBFCR (0.423). The other relationships were
significantly lower with smaller HTMT values such as AMMDFC—XAIDDC (0.034), ARTDDC—XAIDDC (0.058) and
AMMDFC—-ARTDDC (0.026). Most importantly, none of the relationship between the latent constructs showed any
problematic conceptual overlap as all of the HTMT were below the benchmark value of 0.85 in modern PLS-SEM
studies. The comparatively larger HTMT value between DTDE and DBFCR (0.763) indicated these two constructs
had meaningful conceptual association, however it was not so close to 0.85 (conservative threshold) or 0.9 (more
liberal threshold). Thus, the findings confirmed the adequate discriminant validity between the different constructs
(AMMDEFC; ARTDDC; DBFCR; DTDE; XAIDDC) justifying their use in subsequent analyses of the model and
hypotheses considered.

Results of the effect size are presented in the Table 5 and these results showed that the latencies have exerted different
effect when related with the endogenous constructs. From a commonly adopted perspective on the size of the effects
of £2, which is around 0.02, 0.15 and 0.35 respectively for small, medium, and large effects, the contribution of
AMMDFC was comparatively stronger in enhancing the DTDE (f2 = 0.344), than in improving the DBFCR (f2 =
0.148). ARTDDC had shown to have a medium effect on DBFCR (f2 = 0.235) and a large effect on DTDE (f2 = 0.395)
which was the biggest effect in the model. The DTDE had levelled a moderate influence on DBFCR (R2 = 0.162), and
played a significant role in accounting for the banking fraud and cybersecurity resilience. XAIDDC had demonstrated
a small f2 value for DBFCR (f2 = 0.098) and a larger 2 value for DTDE (f2 = 0.369) as compared to DBFCR. This
classification corresponds with the recent PLS-SEM-based application that used 0.02, 0.15 and 0.35 as thresholds
separating small, medium and large effects, respectively. Overall, the results indicated that the substantive role of
DTDE in the proposed model strengthened by the contribution of ARTDDC and XAIDDC however, in the case of
DBFCR it was seen that the contribution of AI techniques for the detection of deepfake images were relatively
insubstantial on a small to medium scale.

Table 6 presented the results of the model-fit that showed satisfactory explanatory capability, predictive relevance,
and approximate model fit of the structural based on the results obtained. The R2 for Digital Banking Fraud and
Cybersecurity Resilience (DBFCR) was 0.640, with an adjusted R2 or 63.7% that showed that AMMDFC along with
ARTDDC, XAIDDC, and DTDE accounted for 64.0% of the variance in DBFCR. Likewise, DTDE attained an R2 of
0.542 and an adjusted R2 of 0.539 indicating that the three Al-based deep fake detection mechanisms had accounted
for 54.2% of its variance. Prior to the PLS-SEM application, the Q2predict values were positive for both constructs of
endogenous variables, namely for DBFCR (+0.536) and DTDE (+0.576), as is common in previous PLS-SEM
applications, where the positive Q2predict values have been considered as evidence for out-of-sample predictive
relevance (Folds, 2022). The prediction-error measures of RMSE = 0.685 and MAE = 0.533 for DBFCR and RMSE
= 0.654 and MAE = 0.529 for DTDE quantified prediction errors, but only a comparison with an appropriate
benchmark model can demonstrate a superior prediction performance, not looking at them separately. Additionally,
the SRMR value for both saturated model and estimated model were 0.026, which are fairly low compared to the
widely accepted criterion of 0.08 (Kovaci, 2023) indicating satisfactory approximate model fit. Moreover, the value
obtained for the NFI was high, 0.961 for both models, indicating high relative fit values. Overall, the results had
indicated that the proposed model accounted for significant variance in DBFCR and DTDE, was relevant with a
positive predictive role and, furthermore, was able to provide satisfactory approximate fit for its further
interpretation of the structural connections and results obtained from a test of the hypotheses.
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Figure 3: SEM with Factor Loadings

Table 2: Common Method Bias

Total Variance Explained
Factor Initial Eigenvalues Extraction Sums of Squared Loadings
Total % of Cumulative Total % of Cumulative
Variance % Variance %
1 12.143 40.478 40.478 11.908 39.603 39.693
2 4.819 16.064 56.542 4.620 15.401 55.094
3 4.797 15.989 72.532 4.576 15.255 70.349
4 1.338 4.460 76.991 1.087 3.623 73.972
5 1.205 4.018 81.009 .976 3.255 77.227
Extraction Method: Principal Axis Factoring.
Table 3: Reliability, Validity and Variance Inflation Factor (VIF)
Construct/Items | VIF values Factor Cronbach's Composite Average Variance
Loadings | Alpha Reliability Extracted (AVE)
Predictive Analytics Capability 0.958 0.966 0.827
ARTDDC1 4.519 0.921
ARTDDC2 3.887 0.905
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ARTDDC3 3.949 0.906

ARTDDC4 3.905 0.905

ARTDDCj5 4.333 0.916

ARTDDC6 3.918 0.903

Al-Driven Multimodal Deepfake Detection | 0.948 0.958 0.793
Capability

AMMDFC1 3.593 0.894

AMMDEFC2 2.809 0.858

AMMDFC3 4.292 0.916

AMMDFC4 3.386 0.889

AMMDEFCs 3.736 0.900

AMMDFC6 3.305 0.885

Deepfake Threat Detection Effectiveness 0.942 0.954 0.775
DTDE1 2.643 0.850

DTDE2 3.311 0.888

DTDE3 3.118 0.879

DTDE4 3.519 0.895

DTDEs5 3.024 0.874

DTDE6 3.486 0.894

Digital Banking Fraud and Cybersecurity | 0.949 0.959 0.796
Resilience

DBFCR1 3.873 0.904

DBFCR2 3.131 0.878

DBFCR3 3.207 0.882

DBFCR4 3.421 0.890

DBFCR5 3.973 0.907

DBFCR6 3.410 0.892

Explainable = AI-Based Deepfake Detection | 0.965 0.971 0.850
Capability

XAIDDC1 4.568 0.919

XAIDDC2 4.867 0.927

XAIDDC3 4.792 0.923

XAIDDC4 4.553 0.922

XAIDDCs 4.594 0.919

XAIDDC6 4.778 0.923
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Table 4: Discriminate Validity Heterotrait-Monotrait (HTMT) Ratio

AMMDEFC ARTDDC DBFCR DTDE XAIDDC
AMMDEFC
ARTDDC 0.026
DBFCR 0.447 0.546
DTDE 0.437 0.476 0.763
XAIDDC 0.034 0.058 0.423 0.468
Table 5: Effect Size of Latent Variables
f-square Effect Size
AMMDEFC -> DBFCR 0.148 Small
AMMDEFC -> DTDE 0.344 Medium
ARTDDC -> DBFCR 0.235 Medium
ARTDDC -> DTDE 0.395 Large
DTDE -> DBFCR 0.162 Medium
XAIDDC -> DBFCR 0.098 Small
XAIDDC -> DTDE 0.369 Large
Table 6: Model Fit
R-sq | AdjR-sq Q2predict | RMSE MAE | Saturated Estimated Model
Model
DBFCR | 0.640 | 0.637 0.536 0.685 0.533
DTDE 0.542 | 0.539 0.576 0.654 0.529
SRMR 0.026 0.026
NFI 0.961 0.961
Hypotheses Testing

H1: AI-Driven Multimodal Deepfake Detection Capability (AMMDFC) positively influenced Digital
Banking Fraud and Cybersecurity Resilience (DBFCR).

However, the present results had confirmed that Hi, AMMDEFC, had a statistically significant, positive effect on
DBFCR; a t value of 8.914 with a p value of < 0.001. The 95% bootstrapped confidence interval had not contained
zero and ranged from 0.209 to 0.326 further reinforcing the significance of the relationship. This discovery suggested
that an increase in ability to integrate and analyze more than one modality relevant to deepfakes had been linked to
increased fraud prevention and cyber security strength in digital banking. Thus, it had been accepted that H1 was
true. The interpretation was consistent with the PLS-SEM interpretation criteria set above, which is a structural
relationship that is statistically significant based on t-value above 1.96, p value < 0.05, and confidence interval value
not included in o.
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H2: AI-Enabled Real-Time Deepfake Detection Capability (ARTDDC) positively influenced Digital
Banking Fraud and Cybersecurity Resilience (DBFCR).

The findings had shown that ARTDDC had acted positively and statistically significantly with regards to DBFCR, with
the t-value of 11.533 the p-value of less than 0.001. The 95% CONFIDENCE_INTERVAL was now longer, banging
between 0.286 and 0.403 with no negative numbers. Such a finding was said to indicate banking firms' ability to
adequately identify threats stemming from deepfakes quickly during digital interactions had been linked to higher
capability to prevent, tolerate and react to fraud or cybersafety events, respectively. This meant that H2 was accepted.

H3: Explainable AI-Based Deepfake Detection Capability (XAIDDC) positively influenced Digital
Banking Fraud and Cybersecurity Resilience (DBFCR).

The findings revealed that H3 has been supported: As for the effects of XAIDDC while thek value was 0.220, t-value
was 7.477 and p-value was < 0.001, which indicates that the XAIDDC had caused a positive and significant effect on
DBFCR. The 95% confidence interval for its had been (0.161, 0.278) which did not contain zero and hence supported
the statistical significance of the relationship. The findings showed that explainable and comprehensible AI-provided
evidence for deepfake detection was related with enhanced digital business fraud prevention and Cyber-resilience.
As such, the proposal had been accepted for H3.

Hg: AI-Driven Multimodal Deepfake Detection Capability (AMMDFC) positively influenced
Deepfake Threat Detection Effectiveness (DTDE).

H4 had been supported by the findings as AMMDFC had shown a positive relationship with DTDE being statistically
significant (f = 0.398, t = 14.297, p < 0.001). The interval associated with the reported 95 percent confidence interval
was (0.293, 0.423), which did not contain 0.The interval (0.293, 0.423) was the 95 percent confidence interval
reported and contained no 0's. The results showed that the collective intelligence of facial /video, voice/audio, image
and other digital signals — the combination of which has never been possible to achieve until now — were positively
correlated with the effectiveness of banks' identification of deepfake impersonation, synthetic identity, manipulated
media and associated fraud. So, it was accepted that H4 was the case.

Hj5: AI-Enabled Real-Time Deepfake Detection Capability (ARTDDC) positively influenced Deepfake
Threat Detection Effectiveness (DTDE).

Finally, the results were supportive of H5 as evidenced by elevated and statistically significant beta (0.426), t (14.735)
and p value (<0.001) between ARTDDC and DTDE. The 95% confidence interval in previous years had been between
0.342 and 0.452 and it was positive. The results showed that early detection and monitoring of deepfakes in the
onboarding, authentication, transactions and customer interaction processes could result in the potential for
increased effectiveness in detecting deepfakes within their organization. So, H5 was accepted in this case.

H6: Explainable AI-Based Deepfake Detection Capability (XAIDDC) positively influenced Deepfake
Threat Detection Effectiveness (DTDE).

The results had confirmed H6 which had been positively and significantly influenced DTDE (p = 0.412, t = 14.886, p
< 0.001). The bootstrapped 95% confidence interval for the parameter had not contained zero but has been found to
lie within 0.368 and 0.481. This finding led them to believe that making the explanations and evidence provided by
the AI easy to understand and interpret, has been correlated with higher effectiveness in detecting threats in the
image. The evidence from the statistics, therefore, had been in favour of accepting H6.

H7: Deepfake Threat Detection Effectiveness (DTDE) positively influenced Digital Banking Fraud
and Cybersecurity Resilience (DBFCR).

The results had confirmed the hypothesis as the DTDE had been positively correlated with DBFCR with strong t value
(t=10.692 and p < 0.001). The reported 95% confidence interval from (0.357, 0.466) was still positive and consistent
with other commonly-used bootstrapping criteria, indicating statistical significance. The discovery showed that
higher effectiveness in preventing deepfakes, voice cloning, manipulated contents, synthetic identities, and almost
any other type of fraud that leverages AI has been linked to cyber fraudR and digital banking resilience. As such, Hy
had been positively accepted and empirically supported as an aspect of the model's explanation of the phenomenon.

4930

Copyright © 2024 by Author/s and Licensed by JISEM. This is an open access article distributed under the Creative Commons Attribution License
which permitsunrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited.



Journal of Information Systems Engineering and Management

2024, 9(4s)
e-ISSN: 2468-4376
hitps://www.jisem-journal.com/ Research Article

Table 7: Hypotheses Testing Direct Relationship (Bootstrapping)
No. | Paths B- Values | t- Values p- Values 2.5% 97.5% | Results
Hi1 AMMDFC—DBFCR 0.268 8.914 0.000 0.209 | 0.326 Accepted
H2 | ARTDDC— DBFCR 0.344 11.533 0.000 0.286 | 0.403 Accepted
H3 | XAIDDC— DBFCR 0.220 7.477 0.000 0.161 0.278 Accepted
Hg4 | AMMDFC— DTDE 0.398 14.297 0.000 0.203 | 0.423 Accepted
H5 | ARTDDC— DTDE 0.426 14.735 0.000 0.342 | 0.452 Accepted
H6 | XAIDDC— DTDE 0.412 14.886 0.000 0.368 | 0.481 Accepted
H7 DTDE—DBFCR 0.357 10.692 0.000 0.357 0.466 Accepted

HS8: Deepfake Threat Detection Effectiveness (DTDE) positively mediated the relationship between
AI-Driven Multimodal Deepfake Detection Capability (AMMDEFC) and Digital Banking Fraud and
Cybersecurity Resilience (DBFCR).

The results had validated H8, which was in terms of indirect effect of AMMDFC on DBFCR through DTDE got positive
result and statistically significant (f = 0.142, t = 8.684, p < 0.001). The direct effect of AMMDFC on DBFCR was also
positive (f = 0.268 when total effect B = 0.410. The computed VAF value of 34.63% suggests that about a third of the
overall effect of AMMDEFC on DBFCR was indirect via DTDE. The results had shown partial mediation as the VAF
value had been in the range of 20%—80%, which is the acceptable range for partial mediation (PASHENTSEV et al.,
2024). Therefore, AMMDEFC positively impacted DBFCR, directly and indirectly, by increasing detection capabilities
at the bank for deep fake attacks and H8 was accepted.

Ho: Deepfake Threat Detection Effectiveness (DTDE) positively mediated the relationship between
AI-Enabled Real-Time Deepfake Detection Capability (ARTDDC) and Digital Banking Fraud and
Cybersecurity Resilience (DBFCR).

The results had found positive and statistically significant results for the indirect effect of ARTDDC on DBFCR via
DTDE (B = 0.152, t = 8.766, p < 0.001) that supported hypothesis Hg. The direct effect turned out to be positive at
= 0.344 and the total effect reached B = 0.496 which showed that the ARTDDC had both direct and mediated effect
on DBFCR. However, the VAF value of 30.65% indicated that DTDE was responsible for a significant portion of the
overall relationship between the variables under investigation, in the meantime, there was still a direct relationship
between the variables. The value of this ranged between 20% and 80%, which are traditionally considered as partial
mediation range in PLS-SEM studies. Hence, realtime deepfake detection capability had worked on increasing the
efficacy of deepfake threat detection to bolster the resilience of banking fraud and cybersecurity...that is why Hg was
accepted.

H1o: Deepfake Threat Detection Effectiveness (DTDE) positively mediated the relationship between
Explainable AI-Based Deepfake Detection Capability (XAIDDC) and Digital Banking Fraud and
Cybersecurity Resilience (DBFCR).

This finding had been congruent with H1o which revealed that DTDE operated indirectly to impact DBFCR via
XAIDDC, and had attained both positive and statistically significant  (0.147) (t = 8.478) (p < 0.001). The direct effect
of XAIDDC on the DBFCR was found to be § = 0.220 while the total effect was f = 0.367. Based on the VAF value,
the DTDE value was 40.05% which meant it had mediated about 40% of the overall relationship between XAIDDC
and DBFCR, which was the highest mediation proportion among the three mediation paths listed in Table 8 above.
As the value of VAF remained between 20% and 80%, direct effect and indirect effect have been positive, this had
been supportive in terms of partial mediation. As a consequence, introducible Artificial Intelligence capability has
been directly connected to banking fraud and cyber security resilience, also indirectly, thanks to the better
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performance in the deepfakes threat detection procedure.H10 was as a consequence accepted, and explainable-Al
capability had been directly connected to banking fraud and cyber security resilience also indirectly because of the
better performance in deepfakes threat detection procedure.

Table 8: Mediation Type and Effect

No. | Paths Indirect | t-value | P Direct | Total | VAF Mediation
Effect Value | Effect | Effect | (%) Result
(6) (6) (6)
HS AMMDFC—DTDE 0.142 8.684 0.000 | 0.268 0.410 34.63% Partial
_,DBFCR Mediation
Ho ARTDDC— 0.152 8.766 0.000 | 0.344 0.496 30.65% Partial
DTDE—DBFCR Mediation
Hio | XAIDDC—DTDE— 0.147 8.478 0.000 | 0.220 0.367 40.05% Partial
DBFCR Mediation
DISCUSSION:

The results showed that Al-powered deepfake detection methods have effectively contributed to the overall
improvements in fraud prevention and the wider cybersecurity and resilience efforts of digital banking, both directly,
and indirectly via Deepfake Threat Detection Effectiveness (DTDE). All seven of the direct hypotheses were supported
and all three of the mediation hypotheses. For Digital Banking Fraud and Cybersecurity Resilience (DBFCR) the
model accounted for 64.0% of the variance, for DTDE the model accounted for 54.2% of the variance, and the positive
Q2predict values for both DBFCR (0.536) and DTDE (0.576) showed predictive relevance. All this showed that the
ability of deepfake resilience in digital banking had not relied on one technological ability only but instead had been
multimodal, real-time, and explanatory modalities—operating as complementary organizational Al abilities. This is
in line with the latest financial sector research, highlighting the importance of multimodal deepfake analysis for real-
time threat detection, adaptive cybersecurity, and explainable Al as effective countermeasures against AI-powered
financial fraud

Both hypotheses were confirmed in a positive correlation between the AI-Driven Multimodal Deepfake Detection
Capability (AMMDEFC) and the DBFCR (§ = 0.268, p < 0.001), suggesting that the integration of all four signals
(facial, voice, image and other signals) had enhanced banks' ability to prevent and respond to deep fake frauds. It was
also in keeping with Sharma & Sharma, (2024) highlighting the need for multimodal deepfake analysis to the point
that it is currently a key component of contemporary deepfake forensics and Gupta et al. (2024) who pointed to
multimodal deepfake analysis as one of the pillars of adaptive cybersecurity, particularly in financial services. The
same applies to who stressed the need to use multimodal fraud detection using voice biometrics and other signals.
The relatively small magnitude of f2 effect of AMMDFC on DBFCR (0.148), however, indicated that an ability to
operate multi-modally had not been enough to build strong organizations. This allowed a qualification to studies that,
while technically oriented, put a focus on updating the detection architecture as a principle means of combating fraud.
It is possible that these differences warrant inclusion, as technical studies would look at only the accuracy with which
the events are detected, while organizational resilience would also take into account response processes, human
oversight, governance, authentication controls, incident management and operational recovery procedures.

The medium effect size of ARTDDC (f2 = 0.235) supported H2 with a noticeable positive effect on DBFCR (§ = 0.344)
(p < 0.001). The outcome revealed that being alerted to fraudulent synthetic bank content during transactions had
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improved the alleviating effect banks had on deepfakes banking fraud. This result agreed with that highlighted on
identifying adversarial threat during real-time in the context of Financial Services and Tahraoui et al. (2023) which
correlated between Real-time Fraud Detection and secure digital-service environs. Pashentsev & Bazarkina (2023a)
also emphasized suspicious-activity detection in real-time as a crucial aspect of the new generation in the realm of
biometric cyber security. The outcome also made an important distinction from research mostly focused on the offline
forensic detection in the presence of pre-manufactured manipulated content. In digital banking, this lag in detection
might undermine the usefulness of security measures, as fraudulent onboarding or authentication processes or
transactions may take place quickly. Hence, it is argued that the impact of ARTDDC might be attributed to its
potential for stepping beyond the realm of retrospective forensic analysis to a proactive position in the actual risk
situation.

The direct effect of XAIDDC on DBFCR was also positive and relatively small (f2 = 0.098) as in DFR1, the effect size
is very small, while it reached = 0.220, p < 0.001 and to supportH3. The finding was corroborated by Das (2024),
who highlighted the importance of explainability in bridging the gap between findings in deepfake detection and
meaningful interpretation who included explainability in a cyber-fraud detection architecture for use in digital KYC
processes. Trustworthy situations of Artificial Intelligence have also been defined as having explainability,
transparency, governance and human oversight as conotential factors in the recent study of the financial industry.
However, the “relatively small," direct effect did allow for qualification of views that include explainability as a
primary security-performance mechanism. Explainability does not exist in the context of proactively identifying or
preventing attacks, but instead enables understanding and actionability of AI decisions. The benefits of its resilience
may therefore lie in whether these explanations are used up to the potential by the security analysts, fraud
investigators and decision makers. The development of Al technologies posed the question of whether Al is going to
serve as a science-fiction or reality-based solution to socially nuanced problems, which aligned with the research
findings that pointed to ongoing conflicts regarding the sophistication of Al, the degree of explainability, efficiency,
and timeliness (Situmeang & Pudjiastuti, 2024).

The impacts on DTDE strengthened evidence on the mechanism by which these capabilities did (or did not) work.
AMMDEFC significantly influenced DTDE ( = 0.398, p < 0.001; f2 = 0.344), supporting H4. The discovery suggested
that using a variety of information modalities had enhanced the strength of the finance industry's identification and
detection of synthetic content and/or fake identities. This helped the literature of deepfake forensic techniques being
developed at a contemporary stage, which did not rely on a single modality (visual or audio) but multimodal
approaches. The result might be due to the complementarity of information across modalities: manipulation which
was convincing when only one modality was considered might lead to some inconsistencies when all modalities were
taken into account (kinaesthetic, FD, facial movement, voice, identity information, and context). However, the results
cannot be taken as implying that multimodal systems were inherently impervious to attacks based on sophisticated
systems. New studies have highlighted other potential nuances of reliable detection — including adversarial
manipulation, model generalization, new deepfake techniques, and the changing nature of synthetic content — as
discussed in recent literature. Hence, in the present findings, multimodality has proved to be effective in the
detection, and the efficacy of detection has not been significantly curtailed, though model adjustment has to be done
continuously.

ARTDDC had the strongest effect on DTDE ( = 0.426, p < 0.001; f2 = 0.395), supporting H5. According to this
finding, one of the critical factors to defend against threats was the bank's pace in identifying the threats as a deepfake,
especially in the case of these originating from inquisitive customers.The key factor in the identification of the threat
was in how fast banks responsive identified it, particularly in regards to that from inquisitive customers, this result
showed. It surmises the real-time adversarial identification and adaptive cyber security in financial services set out,
and the real-time identity related detection in a digital KYC risk-based assessment proposed by NITA1 et al, (2023).
It might be appropriate because of the time-sensitive nature of digital banking, such as signing up, biometric
authentications, initiating transactions, engaging with customer support, and logging into accounts are all within
moments. Thus, too slow response times may not allow for any preventative benefit, even with a technologically
correct system. Concurrently, research on the actual applications of Al in real time has noted various challenges,
including computation limitations, losses in scalability, privacy concerns, and operational hurdles. The present
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findings thus suggested that real-time capability was high consequence while existing literature indicated that for
implementation, the speed at which it is detected, the accuracy of detection, privacy and operational cost were all
important to get right.

XAIDDC had also exerted a strong positive influence on DTDE (f§ = 0.412, p < 0.001; f2 = 0.369), supporting H6.
This indicated that explainability played a role in making threat detection more effective by providing the ability for
personnel to comprehend, validate and act on AI alarms. Explainable multimodal machine-learning models for the
identification of targeted vishing and social-engineering attacks, and explainability as how to connect between
automatic deepfake detection and forensic analysis. This aligns with the broader financial AT literature that calls for
explainability in the context of human oversight for critical decision-making processes. But research on explainability
has pointed to the introduction of complexity in explanation-provided mechanisms and to the fact that explanatory
mechanisms do not necessarily imply trustworthy decision making. This apparent difference can be explained by
clarifying technical explainability from organizationally useful explainability; the value of explanations for security
depends on whether they can be understood, on the timeliness of their creation, on their accuracy, and on whether
they are part of security analysts' decision-making process, or are presented as a technical output.

In support of H7, DTDE was shown to have a significant positive effect on the DBFCR ( = 0.357, p < 0.001; {2 =
0.162), as shown in the Tablet 1 results. This was a key outcome of the proposed framework as it showed that the
successful detection of deepfake impersonation, synthetic identities, voice cloning and manipulated content had led
to increased fraud and cybersecurity resilience. It resonated with recent investigations that have called for increased
financial-system protection by deploying Al in the fight against fraud and identity theft (Srivastava, 2024) and with
studies in financial risk management, where AI technology was identified as a component of a financial-system's
resilience strategy. However, our findings indicated that threat detection may not be the only factor contributing to
resilience as the medium (as opposed to large) effect was suggested. This technology-focused view was given this
authority because it proved that it was not necessarily the case that a network would be considered “secure” once it
was known an attack had been detected, mitigated and recovered from. Other aspects of resilience also need to be
considered such as incident response, access control, employee capability, governance, customer verification,
regulatory compliance and recovery. This gave a plausible explanation to why the contributions to DBFCR from
DTDE have been substantial up to now, but unfinalised.

This final mechanism was further defined by the findings that came from the mediation. The AMMDFC and ARTDDC
partially mediated the relationship between DBFC and CR and XAIDDC and DBFC, respectively (Bindirect = 0.142,
VAF = 34.63% and Bindirect = 0.152, VAF = 30.65% and Bindirect = 0.147, VAF = 40.05%), which aided in the
support of H8, Hg, and H10. The results showed that the three weaknesses of Al capabilities contributed to the overall
resilience, likely through an effect on their ability to detect deepfakes which was largely direct in addition to other
effects remained unclear. The findings were consistent with the latest significant findings in the literature on PLS-
SEM, as significant direct and indirect effects and VAF values of 20%-80% were known to correspond to partial
mediation. In substance, the most mediated proportion indicated that there was a relatively greater direct pathway
to resilience in the capability of explainability and XAIDD's contribution had towards overall effectiveness of
detection, while multimodal and real-time capabilities had relatively stronger direct pathways to resilience. This
pattern was used to understand some of the reasons that XAIDDC had had only a minor direct {2 effect on DBFCR,
and a strong effect on DTDE.

The results cumulatively contributed to the existing research in deepfakes and financial-cybersecurity, showcasing
the simultaneous use of multimodal, real-time and explainable Al as interchangeable technological features. Rather
they had been to express complementary attributes that had been playing different roles in threat success and in the
field of total resilience. The findings mostly embraced recent literature in favour of multimodal detection, the timely
identification of threats, the provision of explanation oriented guidance for decision making and the adaptive
approach to cybersecurity in the financial services sector, but also substantiated more technically oriented views as
the direct effects on organizational resilience were small, up to medium, in magnitude. This was significant, however,
because many of these partial mediation findings suggested that while they had the potential for sophisticated Al
capabilities, this did not necessarily lead to cybersecurity resilience: part of the value had been translated into
effective threat detection. Meanwhile, the capacity of banks to withstand the attacks appeared to have actually relied
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on additional security and organizational factors.Furthermore, the mere fact that mediation was partial suggested
that banks' vulnerability had not been just to withstand their attacks, but to a lack of it. The findings therefore
affirmed the sociotechnical view of deepfake defense, where the ability of digital banking systems to resist a deepfake
attack was determined by both the technology's sophistication and the time needed for deepfakes to be detected, as
well as their interpretability, the involvement of the human decision maker, the governance architecture and the
resilience of the organization.

THEORETICAL IMPLICATIONS

The research had multiple theoretical implications (a) for research on Al-enabled Digital Banks Cyber Security - (b)
for research on Deep Fake Detection - (c) for research on Digital Banking Resilience. First, the results confirmed the
Resource-Based View by showing that the ability of AI might be perceived as an organization's different resources,
not a generic ability in technology. The potential of AMMDFC, ARTDDC and XAIDDC to significantly impact DBFCR
clearly suggests different areas of analytical capabilities that banks could enhance their fraud prevention and
cybersecurity capabilities, namely in the capabilities of multimodal analytical breadth, real-time responsiveness and
explainability. This infers that multimodal fusion, real-time detection, and adapting Al architectures are vital
elements in resilient fraud detection, aligning with the growing body of literature in financial security. Second, the
strong effects of ARTDDC ( = 0.426) and XAIDDC (p = 0.412) on DTDE added a fresh dimension to the Dynamic
Capabilities Theory as it suggested that the added value of the AI resources was not just on the fact of having them,
but on their ability to deploy quickly, understand the output of the AI, and refine detection processes accordingly. It
mirrored recent writings in the fields of finance and fintech that highlightAI's real-time processing and adaptability
as desirable features for financial systems.It reflected recent literature in the fields of finance and fintech, which
focuses on adaptability and real-time processing as desired traits of Al-enabled financial systems (Mahammad et al.).

Third, the results built upon Organizational Information Processing Theory by highlighting DTDE as an important
process that facilitated the transformation of Al capabilities to cybersecurity outcomes for the organization. DTDE
has also made a significant contribution to DBFCR with a VAF value of 35.73 % and partially mediated the effects of
AMMDEFC, ARTDDC, and XAIDDC on DBFCR, with a 34.63 % VAF, 30.65 % VAF, and 40.05 % VAF, respectively.
The findings of this study thus indicated that only gathering and processing richer information was not enough,
however; gathering and processing information plus information-processing capabilities capable of increasing the
bank's awareness of identity recognition of synthetic identities, manipulated media, voice cloning and deepfakes in
the bank created organizational value. This theoretical explanation aligned well with the current studies that focused
on integrating fraud mitigation and cybersecurity processes, adaptable detection, and unified multimodal reasoning.
Last, the important DTDE-DBFCR relationship brought organizational Resilience Theory to a new level by
introducing the effective detection of threat as a source of resilience, instead of considered just a recovery function
after the incident. For this reason, it has been necessary to observe and analyze the phenomenon of Al-driven
financial cybersecurity as a social-technical process, and this study looked at a selection of such aspects within a single
framework instead of viewing these in a purely technical way.

PRACTICAL IMPLICATIONS

The results offered actionable information and insights for banks, cybersecurity managers, fraud-management
teams, technology vendors, and risk professionals. Banks should not go by "one size fits all" and should create systems
fairly integrated that combine data from facial /video, voice/audio, image, biometric, behavioral, and contextual data.
Significant impacts of AMMDFC on DTDE (§ = 0.398) and DBFCR (} = 0.268) suggested that AMMDFC abilities
would help identify threat and general resilience. The recommendation was similar to that of Gilbert & Gong (2024)
who demonstrated the potential of multimodal metadata fusion for detection of deepfakes used in a financial
multimedia system's synthetic identity fraud, and stressed multimodal authentication responses to synthetic ID
threats. The challenge is for banks to use deepfake analytics within the digital onboarding, KYC, biometric
authentication, transaction monitoring, and customer-service processes instead of it being an independent security
solution.

A strong relationship was seen between ARTDDC and DTDE ( = 0.426; {2 = 0.395) indicating that the detection
infrastructure of banks should be made real time. Deepfake screening should take place during the following stages:
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at time of onboarding, at time of authentication, on payment authorization, account recover, video banking and high-
risk customers' experience, where if the deepfakes are detected, then the suspicious activities can be escalated and
losses avoided. The research in recent times also pointed out real time adversarial notification and adaptive
cybersecurity measures in financial service domain and real time data integration is crucially important in financial
services for resilient cyber security against financial frauds. It is therefore important that a detection engine be
integrated with automated alerts, transaction holds, step-up authentication, analyst escalation and incident-response
workflows at the bank. But when it comes to automation, it must be adjusted to deal with bogus messages and ensure
that real customers aren't affected.

The great influences of XAIDDC on DTDE (f = 0.412) and DBFCR (f§ = 0.220) revealed that banks should not assess
the ability of a deepfake detection system solely based on preserving accuracy of prediction. Security analysts and
Fraud Investigators must have understandable evidence of the reasoning why the interaction was flagged as
suspicious such as voice/face emotions that don't align, unusual features, manipulated frames etc., etc., all in relation
to an identity signal. Explainability might aid in human validation, security auditability, investigation, and defensible
security decisions. This used to be in line with the actual guidance given to the financial sector, highlighting good
corporate governance, data controls, and integration with cybersecurity, and earlier studies suggesting explainable
and adaptive fraud-detection architectures (Tahraoui, Kritzer, & Dittmann, 2023). XAIDDC presented interesting
results, with possibly greater demonstration on its direct benefit on DTDE than on its direct influence on DBFCR,
which means that explainability should not be simply considered as a compliance tool but as an instrument that will
augment the quality and actionability of the threat detection process in banks.

Last but not least, the mediation outcomes have shown that whereas having high-tech tools does not ensure cyber
security, another crucial key being acquiring these tools is essential. Banks are investing in hiring qualitative analysts
to match their technological capabilities, ensuring you're constantly monitoring models, trying to stress test your
system, putting in some tackling incident response integration tasks, providing training for their workers, managing
data governance and coordinating with other departments such as the cyber security, fraud, compliance, risk and
digital-banking groups. The partial mediation revealed that portions of the effects of the three capabilities of Al on
DBFCR were explained by DTDE, which suggested that technological detection may only partially account for the
organizations' detection and control of the two other capabilities of AL. This was similar to that Al-technology support
for security operations is essential for synthetic fraud; Ghimire (2024) who argued that governance and supervisory
controls are important in the context of Al for financial services. The take-home message was for digital banking
institutions in the USA to see deepfake defense not as a separate Al application, but rather as an organic function of
an organization—including technology for detecting fakes, deploying and intervening in real time, explainability,
human oversight, governance, and recovery processes.

CONCLUSION

This research sought to tackle the emerging challenge of deepfake-enabled fraud and cybersecurity risks in U.S. bank
digital systems and more specifically a lack of empirical knowledge of how specific organizational AI abilities
converted to profitability and how this capability contributed to overall system cyber resilience. While a number of
previous studies investigated an increasing number of multifaceted aspects around the deepfake detection, the
synthetic identity fraud, multimodal authentication and Al related aspects on financial resilience, the literature still
did not offer a more coherent analysis on the role of multimodal, real-time and explainable Artificial Intelligence
within the organizational framework and how such capabilities contributed to financial resilience. As digitization and
AT tools, such as digital identities, voice cloning, manipulated videos, and more were novel vulnerabilities in digital
onboarding, authentication, transactions, and customer interactions, this gap became more significant.

An outcome of the results is found to be a strong support of the proposed framework of the study. For DBFCR,
AMMDEFC (B = 0.268), ARTDDC (§ = 0.344) and XAIDDC (p = 0.220) have each had a significant positive effect.
DTDE also increased significantly, with a  of 0.398 for the capability AMMDEFC, a [ of 0.426 for capability of
ARTDDC and a [ of 0.412 for the capability of XAIDDC. A higher DTDE also had a significant positive impact on
DBFCR with a f value of 0.357. So, we have found evidence for all seven direct hypotheses. The model had explained
54.2% of the variance in DTDE and 64.0% of the variance in DBFCR which showed that there was meaningful

4936

Copyright © 2024 by Author/s and Licensed by JISEM. This is an open access article distributed under the Creative Commons Attribution License
which permitsunrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited.



Journal of Information Systems Engineering and Management

2024, 9(4s)
e-ISSN: 2468-4376

https://www.jisem-journal.com/ Research Article

explanatory power of the models. These results provided support for the recent arguments for require of multi-modal
information processing, quick and adaptive threat detection, and interpretable AI for effective financial
cybersecurity; instead of only relying on own detection mechanisms.

The results of the mediation were used to further explain the contribution of these capabilities to resilience. It showed
that DTDE explained part of the effect of AMMDFC, ARTDDC and XAIDDC on DBFCR; the effects of AMMDEFC,
ARTDDC and XAIDDC were 0.142, 0.152 and 0.147, respectively and the values of VAF were 34.63%, 30.65% and
40.05%, respectively. However, the results revealed that AI did not directly increase cybersecurity resilience — but
rather that building effective cybersecurity capabilities to detect threats tied to deepfakes was essential to the
contribution AI was making to strengthening cybersecurity capabilities. Simultaneously, the clues from partial rather
than full mediation indicated that other banking resilience factors like governance, authentication controls, incident
response, human expertise, organizational coordination and recovery capabilities were also likely to be important to
banking resilience. This interpretation was in alignment with the current investigation highlighting the necessity of
incorporating Al architectural integrations, real-time data, organization controls, regulatory and governance
protocols in determining resilient financial security.

This theoretical integration of the RBV, DC, OIP and OR focused on how the differentiated AI resources can be
converted to Al resilience outcomes by proper threat detection. Notably, the study provided position-specific
explanations where technological capabilities are linked with organizations' cybersecurity capabilities, moving the
research agenda beyond the level of algorithm detection accuracy provided to the level of organizational capabilities.
In practice, the results identified that banks need to build a holistic architecture for defending against deepfakes; one
that incorporates multimodal analytics, real-time detection, explainable outputs, human supervision, continuous
surveillance and incident response. The impact that ARTDDC and XAIDDC had particularly had on DTDE further
highlighted the need for detection systems to be technically capable, but also quick and easy to interpret in order to
facilitate decision making for operational security. These implications aligned with the growing body of financial-
security research that emphasized the need to adopt real-time, multimodal, adaptive, and explainable means of fraud
defense utilizing Al techniques.

The study overall shows the need to see increasing one's resilience to DFF not as a result of simply implementing new
and sophisticated financial fraud detection algorithms, but as a sociotechnical capacity. Multimodal detection
broadened threat information banks have, real-time detection allowed them to respond in time, explainable Al
enhanced the interpretability and actionability of the decisions they made with detection, and DTDE enhanced use
of these capabilities into more effective fraud prevention and cybersecurity results for banks. The findings suggested
that for U.S. digital banking institutions to be more capable of detecting, resisting, reacting to, and recovering from
new threats created by deepfakes, they must adopt the technology’s sophistication and sophistication processes,
judiciously supplemented by technology-driven responses, governance, and organizational reaction protocols. This
holistic view was the main finding of the research and served as a basis for additional empirical studies to test the
capabilities of Al in financial fraud deterrent systems and the resilience of financial systems against cybercrime in a
more synthetic and automated financial landscape.

LIMITATIONS

Although the study contributed, there are some limitations that should be taken into consideration whilst interpreting
the results of this study. In the first regard the research design was a quantitative cross sectional, which examined
the relationship between AMMDFC, ARTDDC, XAIDDC, DTDE, and DBFCR at one time. While the proposed
relationships were supported by the PLS-SEM results, experimental design did not identify temporal causality or
identify how the ability of banks to detect synthetic media and their cybersecurity capability changed over time with
the evolution of the synthetic media technologies. Secondly, perceptual data in this study was obtained from a
structured questionnaire, which involved self-reports. Measurement and common-method assessments indicated
that there were no significant common-method concerns with these reported assessments, though respondents'
responses may have been influenced by their knowledge, experience, recall or subjective evaluation of their
organizations' cybersecurity capabilities. Third, the study examined digital banking transactions in the United States,
and therefore these results may not apply directly to financial systems in other countries with varying technological

Copyright © 2024 by Author/s and Licensed by JISEM. This is an open access article distributed under the Creative Commons Attribution License 4937
which permitsunrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited.



Journal of Information Systems Engineering and Management

2024, 9(4s)
e-ISSN: 2468-4376

https://www.jisem-journal.com/ Research Article

and cyber security systems, financial regulatory frameworks, and institutional environments. Fourth, the model
focused primarily on three capacities of AI; Multimodal, real-time, and explainable deep-fake detection were not
included in the model since they may be relevant for separate analyses.Fourth, only three of the abilities of Al,
including Multimodal, real-time, and explainable deepfake detection are within the scope of the model, while other
potentially relevant aspects were not covered (such as adversarial robustness, threat intelligence, employee
cybersecurity competence, Al governance, data quality, privacy controls, and regulatory readiness). This limitation
was crucial because modern literature has highlighted the need for resilience in countering deepfakes, which requires
adapting to the growing complexity of fakes, governing, authenticating and integrated response. Last, the study didn't
directly compare the detection effectiveness and resilience of an organization against each of the various deep fake
detection algorithms, but rather its perceptions; therefore, the results would serve as an indicator into organizational
Al capability, but not necessarily actual detection success or failures against actual attack datasets.

FUTURE RESEARCH DIRECTIONS

These limitations can be tackled in future research through using longitudinal designs to investigate changes in
deepfake detection over time, and to see if the three scores, DTDE, ARTDDC and XAIDDC, change consistently with
improvements in the detection of deepfakes. Survey data could be supplemented by the findings of experimental and
quasi-experimental research, which would enable the actual success rates, response times, false positive rates and
incident impacts at which professionals or security systems in banks could be evaluated through carefully controlled
setups based on a set of representative, concrete scenarios involving fauxbrevo, imitations of well-known brands or
familiar voices. Comparative analyses within and between banks, fintech companies, credit unions and other financial
institutions might also be possible — as well as expanding the model to other countries to examine if the identified
relationships are moderated by the regulatory, technological and cultural conditions. The latter is especially apt as
recent financial-security research has focused on the relationship between technological innovation, risks of fraud,
and regulatory reactions.

The conceptual framework can be further expanded and deepened through further studies that include AI
governance, human—AI collaboration, culture of cybersecurity, capability of threat-intelligence, adversarial
robustness, protection of privacy, transmission of expertise from employees, and readiness of regulation as
moderators, mediators or antecedents. A major aspect to concentrate on is adversarially robust detection and
continuous adaptation to new attacks, given the potential that the fast-evolving deep fake technology can jeopardize
the generalizability of the detection system to attacks that it has never encountered. A multimodal, real-time,
explainable AI can be done alone or in combination; researchers could explore whether there are synergy effects and
complementary effects between the modalities of the collection than only examine their singular, individual
contributions. Furthermore, future research might examine the detection value of individual modalities (facial video,
cloned voice, simulated identity documents, behavioural biometrics, and inconsistencies among modalities) to
establish their detection ranges for various processes within the banking sector. Many related studies related to the
multimodal deepfake fraud detection and federated deepfake fraud detection can be useful for this investigation
(Abdeltawab, 2024).

Finally, future studies would benefit from investigating the trade-off between effectiveness of detection and
operational factors of computational cost, operational friction, privacy, explainability, high false alarms and response
time. The qualitative interviews and mixed method studies could also disclose certain organizational processes that
quantitative studies might not capture as fully.Qualitative interviews and mixed method studies involving fraud
investigators, cybersecurity analysts, compliance professionals, AI developers, and banking executives could identify
components of organization processes that are not well represented in quantitative studies. Additional objective
organizational metrics, such as recorded incidents of deepfakes, successful mitigation of fraudulent transactions,
financial losses, detection delay, false positives, recovery time and the efficiency of time spent reacting to an incident,
might also be added in future research. Linking perceptual measures with operational cybersecurity information
would deliver more robust information on the real-world implications of AI deepfake detection for measurable cyber-
resilience. With the ongoing development of deepfake technologies, research needs to additionally focus on extending
the validity of AI to help detect synthetic frauds to a longitudinal, multimethod, cross-national, and real-world
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approach, not just on the issue of its ability to detect those synthetic frauds, but also the ability to remain adaptive,
interpretable, trustworthy, and operationally effective in an ever changing digital banking landscape.
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