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ARTICLEINFO ABSTRACT

Modern artificial intelligence for IT operations (AIOps) platforms increasingly rely
on large language models to assist with incident investigation, deployment
reasoning, and operational decision support in cloud-native environments. Most
existing systems, however, treat infrastructure telemetry, container orchestration
state, continuous integration and deployment (CI/CD) metadata, monitoring
signals, and historical incident records as disconnected data sources. This
fragmentation limits the explainability of Al-generated recommendations and
increases the risk of hallucinated or unsupported conclusions. The primary
objective of this study is to design an Operational Knowledge Graph (OKG)
architecture that unifies these heterogeneous data sources into a single semantic
model capable of grounding large language model reasoning in verifiable
infrastructure relationships. A design science research approach was followed,
combining a structured review of knowledge graph-based root cause analysis and
graph-grounded retrieval-augmented generation (GraphRAG) literature with
layered architectural decomposition informed by operational experience with
production Kubernetes and cloud infrastructure. The methodology produces a five-
layer architecture spanning data ingestion, semantic modeling, temporal graph
construction, GraphRAG-based retrieval and reasoning, and explainability. The
architecture is demonstrated through two representative operational scenarios
drawn from common cloud-native failure classes: a container image pull failure
caused by a missing network path between private compute nodes and a container
registry, and a load balancer provisioning failure blocked by an account-level policy
boundary. In both scenarios, graph-grounded traversal produces provenance-
backed causal narratives spanning infrastructure, orchestration, and governance
layers, in contrast to the fragmented or unsupported explanations typical of log-only
or LLM-only diagnostic approaches. The proposed architecture improves
recommendation traceability, reduces ambiguity in Al-generated operational
guidance, and provides a practical foundation for explainable, trustworthy AI-
assisted operations in cloud-native DevOps platforms. Future work includes
quantitative benchmarking against established AIOps datasets and integration with
policy-as-code enforcement pipelines.

Keywords: Knowledge graph; AIOps, explainable artificial intelligence; Retrieval-
augmented generation; Cloud-native DevOps; Root cause analysis; Kubernetes

1. INTRODUCTION

Cloud-native infrastructure has grown substantially in scale and complexity over the past decade, with
organizations routinely operating hundreds of interdependent microservices across container orchestration
platforms, managed cloud services, and continuous integration and deployment pipelines. This growth in
operational complexity has outpaced the capacity of human operators to reason manually about system behavior,
driving the widespread adoption of artificial intelligence for IT operations, commonly referred to as AIOps, as a
discipline for automating anomaly detection, incident triage, and root cause analysis [1], [2].

The integration of large language models (LLMs) into AIOps platforms has expanded the scope of automation from
narrow statistical anomaly detection toward natural-language incident investigation, deployment reasoning, and
conversational operational assistance [3], [4]. Large language models are attractive for this purpose because they
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can synthesize unstructured signals such as log messages, alert descriptions, and postmortem narratives into
coherent explanations. This capability, however, introduces a well-documented risk: LLMs are prone to
hallucination, generating plausible but factually unsupported statements when the information required to answer
a query is absent from their context window or training data [5], [6].

In cloud-native operations, this hallucination risk is compounded by a structural problem rather than a purely
algorithmic one. Infrastructure state, orchestration metadata, deployment history, and monitoring signals are
typically stored in separate, purpose-built systems: cloud provider application programming interfaces (APIs)
expose infrastructure state, the Kubernetes API exposes cluster and workload state, CI/CD platforms expose
pipeline and release metadata, and observability platforms expose metrics, logs, and traces. Most AIOps systems
query these sources independently and present the results to a language model as loosely structured text,
discarding the relational structure that connects a failing pod to the node it runs on, the node to its network path,
and the network path to a specific infrastructure configuration decision [7].

This paper addresses that structural gap by proposing an Operational Knowledge Graph (OKG) architecture that
explicitly models cloud infrastructure, Kubernetes resources, CI/CD metadata, monitoring signals, and historical
incidents as a unified, queryable graph. Rather than presenting a language model with disconnected text fragments,
the proposed architecture retrieves and presents connected subgraphs, allowing the model to ground its reasoning
in explicit, verifiable relationships and to cite the specific graph paths supporting a given conclusion. This design
follows the broader graph-grounded retrieval-augmented generation (GraphRAG) paradigm, which has
demonstrated promise for reducing hallucination and improving multi-hop reasoning in knowledge-intensive
domains [8], [9], [10], and adapts it specifically to the operational semantics of cloud-native DevOps.

The primary contributions of this paper are threefold. First, it introduces a five-layer OKG architecture spanning
data ingestion, semantic modeling, graph construction, GraphRAG-based reasoning, and explainability. Second, it
defines a representative operational ontology covering infrastructure, orchestration, pipeline, and governance
entities and the relationships connecting them. Third, it demonstrates the architecture through two representative
operational scenarios illustrating how GraphRAG-based reasoning produces traceable, provenance-backed
explanations for failure classes common in cloud-native environments. This paper follows a design science research
approach, in which the problem is identified from a structured literature gap analysis, an artifact is designed to
address that gap, the artifact is demonstrated through representative scenarios, and the outcome is evaluated
against explicit qualitative design objectives, consistent with established design science research guidelines [11],

[12].

The remainder of this paper is organized as follows. Section 2 reviews related work in knowledge graph-based root
cause analysis and GraphRAG. Section 3 presents the proposed architecture. Section 4 discusses the representative
operational scenarios and their implications and introduces an evaluation framework for future empirical work.
Section 5 concludes the paper and outlines future work.

2. RELATED WORK
2.1. Root Cause Analysis in Cloud-Native and Microservice Systems

Root cause analysis in distributed systems has evolved through several methodological generations. Early
approaches relied on statistical correlation and rule-based diagnosis, which struggled to scale with the dynamic
topology of modern microservice deployments [13]. A subsequent generation introduced causal inference
techniques to distinguish genuine causal relationships from spurious correlations in service dependency graphs,
exemplified by CausalRCA, which applies causal discovery to fine-grained metric data to localize root causes in
microservice applications [14]. Graph neural network approaches such as KGroot combine knowledge graph
representations with graph convolutional networks to enhance root cause localization accuracy over purely
statistical baselines [15]. Chain-of-Event constructs weighted event-causal graphs to provide interpretable, human-
auditable explanations of failure propagation across services, addressing the opacity that limited earlier statistical
methods [16]. A comprehensive survey of failure diagnosis methods in microservice systems documents this
progression and identifies interpretability and generalizability as persistent open challenges across the field [2].
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More recent work has begun incorporating large language models directly into the root cause analysis workflow.
Roy et al. investigate the use of retrieval-augmented, tool-using LLM agents for root cause analysis of cloud
incidents, finding that agentic approaches generalize to out-of-distribution production incidents better than static
classifiers [3]. TAMO extends this direction with a tool-assisted agent reasoning over multi-modal observability
data in cloud-native systems [17]. StateGraph combines Kubernetes cluster state graphs with LLM reasoning to
simplify root cause analysis in containerized environments, which is closely related to the graph-grounded
approach proposed here, though it focuses primarily on -cluster-internal state rather than the broader
infrastructure, pipeline, and governance context addressed in this work [7]. Chen et al. demonstrate that LLM-
driven root cause summarization can substantially reduce operator time-to-diagnosis for complex cloud incidents
when the underlying evidence is well organized [18].

2.2. Knowledge Graphs for Fault Diagnosis in Data Pipeline Systems

The generality of graph-based causal reasoning extends beyond cloud-native microservices; related work in
adjacent operational domains applies similar principles to fault diagnosis. In industrial process monitoring, for
example, a graph autoencoder combined with attention-based graph convolution has been used to detect faults in
multivariate sensor data by incorporating the topological structure of a process plant alongside raw sensor
readings, improving detection accuracy over sequence-only deep learning baselines [19]. A related line of work goes
further by embedding causal intervention directly into the graph neural network architecture for fault diagnosis in
complex industrial processes, where explicit causal graph structure is shown to be more interpretable than end-to-
end learned models that offer no equivalent structural explanation [20]. Outside graph-based methods entirely,
reinforcement learning has also been applied to self-healing data pipelines: Priyanka et al. combine deep Q-
networks, proximal policy optimization, and meta-learning for real-time fault detection and autonomous recovery,
a complementary direction in which remediation policy is learned from reward signals rather than derived from
graph-derived state [21].

2.3. GraphRAG for Hallucination Mitigation in Knowledge-Intensive Reasoning

Outside the operations domain, GraphRAG has emerged as an active research area addressing hallucination in LLM
outputs. Edge et al. introduce a GraphRAG framework that constructs community summaries over a knowledge
graph to support query-focused summarization of large, unstructured private data corpora [22]. Subsequent work
has refined GraphRAG along several dimensions, including path-pruning strategies that constrain retrieval to
relevant relational paths [23] and lightweight graph retrieval architectures designed for practical deployment [24].
Surveys of hallucination in large language models identify insufficient grounding in verifiable external knowledge
as a primary contributing factor and identify knowledge graph grounding specifically as a promising mitigation
strategy because graph structure allows a system to expose the provenance of a claim as an explicit, traversable path
rather than an opaque retrieval score [6], [25].

A parallel line of work addresses the construction of knowledge graphs themselves. Recent research explores LLM -
assisted ontology construction pipelines that accelerate the extraction of domain-specific classes and relationships
from unstructured enterprise data while preserving the logical structure required for downstream reasoning [26].
This is directly relevant to the operational domain, where infrastructure and governance semantics are
heterogeneous across organizations and cloud providers, making a rigid, hand-authored ontology difficult to
maintain at scale. The evolution and migration of CI/CD tooling further underscore the challenge of maintaining
semantic models that stay current with rapidly changing operational environments [28], [29].

2.4. Gap Analysis

Reviewing this body of work reveals a consistent pattern: knowledge graph and causal graph approaches to root
cause analysis have primarily modeled service dependency and metric relationships within a single observability
domain, such as microservice call graphs or data pipeline lineage, while GraphRAG research has primarily targeted
general-purpose knowledge-intensive question answering rather than the specific semantics of cloud infrastructure
and DevOps governance. CI/CD metadata, cloud provider policy and quota constraints, and cross-layer
relationships spanning networking, compute, and application layers are rarely represented within the same graph
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as orchestration and monitoring state. This fragmentation limits the ability of Al-assisted operations tools to
explain failures that originate at a layer boundary, such as a networking configuration decision that manifests as an
application-layer symptom. Table 1 summarizes this positioning against three representative recent systems.

Table 1. Positioning of the Proposed OKG Architecture Against Representative Recent Approaches

Method Logs / Metrics / Persistent Graph Scope Governance Explalnal.nhty
Traces -Aware Mechanism
OpenRCA  [Yes (benchmark No pgrsi;tent graph LLM LLM-generated
[27] evidence bundles) localization over evidence No rationale, not path-
7 bundles grounded
Yes (multi- Tool-assisted retrieval has no Tool-call trace, not
TAMO [17] |modality: traces, . h No h ’
metrics, logs) persistent cross-run grap graph provenance
Partial .
StateGraph (Kubernetes Kubernetes intra-cluster state No Graph-grounded,
[7] cluster state) graph only scoped to cluster
Proposed frllfll};lsstt?'fll::t%lr:é’ h Graph-grounded,
b
Yes . o1 Yes cross-layer path
OKG orchestration, pipeline,
governance provenance

The OKG architecture proposed in this paper addresses this gap by explicitly unifying infrastructure, orchestration,
pipeline, and governance entities within a single semantic model, extending the GraphRAG paradigm to the full
operational surface of a cloud-native DevOps platform.

3. PROPOSED OPERATIONAL KNOWLEDGE GRAPH ARCHITECTURE
3.1. Design Principles

The proposed architecture follows four design principles derived from the gap analysis in Section 2. First,
unification: infrastructure, orchestration, pipeline, monitoring, and incident data must be represented as a single
connected graph rather than federated across separate query interfaces. Second, explainability by construction:
every conclusion surfaced to an operator must be traceable to an explicit graph path, not merely a retrieval
similarity score. Third, incremental freshness: the graph must reflect near-real-time infrastructure state rather than
a static snapshot, since cloud-native environments change continuously. Fourth, governance-awareness: the graph
must represent policy, quota, and access-control constraints as first-class entities, since a substantial fraction of
operational failures in managed cloud environments originates from governance boundaries rather than
application defects. The architecture is organized into five layers described in detail below.
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Heterogeneous data sources

Ingestion layer
Connectors, parsers, normalization

Semantic modeling layer
Ontology mapping, entity resolution

Temporal graph construction
Versioned graph snapshots over time

Graph-grounded reasoning layer

Query execution and inference

Explainable output layer
Operator-facing explanation

Figure 1. Five-layer OKG Architecture
3.2. Data Ingestion and Connector Layer

The ingestion layer maintains a set of source-specific connectors responsible for extracting entity and relationship
data from operational systems of record. Cloud infrastructure connectors query provider APIs for compute,
networking, identity, and quota state. Kubernetes connectors subscribe to the cluster API watch mechanism to
capture workload, service, and endpoint state as it changes, rather than polling on a fixed interval. CI/CD
connectors ingest pipeline run metadata, commit references, and deployment events from source control and
delivery platforms [28], [29]. Monitoring connectors extract structured signals from metrics, log aggregation, and
distributed tracing systems. Incident connectors ingest historical incident records and postmortem documents,
which are parsed to extract structured entities such as affected services, contributing factors, and remediation
actions. Each connector emits data in a common intermediate representation to decouple source-specific extraction
logic from downstream graph construction.

3.3. Semantic Modeling Layer

The semantic modeling layer defines the operational ontology governing how ingested data is represented as graph
entities and relationships. The ontology is organized into four entity families: infrastructure entities, including
virtual private cloud (VPC), subnet, network endpoint, load balancer, and identity and access management (IAM)
policy orchestration entities, including cluster, node, pod, deployment, service, and endpoint pipeline entities,
including repository, pipeline run, build artifact, and deployment event and governance entities, including policy
rule, service quota, and account-level configuration boundary. Table 2 summarizes representative relationship
types connecting these entity families, enabling the graph to trace a causal path across layer boundaries.

Table 2. Representative Entity Relationship Types in the Operational Ontology

Relationship Type From Entity To Entity
routes_to Service Endpoint Pod
scheduled_on Pod Node
attached_to Node Subnet
connects_via Subnet Network Endpoint
contains 'VPC Cluster Subnet Node

2086

Copyright © 2026 by Author/s and Licensed by JISEM. This is an open access article distributed under the Creative Commons Attribution License

which permitsunrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited.



Journal of Information Systems Engineering and Management
2026, 11(3s)
e-ISSN: 2468-4376

https://www jisem-journal.com/ Research Article
fronts Load Balancer Service
deployed_by Deployment Pipeline Run
triggers Repository Pipeline Run
produces Pipeline Run Build Artifact
uses Deployment Build Artifact

constrained_by

Load Balancer

Service Quota

governed_by Load Balancer Policy Rule
instantiates IAM Policy Policy Rule
defines Account Configuration Boundary Service Quota
preceded Incident Deployment Event
affects Incident Service
correlates_with Incident Incident
Infrastructure Orchestration
VPC, subnet, endpoint, attached_to Cluster, node, pod
load balancer, IAM policy E— deployment, service,
endpoint
\
governed_by deployed_by
Governance Pipeline

Policy rule, service quota, Repository, pipeline run
account config boundary build artifact,

deployment event

Figure 2. Operational Ontology Schema
3.4. Graph Construction and Temporal Versioning Layer

The construction layer transforms the intermediate representation emitted by connectors into graph mutations,
applying the schema defined by the semantic modeling layer. Because cloud-native infrastructure changes
continuously, this layer maintains a temporally versioned graph in which each edge and node property carries a
validity interval, rather than a single mutable current-state graph. This design allows the reasoning layer to query
both the current state of the system and its state at a specific past timestamp, which is essential for reconstructing
the sequence of changes that preceded an incident. Change events are applied incrementally as they arrive from
watch-based connectors, with periodic reconciliation passes against full-state snapshots to correct for missed or
out-of-order events.
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3.5. GraphRAG-Based Retrieval and Reasoning Layer

When an operator or an upstream AIOps process submits a natural-language query, such as a request to diagnose a
failing deployment, this layer first identifies the relevant seed entities, typically the affected pod, service, or
deployment, and then performs constrained traversal outward from those seed entities along relationship types
relevant to the query intent. This traversal produces a bounded subgraph rather than the entire graph, which is
serialized into a structured representation and provided to the language model as grounding context, following the
GraphRAG pattern established in prior work [22], [23]. Each retrieved path is assigned a confidence score based on
the recency of the underlying evidence and the specificity of the relationship type, allowing the reasoning layer to
prioritize direct causal paths over weaker correlational ones. This approach extends the entity-aware, path-pruned
retrieval strategies developed in recent GraphRAG literature [24], [25] to the operational semantics of cloud-native
infrastructure.

3.6. Explainability and Recommendation Layer

The final layer translates the LLM's grounded output into an operator-facing explanation. Rather than presenting a
free-text narrative alone, this layer attaches the specific graph path or paths supporting each claim in the narrative,
allowing an operator to inspect the underlying evidence directly. Where the retrieved subgraph includes governance
entities such as a policy rule or service quota constraint, the recommendation layer surfaces the relevant policy
context alongside the diagnosis, intended to reduce the frequency of recommendations that are technically
plausible but organizationally infeasible. This layer also maintains a trust indicator based on the completeness of
the supporting subgraph, distinguishing conclusions fully supported by direct graph paths from those requiring the
language model to infer a connection not explicitly present in the graph. LLM-assisted schema induction
techniques [26] are identified as a promising direction for extending the ontology to new providers without manual
curation.

4. RESULTS AND DISCUSSION
4.1. Scenario One: Container Image Pull Failure Due to a Missing Network Path

A common failure class in managed Kubernetes environments occurs when nodes provisioned in a private subnet
are unable to reach a container registry because no network path exists between the subnet and the registry
endpoint, typically because a required private connectivity endpoint has not been provisioned. This failure
manifests at the application layer as a container image pull error on the affected pods, which is the symptom an
operator or an AIOps alerting system observes first. A log-only or metrics-only diagnostic approach typically
surfaces this symptom directly, requiring the operator to manually trace backward from the failing pod through the
node, the node's subnet, and the subnet's network configuration to identify the missing connectivity path. A
language-model-only approach without graph grounding may correctly hypothesize this class of root cause based
on the error message pattern, since it is a well-documented failure mode [7], but cannot confirm whether the
specific missing connectivity path exists in the environment being diagnosed, which risks presenting a plausible but
unverified conclusion.

Under the proposed architecture, the pod entity associated with the reported symptom is used as the traversal seed.
The scheduled_on relationship connects the pod to its node, the attached_to relationship connects the node to its
subnet, and the connects_via relationship connects the subnet to its configured network endpoints. Because the
graph reflects the current infrastructure state, the absence of a connects_via edge to the required registry endpoint
is directly observable as a missing relationship rather than an inferred hypothesis. The explainability layer surfaces
this as a fully supported conclusion, citing the specific pod, node, and subnet entities involved, and distinguishes it
from a lower-confidence hypothesis that would result if the connectivity path existed but a different symptom had
been observed.

4.2. Scenario Two: Load Balancer Provisioning Blocked by an Account-Level Policy Boundary

A second common failure class occurs when a Kubernetes service configured to provision a network load balancer
fails to complete provisioning because of an account-level constraint, such as a service quota limit or an IAM policy
restriction, rather than a configuration error in the service specification itself. This failure class is particularly
Copyright © 2026 by Author/s and Licensed by JISEM. This is an open access article distributed under the Creative Commons Attribution License 2088
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difficult to diagnose from logs alone because the relevant error signal often originates from the cloud provider's
control plane rather than from Kubernetes or application logs, and a language-model-only approach cannot
distinguish a quota or policy boundary from a transient provisioning delay without direct access to account-level
configuration state.

Under the proposed architecture, the front relationship connects the intended load balancer to its service, and the
constrained_by and governed_by relationships connect the load balancer entity to the relevant service quota and
policy rule entities ingested from the cloud provider's account configuration. When provisioning fails, traversal
from the service entity surfaces the specific governance entity responsible for the block, and the correlates_with
relationship allows the reasoning layer to identify prior incidents governed by the same policy boundary. This
provides operators with organizational context, such as whether the same constraint has previously required an
account-level support request to resolve, rather than a purely technical remediation step that would not address the
underlying constraint.

Scenario 1: missing registry connectivity

traversal seed

‘ Pod ‘

‘ Node ‘

via scheduled_on

‘ Subnet

via attached_to

Network endpoint
connects_via absent

Scenario 2: load balancer provisioning blocked

Load balancer
traversal seed

[ ]

Service Service quota Policy rule
via fronts via constrained_by via governed_by

red = governance entity cited as the blocking cause

Figure 3. Traversal Paths for Scenarios 1 and 2

4.3. Discussion

Across both scenarios, the central benefit illustrated by the architecture is the conversion of an implicit, multi-hop
diagnostic process, which an experienced operator would otherwise perform manually across several disconnected
tools, into an explicit, traversable graph path that a language model can cite directly. This has two practical
implications for explainability. First, because each claim in the generated explanation is anchored to a specific
graph path, an operator can verify the claim independently rather than relying on the language model's assertion
alone, directly addressing the hallucination risk identified in Section 1. Second, because the graph explicitly
represents governance entities alongside infrastructure and orchestration entities, the architecture surfaces
organizationally relevant context that a purely technical diagnostic approach would omit, a limitation identified in
the gap analysis in Section 2 with respect to prior systems, including OpenRCA [27] and TAMO [17].
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These scenarios also illustrate the architecture's limitations. The quality of the explanation is bounded by the
completeness and freshness of the underlying graph, and a connector outage or a delay in incremental graph
updates would degrade the confidence of the retrieval layer's output in a way that is detectable, given the confidence
scoring described in Section 3.5, but not eliminated. Additionally, the ontology defined in Section 3.3, while
representative, is not exhaustive, and organizations adopting this architecture would need to extend the entity and
relationship schema to reflect their specific cloud provider services and internal governance structures. Future
empirical work is required to quantify the traceability and hallucination-reduction benefits illustrated qualitatively
here.

4.4. Evaluation Framework for Future Empirical Validation

Because this paper presents an architectural contribution rather than a trained model, no experimental results are
claimed. To make the qualitative benefits illustrated in Sections 4.1 through 4.3 empirically testable in future work,
Table 3 defines six evaluation dimensions directly derived from the design principles stated in Section 3.1, together
with the intended outcome each dimension captures and a candidate metric a future study could compute against a
labeled incident dataset and a non-graph-grounded baseline such as OpenRCA [27] or TAMO [17].

Table 3. Proposed Evaluation Dimensions for Future Empirical Validation

. . Design . .
Dimension . g Intended Outcome Candidate Metric
Principle
Traceabili Explainability [Provenance-backed explanations |Proportion of generated claims
ty by construction |[for every generated claim with a cited graph path
- R Reduced unsupported or Rate of unsupported claims
Hallucination [Explainability . PPo PP
. . fabricated reasoning versus non- |versus OpenRCA / TAMO
reduction by construction . .
graph-grounded baselines baselines
Correct diagnosis of failures Proportion of correctly
Cross-layer Unification originating at an infrastructure- |diagnosed incidents whose root
reasoning orchestration-governance cause spans more than one entity
boundary family
Diagnosis reflects the current Staleness interval between an
Graph Incremental . . .
infrastructure state rather than a |infrastructure change and its
freshness freshness
stale snapshot graph update
Governance |Governance- Correct identification of policy- |Recall on a governance-
awareness awareness or quota-blocked failures boundary incident subset
R An operator can independentl . e
Operator Explainability P . . penaently Operator time-to-verification
oo 1 e1e . verify a claim without relyingon |7 . .
verifiability  |by construction , . citation sufficiency rate
the model's assertion alone.

5. CONCLUSION

This paper proposed an Operational Knowledge Graph architecture that unifies cloud infrastructure, Kubernetes
orchestration state, CI/CD metadata, monitoring signals, and historical incident records into a single semantic
model to ground large language model reasoning in Al-assisted cloud-native operations. The architecture was
organized into five layers spanning data ingestion, semantic modeling, temporally versioned graph construction,
GraphRAG-based retrieval and reasoning, and explainability. Two representative operational scenarios, a container
registry connectivity failure and a governance-blocked load balancer provisioning failure, illustrated how the
architecture produces provenance-backed, cross-layer causal explanations that are difficult to obtain from log-only
or language-model-only diagnostic approaches.
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This work has several limitations motivating future research. The architecture has not yet been evaluated
quantitatively against established AIOps benchmarks or in a live production deployment. Future work should
implement the graph construction and reasoning layers on a production-grade graph database backend such as
Neo4j or Amazon Neptune, standardize telemetry ingestion around the OpenTelemetry specification to reduce
connector-specific engineering effort, and measure diagnostic accuracy, latency, and hallucination rate against
existing root cause analysis benchmarks such as the evidence bundles used in the OpenRCA evaluation [27] or the
microservice incident datasets released for the CCF AIOps Root Cause Analysis Challenge, relative to non-graph-
grounded baselines including TAMO [17]. Future work should also explore automated ontology extension using
LLM-assisted schema induction [26] to reduce the manual effort required to adapt the architecture to new cloud
providers. Finally, integrating the explainability and recommendation layer directly with policy-as-code
enforcement pipelines represents a promising direction for closing the loop between explainable diagnosis and
automated, policy-compliant remediation in cloud-native DevOps platforms.
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