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Received: 24 Feb 2026 Orchestration mechanisms in distributed enterprise systems must be adaptable to
runtime variability and governed by compliance; however, static rule-based REST
orchestration cannot handle transient failures, nondeterministic eligibility
outcomes, and changing policies. This section describes the formal agent-based
orchestration model that extends deterministic REST workflows by integrating
controlled decision autonomy. The model has four agent classes: eligibility agents,
routing agents, failure-handling agents, and governance agents, implemented as
independent, stateless services. Evaluation in realistic and representative enterprise
settings measures operational gains from context-aware decision support. These
insights, adopted in smart traffic management systems, yield important reductions
in processing inefficiencies. The results imply that controlled autonomy can be
feasible for REST-based enterprise systems without forsaking the compliance,
auditability, and HTTP semantics afforded by centralized authorization
mechanisms. This article's proposed architecture thus seeks to provide
organizations a balance between operational efficiency and architectural flexibility
for data-intensive systems.
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1. Introduction

RESTful APIs are the most popular way to connect and integrate distributed enterprise systems. The
Representational State Transfer architectural style is a named coordinated set of architectural
constraints (statelessness, uniform interfaces, and resource-oriented design principles) that allow
scalable web systems to partition functionality across independent components [1]. On modern
enterprise integration platforms, these RESTful APIs are called via deterministic, rule-based
workflows executed by integration middleware where routing, eligibility, and exception handling logic
is defined in advance by the platform owners. However, these static approaches have limitations
dealing with dynamic environments, such as failing services, uncertain eligibility results from
conditional business logic, and policy constraints in different environments like development, staging,
and production.

Customary software architecture research analyzes elements like partitioning the architecture, the
components and their communication channels, the information exchange, and component
independence. In a high-tech company employing 28 workers in the fields of software development
and customer service, communication processes deviated from the theoretical expectations due to the
use of computer-mediated communication channels like email and instant messaging. IM and email
represented intra-group communication in the time-coded dataset, normalized to a period of 306 days
per annum for messaging processes [2]. The organizational study achieved a 96% response rate and
concluded a balance was necessary between structured deterministic workflows and adaptive forms of
communication in distributed systems.
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To accommodate greater autonomy but also govern their behavior through highly structured
architectural properties such as those that led to the common use of REST architectures in the
enterprise, design practices must address how components discover and interact with each other, how
information is transferred between distributed systems, and how components can evolve
independently in a fine-grained manner while remaining under the governance of architectural
properties. The main question is how to orchestrate REST workflows with adaptive context-aware
decisions and interventions while conforming to the architectural properties of RESTful statelessness,
resource orientation, and HTTP semantics that have become the de facto standard for enterprise
systems design over the last decade of web architecture development [1]. This paper closes the gap by
developing an agent-based orchestration model with formal semantics, which improves statically
defined REST workflows with controlled decision autonomy, enabling them to react cleverly to
runtime uncertainty while guaranteeing compliance, auditability, and interoperability [2].

Aspect Value/Description

Communication Channel Integration | Instant Messaging and Email Combined

28 Employees
Organizational Participants
(Software Development & Client Services)

Messaging Activity Frequency 306 Days Per Year Normalized Scale

Response Rate Participation 96% Across Distributed Teams

Table 1: Introduction—Communication Patterns in Modern Systems [1, 2]

2. Problem Definition and Architectural Challenges

Static REST orchestration assumes that all such paths are defined up front. Multi-agent systems
research suggests that the complexity of collaborating agents grows exponentially with the number of
layers of context information and the complexity of interactions. The three main sources of
uncertainty where standard methods are easily disrupted are when downstream services become
unavailable, when the eligibility outcome is a function of features from the context, and policy
constraints that are environment- or system-dependent. In these cases, the deterministic workflows
used by these methods need to be redeployed with large amounts of hard-coded branching logic [3].

Large language model multi-agent systems research shows large language models face a more
complex problem in multi-agent systems than in a single-agent system. They must overcome
challenges that arise from workflow design in multi-agent systems. Planning in multi-agent systems
involves analyzing tasks defined globally, producing plans to achieve them, and scheduling agents,
taking into account their capabilities and expertise. Prominent challenges include task decomposition
and multi-agent coordination. The challenge relates to the decomposition of workflows in such a way
that the unique abilities of the agents can be optimized and the overall goals of the process can be met.
The number of decision points, agent interactions, and contextual information required grows
exponentially with the number of possible variations, creating maintainability issues and brittle
behavior that static orchestration cannot solve at runtime [3].

Considering an existing real-world smart urban traffic management system, agent-based learning
approaches have been explored to improve the system's operations. Simulation of a system consisting
of 25+ intersections and 10,000+ vehicles over a 24-hour period has shown the need for adaptive,
non-rule orchestration in distributed systems with constantly changing conditions. Simulation results
showed that the introduction of an AI/ML-based decision-making methodology to the AMBERS
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model could reduce the average waiting time of all vehicles during a simulation by 25.98% for normal
flows and by 34.16% for alternate flows in comparison to fixed-time traffic signal systems, showing the
effectiveness of adaptive decision-making under uncertain conditions [4].

The main challenge is to add adaptive and context-aware decision-making into REST orchestrations
whilst still following the architectural principles and other governance policies. In particular, these
questions arise: how do architecture components discover each other and communicate? How does
information flow in a distributed system? And how do components evolve independently whilst
abiding by policies? In contrast, existing resource management systems with static orchestration
cannot, without a priori knowledge, have specialized resources in each agent and lack a representation
of resources as multi-dimensional contexts. Such systems cannot improve the orchestrated resource
composition through agent debate and deliberation. The ability to do so is important for dynamic
environments (e.g., transient resource failures, different applicability of resource eligibility in different
situations, adaptive policy constraints) [3]. This gap is addressed by using a formally defined agent-
driven orchestration model to improve static REST workflows with well-governed decision autonomy
so that systems can respond to runtime uncertainty without compromising governance, auditability,
and the HTTP semantics of REST [4].

Smart Traffic Management System
Performance
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Figure 1: Smart Traffic Management System Performance [3, 4]

3. Formal System Model and Components

The orchestration system can be described by the following six-tuple: S=(R,A,C,P,T,H), where R is a
set of REST requests, A is a set of autonomous decision agents, C is the context at runtime, P is a set of
constraints (typically policies), T is a set of downstream services that can be invoked, and H is a
mapping of HTTP responses to the corresponding semantic consequences. SOA is the dominant
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architectural style for improving service delivery performance while retaining the main benefits of
previous systems, as indicated by a systematic literature review [5]. The research has shown, through
orienting the research to enterprise ambitions in SOA adoption, SOA concepts, SOA impact, and SOA
practice, that governance, calculated alignment, and readiness across the SOA landscape were
substantial outcomes. The system modeling approach succeeded in providing a rigorous, formal basis
for exploring orchestration behavior under various operational situations.

3.1 Request and context representation

REST requests are made up of an HTTP method from {GET, POST, PUT, DELETE, PATCH}, a URI
conforming to RFC 3986, a body containing structured data payloads, and headers for authentication,
content-type, and correlation. The runtime context consists of environment configuration indicating
the deployment context, system state that records operational metrics, including timeout and
response time baselines, and dependency health that captures service availability distributed across
infrastructure. In banking scenarios with big data analytics and automation, operational efficiencies
show how using data to analyze processes can improve them. Loan processing workflows can be an
example of a business process that can be improved. In process automation, context-aware decision-
making helps to prevent human errors and inefficiencies like processing delays in operational and
customer-facing performance metrics [6].

3.2 Policy and decision functions

Policies are formally a function p_i:RxC—{0,1} that maps a request-context to a recommendation.
The policy evaluation time must be bounded in order to match the performance goal. Governance,
strategy, and training have been found in SOA literature to be the most influential factors in the
adoption and implementation of SOA in an organization [5]. Agents implement decision functions,
a_j:RxCxP—D, with a canonical decision set D={Proceed, Deny, Retry, Terminate}. The global
decision function aggregates the agent decisions, subject to the constraints of the problem, and
resolves any inconsistencies through consensus, voting, or weighted voting. Enterprise policy
evaluation must ensure both flexibility and compliance in terms of architectural decisions aligning
with the enterprise, reusability of services, and transparent interoperation in heterogeneous
environments [5].

3.3 HTTP Response Mapping

Decisions are mapped to standard HTTP error codes in RESTful services. Deny decisions return 403
Forbidden with reason information about the policy violation. When the decision is of type "proceed,"
the response is a 200 OK or 201 Created status code. For “retry” decisions, a 429 Too Many Requests
response with a Retry-After header is returned. A not-found response (404 Not Found) is returned for
the case of “terminate” decisions due to unavailability of resources, a 502 Bad Gateway response for
failed dependencies, and a 504 Gateway Timeout response for timeouts. Banking automation case
studies have demonstrated a strong correlation between systematic process analysis and automation.
Data-driven automation improves end-to-end throughput, optimizes resource consumption, and
strengthens resilience across the processing life cycle in corporations and public authorities [6].
Formal mapping of orchestration decisions to the semantics of the HTTP protocol makes agent-based
systems align with the principles of web architecture for inspiring long-term digital transformation in
finance, logistics, healthcare, and other application domains.

Component Specification
Request Method Set {GET, POST, PUT, DELETE, PATCH}
HTTP Response Codes 403, 200, 201, 429, 404, 502, 504

Table 2: Model Architecture and Components [5,6]
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4. Architectural Implementation

As part of the reference implementation, four agents were created as stateless REST services, called by
all decision points of the integration flows. Following research conducted on RESTful APIs' design
rules, a web-based experiment was also conducted with industry and academic participants in order to
understand the effects of design violations on API comprehendability [7]. It presented 12 Web API
snippets in two complementary versions—one adhering to established design rules and one violating
them—to assess comprehension performance and perceived difficulty. Results demonstrated that for
11 of the 12 rules tested, violation of design principles performed significantly worse than adherence,
with correctness differentials ranging from minimal variations to substantial gaps such as 96% versus
38% on specific comprehension tasks.

4.1 Eligibility Agent

Evaluates the eligibility of requests for processing by applying business rules and data validation
requirements that vary depending upon the property of the transactions. The processing latency
follows the REST semantic principles, where the API is clear and efficient. Experimental results have
shown that violating design rules for URI design (e.g., CRUD naming and the noun police) produced
more than a 58-percentage-point difference in user correctness on comprehension tasks. In controlled
experimental tasks, this agent's categorical eligibility decisions are on par with human comprehension
performance [7].

4.2 Routing

During the request, the routing agent computes paths for the services, based on the current system
state, service availability, load conditions, the endpoints, and the policies used. Asynchronous Many-
Task (AMT) runtime systems illustrate how decisions in architecture design may be useful for
exploiting both hardware and software substrates effectively. This has been exemplified by
introducing MapReduce-style operations in the HPC domain. It can be shown that the granularity
level of such tasks needs to be dynamically tuned to the access patterns of the data and the access
contention levels [8].

The Failure-Handling Agent implements smart recovery from transient failures through graduated
retry mechanisms so that the agents can recover from transient failures that otherwise would result in
service errors through adaptive mechanisms that respond dynamically to changes in run-time
conditions. Dynamic allocation of resources is critical in distributed systems with large data workloads
to exploit the underlying resources well. With no explicit static work granularity parameters, dynamic
systems performed better with variable data characteristics and access patterns [8].

4.3 Governance Agent

Enforces governance constraints (regulatory and organizational policies) before invoking downstream
services. It enables the invocation of services to comply with the REST architectural style. A study on
RESTful API design concluded that violating rules regarding the semantic constraints of HTTP
methods and HTTP status codes decreased understanding performance between a small (Cohen's d)
and a huge effect, with 9 out of 12 rules being rated as more difficult to understand when violated [7].

Each of the agent decisions is tagged with the appropriate correlation identifiers at runtime, enabling
full traceability to the original decision. In this way, decision governance ensures formal compliance
through a combination of rules and active adaptation to changes in the system state. Impressively, this
balance between agent-like autonomy and governance is important for enterprise orchestration
systems executing complex, distributed workflows, thereby ensuring compliance, auditability, and
HTTP semantics [7][8].
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RESTful API Design Impact on Comprehension
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Figure 2: RESTful API Design Impact on Comprehension [7, 8]

5. Empirical Evaluation and Results

Static rule-based orchestration was compared to agent-based orchestration and decision-making
across representative enterprise payment processing, account provisioning, risk assessment, and
transaction settlement workflows. Further work exploring polyglot persistence in big data systems has
concluded that variety presents one of the most difficult challenges in present-day enterprises, as 70-
90% of business data is in unstructured formats, not held in an SQL database [9]. This heterogeneous
environment requires orchestration mechanisms that can dynamically route requests to the
appropriate backends based on the runtime context and policy constraints.

Experimental results showed important operational gains across various dimensions. Despite the
trade-offs between centralized authorization approaches and decentralized fine-grained authorization
in microservice architectures, the latter demonstrated substantial orchestration design potential.
Centralized approaches, which reduce architectural complexity, also introduce performance
bottlenecks. In contrast, deploying authorization as a separate component for each microservice
allows for independent scalability and greater independence of implementation, consistent with the
loose coupling principles of distributed systems [10]. Where to place authorization components is
another point of consideration for microservices architecture models. If a fine-grained access control
policy is required, the implementation needs a separate Policy Enforcement Point, Policy Decision
Point, and Policy Information Point for each microservice [10].

Polyglot persistence has been used in e-commerce systems to show how agent-based decisions about
the data store can improve efficiency. This includes separating availability-focused information, such
as a shopping cart in a key-value store, from transactional financial information, which can be stored
in a relational database [9]. The architectural pattern of using different database technologies for
different subsystem requirements arise from the understanding that no single database solution
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solves the needs of a data-intensive system for the three dimensions of volume, variety, and velocity

[9].

Maintenance costs were reduced, as the dynamic decision logic was moved away from a huge number
of static decision trees. Exception remediation was also automated. Evaluation showed controlled
autonomy could be applied to RESTful services with no adverse effects on governance, auditability, or
HTTP semantics. Within this governance, agents improved handling uncertainty at runtime, captured
compliance audit trails, and provided complete traceability of their decisions [9][10].

The results therefore provide evidence that polyglot persistence architectures and agent-driven
orchestration techniques can ease operational efficiency and architectural flexibility to accommodate
the complexity characteristics associated with modern data-intensive systems in compliance with
governance constraints and reuse of services across heterogeneous cloud-based deployment
environments.

Conclusion

Agent-driven orchestration is a key innovation for RESTful enterprise integration systems. By
combining structured decision autonomy with deterministic workflows, this paradigm improves
system resilience and efficiency while ensuring compliance and traceability. The final formal system
model can be used as a foundation for implementation and has been shown to be practically
applicable in several enterprise use cases. Polyglot persistence architectures combined with agent-
driven orchestration allow organizations to satisfy operational and architectural goals in terms of the
volume, variety, and velocity of a modern data-intensive system. More investigation is needed to learn
about latency in the long run and cross-domain applicability to contribute to generalization.
Nonetheless, the use of autonomous agents in REST orchestration is an initial step toward adaptive
and resilient enterprise systems capable of handling variability at runtime while still maintaining the
architectural principles of scalability and maintainability.

References

[1] Satyam Arragokula and M. Yesu Ratnam, "Architectural Styles and the Design of Network-Based
Software Architectures,” International Journal of Ethics in Engineering & Management Education,
2016. [Online]. Available: https://ijeee.in/wp-content/uploads/2016/02/IJEEE-31-40.pdf

[2] Anabel Quan-Haase et al., "Instant Messaging for Collaboration: A Case Study of a High-Tech
Firm," Journal of Computer-Mediated Communication, 2017. [Online]. Available:
https://academic.oup.com/jecme/article/10/4/JCMC10413/4614475

[3] Shanshan Han et al., "LLM Multi-Agent Systems: Challenges and Open Problems," arXiv, 28th
Jan. 2026. [Online]. Available: https://arxiv.org/pdf/2402.03578

[4] Khulood Abu Maria and Ahmad AA AlKhatib, "Bridging the Gap: AI-Driven Agent-Based Systems
in Modern Software Engineering," JISEM, Feb. 2025. [Online]. Available: https://jisem-
journal.com/index.php/journal/article/view/8486/3855

[5] Naghmeh Niknejad et al., "Understanding Service-Oriented Architecture (SOA): A systematic
literature review and directions for further investigation,” ScienceDirect, 2020.
https://www.sciencedirect.com/science/article/abs/pii/S0306437920300028

[6] Akhilesh Obalannavar et al., "Smarter business processes with data-driven automation,"
ScienceDirect, 2025. [Online]. Available:
https://www.sciencedirect.com/science/article/pii/S1877050925038049

Copyright © 2026 by Author/s and Licensed by JISEM. This is an open access article distributed under the Creative Commons 806

Attribution License which permitsunrestricted use, distribution, and reproduction in any medium, provided the original work is

properly cited.


https://ijeee.in/wp-content/uploads/2016/02/IJEEE-31-40.pdf
https://academic.oup.com/jcmc/article/10/4/JCMC10413/4614475
https://arxiv.org/pdf/2402.03578
https://jisem-journal.com/index.php/journal/article/view/8486/3855
https://jisem-journal.com/index.php/journal/article/view/8486/3855
https://www.sciencedirect.com/science/article/abs/pii/S0306437920300028
https://www.sciencedirect.com/science/article/pii/S1877050925038049

Journal of Information Systems Engineering and Management
2026, 11(2s)

e-ISSN: 2468-4376

https://www.jisem-journal.com/ Research Article

[7] Justus Bogner et al., "Do RESTful API design rules have an impact on the understandability of
Web APIs?" Springer Nature, 2023. [Online]. Available:
https://link.springer.com/article/10.1007/s10664-023-10367-y

[8] Joshua Suetterlein et al., "Extending an asynchronous runtime system for high throughput
applications: A case study," ScienceDirect, 2022. [Online]. Available:
https://www.sciencedirect.com/science/article/abs/pii/S0743731522000338

[9] Pwint Phyu Khine and Zhaoshun Wang, "A Review of Polyglot Persistence in the Big Data World,"
MDPI, 2019. [Online]. Available: https://www.mdpi.com/2078-2489/10/4/141

[10] Niklas Sanger and Sebastian Abeck, "Fine-Grained Authorization in Microservice Architecture: A
Decentralized Approach," ACM, 2024. [Online]. Available:
https://dl.acm.org/doi/epdf/10.1145/3605098.3636121

Copyright © 2026 by Author/s and Licensed by JISEM. This is an open access article distributed under the Creative Commons 807

Attribution License which permitsunrestricted use, distribution, and reproduction in any medium, provided the original work is

properly cited.


https://link.springer.com/article/10.1007/s10664-023-10367-y
https://www.sciencedirect.com/science/article/abs/pii/S0743731522000338
https://www.mdpi.com/2078-2489/10/4/141
https://dl.acm.org/doi/epdf/10.1145/3605098.3636121

