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The growing sophistication and frequency of cyber attacks on critical infrastructure in the 

United States make it increasingly important for robust cybersecurity tools to be put into 

place. In this paper, we study Artificial Intelligence (AI) for the protection of critical 

infrastructure, focusing on the use of machine learning (ML) models for attack detection. 

The analysis is based on a data set that contains network session attributes such as network 

packet size (mean: 500.43, standard deviation: 198.38), login (mean: 4.03, standard 

deviation: 1.96), session duration (mean: 792.75, standard deviation: 786.56), IP reputation 

score (mean: 0.33, standard deviation: 0.18), failed logins (mean: 1.52, standard deviation: 

1.03), and odd time access (mean: 0.15, standard deviation: 0.36). Logistic Regression, 

Random Forest, Support Vector Machine (SVM), and XG Boost were the four machine 

learning models to use for the evaluation of the dataset. Model performance was measured 

through various evaluation metrics such as accuracy, precision, recall, F1 score, and Area 

Under the Curve (AUC). The final results demonstrated that XG Boost realized the best 

performance, with a maximum test accuracy of 88.52% and an AUC value of 0.88 compared 

to the other models. Random Forest obtained the second maximum test accuracy of 88.41% 

and an AUC of 0.88. Logistic Regression had the worst performance testing accuracy 

73.11%, AUC 0.79. Furthermore, model calibration analysis using calibration curves showed 

that XG Boost overconfidently predictions for attacks, and the SVM and Logistic Regression 

were well-calibrated, albeit slightly underestimating attacks. From the feature distribution 

analysis, it was found that login attempts and session duration were the most important 

factors for the separation of attack and non-attack cases. This research shows that machine-

learning-capable AI-driven cybersecurity solutions are very effective in protecting critical 

infrastructure, and insights are provided to help improve cybersecurity resilience using 

machine learning solutions. In the future, deploying more advanced technologies and 

tackling the regulatory barriers to adopting AI should be the focus of further research. 

Keywords: AI-based cybersecurity, machine learning, critical infrastructure, 

reinforcement learning, privacy protection. 
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1. Introduction 

Critical infrastructure is a set of systems or assets whose disablement or damage would cause grave 

effects on national security, economy, and public health. The critical infrastructure in the United 

States cuts across various sectors, including energy, transport, the healthcare sector, water supply, 

and communications [1-4]. The more interconnected such systems are, as well as the more dependent 

on digital technologies, the more susceptible to cyber threats they are going to be, which is why their 

security will require the most effective measures [5]. Attacks on these infrastructures have caused 

immense disruptions in cyberattacks, and hence, the need to ensure the security of the infrastructure 

through cybersecurity. The importance of cybersecurity in enhancing national security is preventing 

cyberattacks and other data breaches and system collapse of important infrastructures affecting the 

nation [6]. As the use of digital technologies is gaining ground in crucial segments, conventional 

cybersecurity practices tend not to be as adequate to manage the sophistication or volume of 

contemporary threats. This has necessitated the cybersecurity function not only to act as a protective 

measure but also as a way of ensuring resilience, along with the continuously developing threats.  The 

potential impact of AI on the field of cybersecurity has become one of the game-changing technologies 

that provide unprecedented opportunities to detect, respond to, and prevent cyber-related threats [7, 

8]. Using machine learning (ML), deep learning (DL), natural language processing (NLP), and 

anomaly detection, AI-driven solutions read large quantities of data in real-time and determine trends 

that indicate unsafe developments [9, 10]. Applied to the domain of critical infrastructure, AI might 

help increase the probability of cyberattack detection, foresee the next attack according to past 

observations, and even react to the new wave of security threats automatically [11]. Scalability, 

adaptability, and efficiency characteristics of AI technologies also introduce a potential area in the 

protection of critical infrastructure against advanced and long-standing cyber risks. Fig. 1 shows small 

and medium-scale enterprise categories to mitigate cyber threats.[5] 

 

Fig. 1.  Small and medium-scale enterprise categories to mitigate cyber threats. 

1.1 Goal of the Paper 

This paper aims to discuss AI-based cybersecurity solutions that can provide security to the critical 

assets in the US [12]. The paper will give a brief on the existing AI technologies, determine their ability 

to protect the critical sectors, and review the case studies in which AI has been successfully 
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incorporated into cybersecurity systems. Moreover, the paper will discuss the problems and 

opportunities in the implementation of AI to provide protection to critical infrastructure and provide 

suggestions to the policymakers, security experts and industry stakeholders to enhance defence [13]. 

Although lots of progress was made in the field of AI-based cybersecurity tools, there is an insufficient 

amount of in-depth investigations that can specifically deal with the use of AI to protect its critical 

facilities of various fields within the United States. There has been a body of literature that has looked 

at single industries to study, with hardly anything done concerning how to leverage existing 

cybersecurity systems that won't have to be changed to fit specific infrastructures. Also, most research 

does not consider the scientific, legal, and logistical nuances that surround the decision to implement 

AI to protect infrastructure at scale [14, 15]. 

The proposed research can help address the identified gap in relevant literature by delivering a 

detailed discussion of the ways to use AI-based cybersecurity systems to mitigate threats to critical 

infrastructure in the United States [16-18]. It discusses the use of AI in various industries, such as 

energy, medical, and transportation, and evaluates the possibility to use such solutions in the current 

security system. The research paper also analyses the possible challenges and impediments to 

adoption of AI, including ethical impact, regulatory constraints, and operational viability and provides 

concise recommendation on how to deal with such challenges. Uniting theory and practice, the paper 

is going to present recommendations to implement to improve the resilience of the U.S. critical 

infrastructure with the help of AI-powered algorithms in cybersecurity [19-21]. 

 

2. Literature Review 

2.1 Present-day Threats to Hyper-Critical Infrastructure 

An alarming number of cybersecurity threats is on the rise in the critical infrastructure of the United 

States, which comprises energy, water, healthcare, transportation and telecommunications sectors 

[22-24]. These threats include old-school hacking to more advanced types of attacks, including 

advanced persistent threats (APTs), ransomware, and insider [25, 26]. Malicious cyberoperations may 

impair critical functions, which may result in economic losses, national security, as well as endanger 

community health [27, 28]. The complex and interconnected nature of the critical infrastructure has 

further complicated the challenges about identifying and mitigating these threats [29, 30]. Most of 

these infrastructures can therefore be said to have little security, even though there may be some form 

of security being applied to them; due to the dynamic nature and the complexities involved in the 

framework of these evil attacks, there is a necessity to have better and adaptive security systems [6, 

31]. 

2.2 Cybersecurity AI technologies overview 

Artificial Intelligence (AI) has been a game-changer as far as cybersecurity is concerned, since it is 

delivering dynamic solutions that are capable of keeping pace with the ever-shifting security 

environment [32]. The main AI technologies are: machine learning (ML) and deep learning (DL), 

natural language processing (NLP), and anomaly detection, which increase threat detection and 

decrease response times [33]. The possibility to examine large volumes of data in real-time enables AI 

to establish patterns, forecast possible vulnerability, and eliminate the risk before it is produced. Fig. 2 

shows key technologies of Artificial Intelligence in Cybersecurity [34, 35]. 
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Fig. 2.  Key technologies of Artificial Intelligence in Cybersecurity 

2.3 AI to Detect and Prevent Threats 

AI-based systems offer superior powers to insinuate online threats. The machine learning models, 

more so the supervised learning models, are fed with past attack data to train them to recognize 

patterns to predict probable future attacks [17, 36, 37]. With an AI system such as an intrusion 

detection system (IDS), network traffic is perpetually tracked and irregularities recognized and 

marked as possible threats, which will help in averting data discard and attacks [38-40].  

2.4 AI-Driven Cybersecurity Solutions Case Studies 

The fields of several industries have adopted AI-powered cybersecurity and achieved some good 

results [41, 42]. The energy industry has taken advantage of AI in real-time monitoring of power grids 

to detect abnormal activities, including cyber-attacks through the power grid cyber-attacks that may 

jeopardise the national power supply [43, 44]. The technology of AI in the medical market has led to a 

significant increase in security over sensitive patient information against malicious hackers. 

Moreover, it is possible to say that AI-based security features have gained successful implementation 

in transportation systems, especially in the security of autonomous vehicles and transportation 

networks [45]. As reflected in these case studies, AI has been shown to be very useful in safeguarding 

the critical infrastructure due to its capacity to decrease response time, enhance the accuracy of 

identification of the threats, and undertake proactive cybersecurity interventions [46, 47]. 

3. The necessity of Cybersecurity AI Software. 

3.1 The Estrangement of Cyber Threats to Critical Infrastructure 

Cyber threats have become more advanced and are now more targeted attacks on critical 

infrastructure rather than the basic opportunistic attacks they were before [21]. Now, it is revealed 

that hackers resort to even smarter methods, such as AI-enhanced malware and APTs that are harder 

to track and handle with conventional cybersecurity tools. The more the critical infrastructure is 

digitized and networked, the greater the attack surface becomes and thus a higher chance of security 

breaches [23, 48].  

3.2 Challenges of the Conventional Cybersecurity Solutions 

The classic methods of dealing with threats to cybersecurity, such as firewalls, signature-based 

detection, and antivirus software, are reactive and unable to handle contemporary threats [49]. Their 

drawbacks are associated with the fact that they are based on known attack signatures, which is why 
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they cannot be applied to zero-day attacks and any significantly new, advanced threats [50-52]. They 

also fail to scale to the big data and complex systems in nowadays critical infrastructure [53]. The 

inadequacies of traditional cybersecurity tools and their inflexibility regarding changes in the nature 

and scope of attacks have necessitated the search for modern tools and services. Research has made 

its impact on the emergence of AI-based cybersecurity tools [8, 54]. 

3.3 The Benefits of AI to Work on These Limitations 

There are multiple benefits of AI when compared to conventional cybersecurity systems. Machine 

learning algorithms will be able to analyze enormous amounts of incoming data in real-time, 

providing the detection of anomalies and the subsequent forecasting of threats [54, 55]. Whereas in 

conventional systems, the systems can only respond to predetermined patterns of threats, the AI 

systems can incorporate new information, which enables them to be flexible to changing threats [52, 

56]. Furthermore, with AI, it will be possible to automate most of the threat detection and response 

cycle, thus lessening the need to rely on human involvement and increasing responsiveness. The AI-

based cybersecurity systems are more efficient than the traditional ones, but also scalable and 

therefore more effective when it comes to protecting large critical infrastructures, which are widely 

interconnected [57-59]. 

 

4. Artificial Intelligence to be Used in Cybersecurity 

4.1 Deep Learning and Machine Learning 

The AI-driven cybersecurity is based on machine learning and deep learning [60]. The systems can be 

programmed (these technologies make it possible) to learn from large volumes of data, and they 

become better at revealing new threats that have never been encountered before. In machine learning, 

anomaly detection is possible through machine learning algorithms applied in cybersecurity: it finds 

patterns in network traffic that do not follow regular behavior [61, 62]. Machine learning is further 

subdivided into deep learning, which is capable of processing advanced data and providing 

predictions on a high level about the possible vulnerabilities and threats in real-time. 

4.2 Threat Detection with Natural Language Processing 

Natural language processing (NLP) enables artificial intelligence (AI) to read and understand human 

language, which may be of great benefit in cybersecurity [63]. As an example, we can state that NLP 

may help to detect phishing emails by noticing suspicious patterns in the text or using the threat 

intelligence reports to infer new threats. NLP also has applicability in the prevention of social 

engineering attacks, where it is used to identify manipulative language in a communication to exploit 

a vulnerable person [64, 65]. 

4.3 Behavioral Analysis and Anomaly Detection, and AI 

With the help of behavioral analysis enabled by AI, the activity of users and systems can be monitored 

to identify abnormalities in their patterns [66]. This may be especially useful in detecting insider 

threats or zero-day exploits. With the help of AI, the systems are capable of scrutinising the user 

behaviour and interaction with the system indefinitely and raising red flags in the case of any 

abnormal activity being present as a possible threat. AI systems will be able to resolve the problem 

instantly and prevent worse complications by identifying the anomalies in real-time [67]. 

 

5. AI applications in securing the Critical Infrastructure 

5.1 Protection of the Smart Grid 

The type of protection needed is AI-driven cybersecurity that can aid in securing smart grids, which 

keep getting exposed to cyber threats because of their interconnectedness [52]. AI models would be 
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able to monitor grid traffic and anticipate the vulnerabilities in the system that may disrupt it, and 

thus limit the disruption before it commences. Moreover, AI has the capability of automating the 

search and response to threats, thereby ensuring the robustness of the critical elements of the energy 

infrastructure [68]. 

5.2 Network Security AI in Critical Systems 

AI technologies may be used to monitor the traffic on the network through healthcare and 

transportation essential systems, and find the weak points of the network to avoid any cyberattacks 

[28]. To illustrate, AI may examine the cycles of information passing through the system in real time, 

as well as identify anomalies such as unauthorized access or abnormalities in communication 

patterns, which may indicate an attack. The use of AI-integrated network security systems is more 

flexible, and they will help in safeguarding critical infrastructure against advanced and dynamic 

dangerous patterns [69]. 

5.3 Threat Intelligence and real-time response 

AI can be used to improve threat intelligence systems, including gathering data across several sources, 

including threat feeds, system logs, and external databases [67]. This data can be used by AI to detect 

threats in the making, pre-warn cybersecurity teams of the possible vectors of attack, and offer real-

time visualization of the same. Moreover, AI may be used to automate responses to quickly reduce 

threats with the minimum time between detecting a threat and responding [70]. 

5.4 Industrial Applications 

With the cybersecurity threat rising, there are a number of industries that have already managed to 

implement AI into their cybersecurity system, such as the energy industry, the healthcare industry, or 

the telecommunications industry [71]. In the energy sector, artificial intelligence has been applied to 

defend power systems against cyberattacks [68]. AI helps healthcare organisations to protect patient 

data and secure the safety of medical devices. Telecommunications is an area where AI has already 

been used to detect network traffic to keep the information secure. These case studies show how 

efficient AI can work in safeguarding the critical infrastructure of various industries [72, 73]. Fig. 3 

shows AI in cybersecurity research. 

 

Fig. 3. AI in cybersecurity research 
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6. Methodology 

6.1 Design and Method of Research 

The research is considered mixed-methods because it has both qualitative and quantitative elements 

of the mixed case study and data analysis, respectively. An in-depth analysis of current literature 

available on AI in the field of cybersecurity shall be made, and following this examination, the 

employment of AI in the areas of critical infrastructure shall be carried out. 

6.2 Collection of data 

Information will be gathered by means of surveys and interviews among cybersecurity experts and 

stakeholders. Further, secondary data regarding case studies, industry research, as well as academic 

studies will be analyzed to get a perspective with regard to the present scenario of AI-led cybersecurity 

solutions. Table 1 shows a Statistical report. 

Table 1. Statistical report 

Feature Count Mean Std Dev Min 25%  50% 75% Max 

network_packet_size 9537 500.43 198.38 64.00 365.00 499.00 635.00 1285.00 

login_attempts 9537 4.03 1.96 1.00 3.00 4.00 5.00 13.00 

session_duration 9537 792.75 786.56 0.50 231.95 556.28 1105.38 7190.39 

ip_reputation_score 9537 0.33 0.18 0.00 0.19 0.31 0.45 0.92 

failed_logins 9537 1.52 1.03 0.00 1.00 1.00 2.00 5.00 

unusual_time_access 9537 0.15 0.36 0.00 0.00 0.00 0.00 1.00 

attack_detected 9537 0.45 0.50 0.00 0.00 0.00 1.00 1.00 

 

6.3 Methods of Data Analysis 

Statistical methods will be used to analyze the quantitative data, whereas the qualitative data will be 

analyzed by conducting thematic analysis. Another evaluation criterion of the machine learning 

models will be their performance on real-life case studies to examine how accurate they are, what is 

their detection rate and their adaptability. 

6.4 Models 

SVM: SVM is a supervised learning method which is applied to classification. This is achieved by 

searching for the hyperplane that maximizes the margin between two classes. SVMs are strong in 

high-dimensional spaces and features, and are especially useful for finding non-linear patterns among 

data, like finding an intrusive attack on network traffic. It is also easy to generalize for the usage of 

regression [74, 75]. Fig. 4 shows the SVM model buildup. 
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Fig. 4. SVM model build up. 

XG Boost (Extreme Gradient Boosting): XG-Boost is a feature-rich, scalable and efficient 

machine learning algorithm that is a variant of Gradient Boosting [76]. It is famous for its high 

performance, scalability, and accuracy, particularly with large-scale datasets. XG-Boost trains an 

ensemble of decision trees sequentially, and each tree in the ensemble corrects the errors of previously 

trained trees. It’s widely applied to classification problems and more, as well as regression problems, 

such as cybersecurity use cases for predicting threats [77]. Fig. 5 shows XG Boost ML steps. 

 

Fig. 5. XG Boost ML steps. 

Logistic Regression: Logistic regression is a statistical machine learning algorithm in binary 

classification problems. It is used to predict the likelihood of a certain class (yes/no) given a set of 

input features. It is easy to understand and interpretable, but may not be able to catch intricate 

structures as well as other models, such as SVM or XG-Boost, when dealing with non-linear problems 

[78]. Fig. 6 shows Logistic Regression model development cycle. 
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Fig. 6. Logistic Regression model development cycle. 

Random Forest: A Random Forest is an ensemble learning technique that constructs a forest of 

decision trees during the training phase and returns the mode of the classes for a classification type of 

problem [79, 80]. It is flexible, intrinsically mitigates overfitting by averaging tree outputs, and 

performs well on a variety of data types [75]. Fig. 7 shows the RF model development process.  

 

Fig. 7. RF model development process. 
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6.5 Measures of Evaluation of AI Models 

The performance of the models will be evaluated based on important assessment metrics that provide 

details on the outcomes of using AI models in the identification and prevention of cyber threats. These 

include: 

Accuracy: It is a metric that determines the percentage of correct (both true positives and negatives) 

predictions made by AI based on the total number of all predictions. Although accuracy is a relevant 

factor, it is not always enough since it can sometimes give only incomplete results, particularly when 

concerned with an imbalanced dataset (e.g., when there are very many benign activities and only a few 

actual threats) [81]. 

Precision: Precision is the ratio of true positive predictions (identification of threats correctly) to all 

of the times that the model labels something as positive (threats). A large value of precision means 

that in cases where the model predicts a cyber attack, the probability is high that it will be right, and 

reduce false positives. 

Recall: Recall is also called sensitivity or true positive rate, and it is used to measure the percentage 

of real threats to which the model responds accurately. In the context of cybersecurity, a high score in 

the area of recall is also vital since it guarantees the effectiveness of the AI model in identifying as 

many threats as possible to reduce instances of false negatives. 

F1 Score: F1 score is a harmonic mean of the precision and recall that gives an overall weighting 

between precision and recall. It also has the advantage of being very helpful when the data is not 

balanced, because it assists in reviewing the overall capability of the model to succeed in identifying 

both threats and benign functions [82]. 

Area under the curve (AUC): AUC is the area located under the Receiver Operating Characteristic 

(ROC) curve, which is plotted as true positive rate (sensitivity) versus false positive rate. The higher 

the value of AUC is the greater the chance that the model can differentiate between the positive and 

the negative cases. the value of AUC is very important in determining the general discrimination 

ability of the model [83-85]. Fig. 8 shows AL model evaluation metrics. 

 

Fig. 8. AL model evaluation metrics. 
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7. Results and discussion 

7.1 Distribution of Log-Transformed Numerical Features in Network Security Data 

The Fig.9 shows the log-transformed distributions of the six major network measures. One of its 

common usages is for creating plots for different network features like network_packet_size, 

login_attempts, session_duration, ip_reputation_score, failed_logins, and unusual_time_access, 

among others. From the density plots for network_packet_size, we can see that it has a single peak 

located close to 0 which seems to support the claim that network_packet_size has many small packets 

in the network, whereas other features like login_attempts and failed_logins have multiple peaks 

indicating different sorts of login behavior in certain periods with occasional heavy spiking. Out of 

these features, I can see ‘network_packet_size’ to have the highest impact on the distribution as it 

seems more concentrated towards low values, indicating the traffic is dominated by small packets. It 

suggest that the dataset more often contains many but small transactions for cases and larger but 

rarer packages for controls, which may have some potential in the detection and resistance to cyber 

threats. 

 

Fig. 9.  Comparison of Log-Transformed Distributions for Key Network Metrics 

 

7.2 Distribution of Attack Classes and Browser Usage in Network Traffic 

Fig. 10(a) and Fig. 10(b) show different distribution analyses for network and browser data. Fig. 10(a) 

depicts the Class Distribution of Attack Detected, 55.29% of the data is "No Attack" (0), and 44.71% is 

"Attack" (1). This indicates slightly more than the no-attacks attack frequency. In Fig. 10(b), Browser 

Type. Not surprisingly, the Distribution of Browser types shown in Table 1 says that Chrome is the 

most popular browser, holding 53.86%, then Firefox holds 20.38%, Safari holds 5.09%, Edge holds 

15.40%, and Unknown has 5.26%. These percentages demonstrate that Chrome has conquered the 

browser market, and some others have taken a bite for themselves. Additionally, Fig. 10(c) presents 

the Distribution of Protocol Type, which shows TCP with 69.46%, UDP with 25.23% and ICMP with 

5.32%, meaning much preference towards TCP instead of other protocols. Lastly, Fig. 10(d) depicts 

the Distribution of Encryption Used, and it is observed that the AES encryption (62.16%) is much 

widely used than the DES encryption (37.84%). These numbers give valuable information about traffic 

on networks, how often attacks occur, and which browsers and encryption techniques are favored. 
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(a) (b) 

 

 

(c) (d) 

Fig. 10.  Class and Protocol Distribution Analysis in Network Data 

 

7.3 Model performance analysis 

In this table 2 performances for 4 machine learning models (Logistic Regression, Random Forest, 

SVM, and XG Boost) are compared using several metrics. Random Forest has the best test accuracy 

(0.8841) and R² (0.6048), and then XG Boost with a test accuracy of 0.8852 and R² of 0.6198. 

Logistic Regression has the lowest test accuracy (0.73113) and the R² (0.26042), SVM has the test 

accuracy of 0.8710 and an R² of 0.5532. 

 

Table 2. Model performance: 

Model Train 

Accura

cy 

Test 

Accura

cy 

Train 

MAE 

Test 

MAE 

Train 

MSE 

Test 

MSE 

Train 

RMSE 

Test 

RMSE 

Train 

R² 

Test 

R² 

Logistic 

Regressi

on 

0.7438

7 

0.7311

3 

0.348

22 

0.360

85 

0.173

30 

0.182

82 

0.416

30 

0.427

57 

0.298

92 

0.260

42 

Random 0.8964 0.8841 0.1995 0.2193 0.082 0.097 0.287 0.312 0.6661 0.604
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Forest 5 6 2 5 8 

SVM 0.8897 0.8710 0.1975 0.2152 0.095

1 

0.1104 0.308

4 

0.332

3 

0.6152 0.5532 

XG 

Boost 

0.8948 0.8852 0.169

8 

0.1853 0.081

1 

0.095

5 

0.284

9 

0.309

1 

0.6713 0.6198 

 

7.3.1 Evaluating Model Performance: A Comparison of Train and Test Metrics Across 

Logistic Regression, Random Forest, SVM, and XG Boost 

Fig. 11 evaluated machine learning in terms of 6 metrics. Logistic Regression has also somewhat 

higher errors, with a Train MSE of 0.173 and Test MSE of 0.183, and RMSE of 0.416 (Train) and 

0.428 (Test), suggesting some inaccuracy in the predictions. Random Forest has a great fit with the 

train data (Train MSE = 0.098 and Test MSE = 0.200) but gains a bit of test error, which can also be 

seen in RMSE (0.287 for Train and 0.313 for Test). The right middle column indicates SVM is the 

middle performance-wise, it is decent, it performs uniformly, provides trade-off sample sizes relative 

middle performances with low errors, and the Train MSE and Test MSE are 0.095 and 0.110, 

respectively and RMSE for Train and Close 0.198 and 0.215, respectively. XG Boost is the best 

performing model with minimum Train MSE (0.081), Train RMSE (0.170), Test MSE (0.096) and 

Test RMSE (0.185), indicating the least errors and best predictive accuracy. From this experiment, it 

can be concluded that XG Boost is the best model and SVM is the second best one, whereas Logistic 

Regression has the worst errors. 

 

Fig. 11.  Performance Comparison of Machine Learning Models: Train vs. Test Metrics for Attack 

Detection 

7.3.2 Comparison of Train and Test Accuracy, and R² Metrics Across Machine Learning 

Models for Attack Prediction 

Fig. 12 compares the performance of four machine models with Accuracy and R² metrics. Logistic 

Regression Train Accuracy: 0.744 Test Accuracy: 0.731Decent and very slight drop in test accuracy. 

The Train R² is 0.299 and Test R² is 0.260, which indicates that the fitting isn't bad. Random Forest - 

Train R²: 0.666 > Test R²: 0.605 > Train Accuracy: 0.896 > Test Accuracy: 0.884 (train: good fit & 

slightly overfitting) > For Random Forest, we found a good performance, including a high R², good fit 

and just a little overfitting. SVM is comparable to that with a Train Accuracy = 0.890, Test Accuracy = 

0.871, Train R² = 0.615 and Test R² = 0.553, indicative of a good fit of the voting result. XG Boost 

model surpasses all models with Train Accuracy: 0.895, Test Accuracy: 0.871, Train R²: 0.672, Test 

R²: 0.613, demonstrating the best predictive and generalization capacity. In general, XG Boost is the 

best model, and Logistic Regression has the worst efficiency in accuracy and R². 
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Fig. 12.  Evaluating the Performance of Logistic Regression, Random Forest, SVM, and XG Boost: 

Accuracy and R² Metrics Analysis 

7.3.3 Radar Chart Analysis of Model Performance: Comparing Train and Test Metrics 

Across Logistic Regression, Random Forest, XG Boost, and SVM 

 

Fig. 13 is a radar chart that shows the performance of different machine learning models in Train 

Accuracy, Test Accuracy, Train R², Test R², Train MSE, Test MSE, Train MAE, and Test MAE. The 

figure helps in understanding not only each model’s performance but also its performance on training 

data and testing data (distance from the center is the metric) visualized for comparison. The more 

words a model can cover, the higher its performance on all the metrics. XG Boost is great, achieving 

good coverage over the metrics for both train and test. Random Forest performs well, with Logistic 

Regression and SVM performing considerably weaker, especially in the Train MSE and Test MSE 

metrics. This radar graph permits an easy comparative analysis of the performance of models in 

generalizing to unseen data and fitting to the training set, thereby serving as a useful model evaluation 

tool. 

 

Fig. 13.  Visual Comparison of Machine Learning Models: Radar Chart Analysis of Train and Test 

Metrics. 
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7.74 Exploring Feature Relationships in Attack Detection: Lower Triangle Correlation 

Heatmap of Numerical Features 

Fig. 14: lower triangle correlation heatmap for numerical features associated with attack detection. 

The relationship between the different network variables: network_packet_size, login_attempts, 

session_duration, ip_reputation_score, failed_logins, unusual_time_access, and attack_detected, is 

depicted in the heatmap. The values can be between -1 and 1, and the larger the value, the larger the 

correlation. The Attack_detected feature has the highest correlation with failed_logins (0.36) and 

login_attempts (0.28), indicating a slightly strong dependence between failed_logins/login_attempts 

and the appearance of attacks. In addition, attack_detected is also weakly dependent on 

ip_reputation_score (0.21) and session_duration (0.04). Other features like network_packet_size, 

unusual_time_access and failed_logins have weak correlation with attack_detected of −0.01, 0.01 

and 0.02, respectively. This heatmap offers an interpretation as to how various features are correlated 

and may assist in the comprehension of which features are most influential signs in the detection of 

attacks. 

 

 

Fig. 14.  Correlation Analysis of Numerical Features in Attack Detection: A Heatmap of Key Variables 

7.5 Feature-wise Density Distributions: A Comparative Study of Network Traffic Metrics 

for Attack Detection 

Fig. 15 presents a distribution-based analysis of important attributes on the network traffic data for 

attack detection. The panels display the density of the respective quantities. The network packet size 

(a) is distributed around a normal distribution, most packets are between 300 and 900 bytes in size, 

with a peak around 600 and a decreasing tendency for packet sizes larger than 1000. (b) Multimodal 

distribution in login attempts, common login attempts are seen at 1,3 and 5 attempts, while the 

density decreases beyond 7 attempts. The session length (Fig. C) is also skewed: most sessions are 

short (around 500 seconds), while a few sessions last as long as 5000 seconds, which suggests the 

presence of long-duration sessions. IP reputation score (d) is close to a normal distribution whose 

peak ranges from 0.2 to 0.5, and a higher density is located between 0.0 and 0.3, showing that the 

majority of the dataset's IP addresses have moderate reputation scores. We have a bimodal 

distribution failed logins with peaks at 0 and 1 failures, and a lower second peak at 3, the rest of the 
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attempts being almost marginal. Unusual day access (f) exhibits a well-skewed distribution with a 

maximum close to zero (at 0.0), suggesting that most of the access is done at regular times, and few 

access times are unusual (the peak being approximately 1.2). These distributions are useful for 

understanding the behaviour of a network and gaining insights into network traffic in the context of 

attack detection. 

  

(a) (b) 

  

(c) (d) 

  

(e) (f) 

Fig. 15. Distribution Analysis of Key Features: Insights from Network Traffic Data for Attack Detection 
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7.6 Density Distribution of Key Features: A Comparative Analysis Between Attack and 

No Attack Cases 

Fig. 16 analyses the distribution of network traffic data features for “No Attack” and “Attack” samples. 

The density distributions of network_packet_size, login_attempts, session_duration, 

ip_reputation_score, failed_logins, and unusual_time_access for these two classes are shown in the 

figure. "No Attack" in the network_packet_size distribution has a peak at 500, while "Attack" has a 

similar shape but higher density around larger packet sizes (1000), which indicates that the larger 

value has a higher probability during attacks. The difference is also visible in the log-in attempts, and 

we have “no attack” having one of the highest peak at small log-in attempts (0-3) and “attack” having 

a more spread distribution with its peak extending up to 12, implying that attacks happen at higher 

number trials of log-ins. Session_ duration shows the same trend, where “No Attack” has a distinct 

peak around 1000 seconds, while “Attack” presents a wider distribution reaching up to 7000 seconds, 

indicating longer sessions during attacks. The distribution of ip_ reputation_ score indicates a 

remarkable position change, i.e., "No Attack" mainly lies between 0.0 and 0.3, while "Attack" is 

uniformly distributed along the range (symmetric distribution) and the peak is around 0.5, so it 

suggests that lower reputation scores are associated with an attack. failed_ logins No Attack has a 

greater density at 0 and 1 failed logins, while Attack has more density at 2-4, indicating that attacks 

have multiple failed logins associated with them. From unusual_ time_ access, we see the Distribution 

is somewhat similar between the classes, but the condition "Attack" becomes denser for values above 

0, showing that attacks tend to happen during unusual time intervals. This can help to get an idea of 

how individual features behave with or without attacks and highlight patterns that might be able to 

help you detect attacks. 

 

Fig. 16.  Exploring Feature Distributions: Comparing 'No Attack' vs. 'Attack' in Network Traffic Data 
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7.7 Evaluating Model Performance for Attack Detection: ROC Curve Analysis Across 

Logistic Regression, Random Forest, SVM, and XG Boost 

Fig. 17 investigated the discriminative capacity of various machine learning algorithms in terms of 

ROC curves and AUC scores. On the other hand, the chart of True Positive Rate (TPR) and False 

Positive Rate (FPR) from the generalization model of Logistic Regression, Random Forest, SVM and 

XG Boost algorithms. The AUC scores reflect the general capacity of the models to discriminate 

classes; Logistic Regression presented with AUC 0.79 and Random Forest and XG Boost obtained the 

highest AUC (0.88) while SVM´s AUC was 0.87. The curves show how well the models perform, and 

the Random Forest and XG Boost obtain the best performance, as seen from the highest AUC values. 

The diagonal dashed line is a random classifier is a baseline for comparison. Models have to be above 

that line to do better than random guessing; those farther from the diagonal are better discriminators. 

 

Fig. 17. Comparing Model Discriminative Power: ROC Curves and AUC for Logistic Regression, 

Random Forest, SVM, and XG Boost 

7.8 Evaluating Model Calibration for Attack Prediction: A Comparison of Logistic 

Regression, Random Forest, XG Boost, and SVM 

Fig. 18, presented the calibration curves for different attack detection models as a function of the 

actual vs. the predicted attack probabilities. On the x-axis is the average, predicted probability of 

attack and on the y-axis is the proportion of actual attacks. The calibration curves for Logistic 

Regression (blue), Random Forest (green), XG Boost (orange) and SVM (red) are indicated in the 

figure. The dashed blue line is the model that would be perfectly calibrated (predicted odds equal 

actual odds). From the graph, we observe that Logistic Regression and SVM are both quite well-

calibrated but are both slightly underestimating the proportion of true attacks around higher 

probabilities (for example, LR gets around 0.4 at a Predicted Probability of 0.8 and SVM gets 0.5 at 

the same probability). XG Boost predictions exhibit a strongly overconfident model that is particularly 

overconfident at high probabilities, overestimating the predicted attacks and coming to nearly 1.0 at 

predicted probability 1.0. The Random Forest departs from the perfectly calibrated line most 

dramatically, especially at lower values (where there are more predicted probabilities, as it 

overestimates the fraction of attacks). For instance, at 0.3 predicted probability fraction is about 0.2, 

indicating it's giving larger weights at lower cut-offs too. These calibration curves yield information 

about how good the models are and how the predicted probabilities are estimated, to match the attack 

occurrences. 
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Fig. 18.  Calibration of Attack Detection Models: Comparing Actual vs. Predicted Probabilities 

7.9 Comparative Analysis of Model Predictions for Attack Detection: A Probability 

Distribution Approach 

Fig. 19 shows the expected probability distribution of attack detection for a few machine learning 

models (Logistic Regression, Random Forest, XG Boost and SVM). The plot is of the predicted 

probability of attack by beast1 on the x-axis and the density on the y-axis. All models have different 

colors - Logistic Regression is blue, Random Forest is green, XG Boost is orange, and SVM is red. The 

plot illustrates how both models disperse the predicted probabilities, but with the SVM model peaking 

around a density of 3.5 at a predicted probability of 0.9, which implies greater confidence in the 

prediction that an attack is about to occur. XG Boost displays pressure around 3 in the value of 0.7, 

also presenting high confidence and some dispersion. The Logistic Regression has a peak density close 

to 2 along 0.3; this test doubts its predictions. For Random Forest, the highest density is 2.5 at 0.5, 

which would mean a more equitable confidence across all predicted probabilities. It allows us to 

observe how each model behaves and performs in predicting attack Probabilities. 

 

 

Fig. 19.  Evaluating Model Performance for Attack Detection: Predicted Probability Distributions 

Across Multiple Algorithms 
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7.10 SHAP Analysis 

7.10.1 Interpreting Model Predictions Using SHAP: Feature Importance Analysis for 

Anomaly Detection 

Fig. 20) provides a SHAP Bees warm Plot to help interpret feature contributions in predictive 

modelling. The XGB model feature importance (measured by SHAP value, the saliency of a feature 

value on the model output) reveals the most informative features. Attributes such as failed_logins, 

login_attempts and ip_reputation_score are features that have the biggest impact on output and have 

SHAP scores in the largest positive or negative values that show the drastic shifts in prediction. It is 

worth mentioning that failed_logins and login_attempts present a higher density of values at the 

extremes of the histogram, indicating that they have a high impact on the predictions of security. 

There is also a considerable variation in session_ duration and network_ packet_ size, making them 

significant for prediction accuracy. The features related to the encryption technique used, such as 

encryption_ used_ DES, and pandemic_ Udp, and the browser type, such as Unknown, and browser 

type_ Firefox, their influence is also between moderate and small. The color gradient indicates feature 

values: larger values (red) have a larger positive effect on the output, while lower values (blue) have a 

negative effect. This bee's warm plot does well in depicting the impact of the features on the predicting 

results of the network flow-based model. 

 

 

Fig. 20.  Understanding Feature Contribution with SHAP: A Bees warm Plot Analysis for Predictive 

Modelling 

7.10.2 Exploratory Data Analysis of Network Traffic Features: A Correlation Study of 

Session Duration, Login Attempts, and Protocol Types 

Fig. 21 illustrates the relationships between various network data features, such as protocol types, 

encryption used, and browser types, regarding security metrics. The scatter plots demonstrate the 

distribution and correlation of these features. Among the factors, Login Attempts (with Failed Logins) 

and Session Duration exhibit strong variability across different features like protocol types (TCP and 

UDP), encryption types (AES, DES), and browser types (Chrome, Safari, Firefox, etc.). For example, 

the distribution of Login Attempts shows marked differences between Failed Logins and successful 

logins, with data points clustering at extreme values for failed attempts. Similarly, Session Duration 

shows significant changes, especially concerning the Protocol Type UDP and Encryption Used DES, 

which have distinct distributions. IP Reputation Score also shows a direct impact, particularly with 

TCP Protocol, while browser types like Firefox and Safari show consistent distributions, indicating 

their role in influencing the session’s security-related characteristics. These findings indicate that 
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Login Attempts and Session Duration have the most significant influence on the data's variability due 

to their correlation with attack patterns, protocol choices, and encryption preferences. 

 

 

Fig. 21.  Visualizing Feature Relationships in Network Data: Impacts of Protocol Types, Encryption, 

and Browser Usage on Security Metrics 

8. Conclusion: 

Growing threats to U.S.CI from cyber attacks demand an advanced cybersecurity infrastructure. This 

paper investigates the capacities of AI-driven systems in protecting critical infrastructures such as 

energy, health, and transportation from threats that benefit from traditional cybersecurity tools. 
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Key Findings: 

• Attack detection was strongly correlated with features such as the number of failed logins (0.36) and 

the number of login attempts (0.28). Attack detection had a poor correlation with IP reputation score 

(0.21) and session duration (0.04). 

• The distribution experiment showed that network packets are mostly within a size range of 300-900 

bytes, with peaks at around 600 bytes, which implied that small packets dominate network traffic. 

• Of the models tested, XG Boost scored the highest in terms of test accuracy 88.52% and test R² 

0.6198, outperforming the Random Forest (test accuracy: 88.41%, R²: 0.6048), in contrast, the 

Logistic Regression was by far the worst (test accuracy: 73.11%, R²: 0.2604). 

• ROC curve analysis verified that XG Boost and Random Forest obtained the maximum AUC scores 

(0.88) and performed better than SVM (0.87) and Logistic Regression (0.79) in attack detection. 

• XG Boost had an overestimation in predicting attack probabilities, whereas SVM and Logistic 

Regression were well-calibrated but slightly underestimated actual attack at higher probabilities. 

 

9. Limitations and Future Directions 

The research focused on a limited number of models and may not sufficiently cover the possible 

approaches that can be undertaken to solve the problem of cybersecurity in critical infrastructures. 

The dataset may not cover all forms of real-world attacks, including new ones. Further research efforts 

are required in the areas of reinforcement learning, transfer learning, and dataset enrichment tasks to 

enhance AI-driven cybersecurity. Attacking ethics and regulations is the most crucial to our privacy 

and system security. This paper shows the feasibility of AI in the protection of critical infrastructure. 
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