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Modern enterprises migrating to cloud-hosted Enterprise Resource Planning (ERP) 

platforms face critical challenges in maintaining secure, compliant nonproduction 

environments while preserving operational realism for testing and reconciliation activities. 

Traditional data refresh practices expose sensitive personal, financial, and proprietary 

information, creating significant regulatory and audit risks. This work presents a 

comprehensive architecture integrating machine learning classification, deterministic 

tokenization, and ratio-preserving cost transformations to enable secure data provisioning 

for ERP quality environments. The framework addresses sensitive field detection across 

financial modules, maintains referential integrity through consistent identifier tokenization, 

and preserves ledger relationships essential for automated reconciliation processes. 

Material Master costing data receives specialized treatment through controlled distortion 

techniques that maintain cost ordering and valuation logic while protecting proprietary 

manufacturing intelligence. Evaluation demonstrates high masking coverage, preserved 

integration stability across finance and supply chain modules, and maintained 

reconciliation accuracy. The architecture supports enterprise modernization initiatives, 

including cloud migration, clean core strategies, and compliance strengthening, while 
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enabling realistic testing scenarios for financial automation and analytics capabilities. 
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1. Background and Context 

Enterprise systems increasingly rely on secure data provisioning frameworks to supply quality 

environments with realistic datasets while adhering to regulatory, compliance, and privacy 

obligations. Contemporary organizations face substantial difficulties when creating secure yet 

operationally viable nonproduction environments during financial system transitions to cloud 

platforms. The widespread adoption of cloud-hosted ERP solutions has magnified requirements for 

advanced data provisioning mechanisms that fulfill strict regulatory obligations while enabling 

thorough operational validation procedures. Traditional refresh approaches typically replicate entire 

production databases into quality systems, creating significant vulnerabilities concerning personally 

identifiable details, confidential financial records, supplier payment credentials, and proprietary 

material valuation information. 

Quality environments serve as vital infrastructure for regression validation, financial reconciliation 

processes, integration verification activities, and period-end closing rehearsals. Such operations 

require precise replication of transaction flows, ledger structures, and cross-functional dependencies. 

However, conventional masking techniques often compromise referential consistency, breaking 



Journal of Information Systems Engineering and Management 
2026, 11(1s) 

e-ISSN: 2468-4376 

https://www.jisem-journal.com/ Research Article  

 

 1296 

 
 

Copyright © 2026 by Author/s and Licensed by JISEM. This is an open access article distributed under the Creative 

Commons Attribution License which permits unrestricted use, distribution, and reproduction in any medium, provided 

the original work is properly cited. 

 

linkages essential for reconciliation operations and limiting organizational capacity for automation 

progress and digital advancement. 

Compliance expectations governing testing system protection have escalated substantially under 

evolving regulatory landscapes. Organizations must satisfy obligations spanning privacy legislation, 

internal audit procedures, financial control standards, and regional protection requirements. 

Confidential information exposure within validation environments generates considerable compliance 

risks, potentially leading to regulatory penalties, organizational reputation damage, and competitive 

intelligence loss. Robust masking strategies have become critical for protecting institutional assets 

while maintaining functional validation capabilities [1]. Cloud platforms present unique protection 

requirements for information storage and transmission, requiring comprehensive safeguarding 

mechanisms addressing confidentiality for both archived datasets and transferred information [2]. 

Advances in machine learning classification, cloud-orchestrated pipelines, and deterministic 

tokenization offer a solution that preserves operational realism while ensuring strict anonymization. 

Machine learning classification integrated with cloud-orchestrated processing frameworks and 

deterministic tokenization provides substantial capabilities for protected data distribution. Advanced 

classification algorithms enable automated detection of confidential attributes throughout structured 

and semi-structured information repositories, while deterministic approaches preserve referential 

consistency vital for enterprise integration requirements. 

This manuscript proposes an integrated model tailored to finance, supply chain, and costing-heavy 

ERP environments. The presented architecture addresses the gap between protection mandates and 

operational validation needs through a unified design. Core objectives include establishing 

comprehensive mechanisms for AI-powered confidential data recognition, implementing 

deterministic tokenization preserving inter-module relationships, developing cost-maintaining 

transformation techniques for material master records, and verifying ledger consistency across 

financial reconciliation workflows. Architectural benefits encompass enhanced compliance standing 

through confidential data removal in testing systems, accelerated cloud adoption through governed 

and repeatable distribution workflows, stable validation scenarios via deterministic tokenization, and 

protected proprietary production intelligence through specialized cost-masking methods. 

Scholarly literature addressing masking techniques, privacy safeguards, and ERP evolution provides 

foundational concepts for protected provisioning designs. Established scholarship emphasizes rule-

driven identification frameworks for confidential attribute recognition, syntactic anonymization 

methods, and privacy-maintaining data transformation approaches. Financial system contexts display 

elevated complexity due to cross-functional interdependencies, ledger requirements, and 

reconciliation constraints requiring structural relationship maintenance. Industry guidance stresses 

clean core design principles, cloud preparation assessments, and customization externalization as 

critical facilitators for ERP evolution. Organizations pursuing cloud transformation must reconcile 

protection imperatives with operational requirements for realistic financial behavior in validation 

contexts. Coordinating protected provisioning capabilities with evolution frameworks enables 

integration stability, system componentization, and gradual enhancement across legacy platform 

environments. In this landscape, protected data provisioning becomes a strategic design component 

supporting compliance responsibilities, operational readiness, and digital transformation initiatives. 

 

2. Framework Design for AI-Powered Data Distribution 

2.1 System Architecture and Cloud-Based Orchestration 

The framework operates through cloud-coordinated pipelines that identify, transform, verify, and 

distribute production-equivalent datasets into ERP validation environments. Cloud-based 
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orchestration facilitates scalable, automated, and controlled data distribution workflows, maintaining 

uniformity across distributed enterprise platforms. The design utilizes containerized microservices, 

event-triggered processing, and automated workflow coordination to manage complex transformation 

operations across multiple ERP components concurrently. Cloud-based orchestration delivers 

dynamic resource provisioning, failure recovery, and horizontal expansion capabilities vital for 

handling large-scale enterprise information volumes [3]. The framework integrates policy 

enforcement controls, cryptographic protocols, detailed logging functions, and authorization 

workflows, ensuring traceability and regulatory adherence throughout the distribution lifecycle. 

Comprehensive service orchestration manages interdependencies between identification, 

tokenization, transformation, verification, and distribution stages while sustaining transactional 

uniformity across distributed operations. The design accommodates both scheduled batch operations 

for planned refreshes and selective processing for focused updates, facilitating adaptable distribution 

approaches synchronized with organizational validation schedules and deployment timelines. 

2.2 Identification Layer Utilizing Machine Learning for Confidential Attribute 

Recognition 

Machine learning identification establishes the foundational layer for recognizing confidential 

attributes throughout structured and semi-structured information repositories. The identification 

layer applies deep learning algorithms to locate confidential information patterns extending beyond 

elementary rule-driven matching, facilitating recognition of contextual sensitivity within intricate 

financial documents and free-form text fields [4]. Hybrid identification models merge pattern 

recognition for established confidential data categories with statistical learning for contextual 

recognition, enhancing detection scope across varied data structures. The identification layer locates 

bank account digits, routing sequences, tax identification codes encompassing Taxpayer Identification 

Number (TIN), Individual Taxpayer Identification Number (ITIN), Value-Added Tax (VAT), and 

Social Security Number (SSN), electronic mail addresses, personal contact records, supplier and 

customer account characteristics, material master valuation fields, and free-form annotations 

containing financial mentions. Deep learning models calibrated on enterprise-specific information 

patterns deliver superior accuracy for domain-particular confidential information compared to 

universal detection regulations. The identification layer handles structured database columns, semi-

structured document enclosures, and unstructured text annotations, delivering thorough coverage 

across heterogeneous information sources. Adaptive learning mechanisms permit identification 

models to adjust to changing data patterns and recently identified sensitivity classifications, 

sustaining detection performance as business demands evolve. Table 1 categorizes sensitive ERP data, 

including personal and financial records, and explains how combined pattern, context, and learning 

techniques detect such data across structured and unstructured content. 

 

Data Category Attribute Types Detection Method Coverage Scope 

Personal 

Identifiable 

Information 

Names, addresses, 

contact details, personal 

identifiers 

Hybrid classification 

(pattern + contextual) 

Structured fields, semi-

structured documents 

Financial 

Account Details 

Bank account numbers, 

routing codes, IBAN, 

SWIFT codes 

Pattern recognition 

with validation 

algorithms 

Transaction tables, 

vendor/customer masters 

Tax Identifiers 

TIN, ITIN, VAT, SSN, 

and employer 

identification numbers 

Format-specific 

pattern matching 

Master data records, tax 

reporting tables 
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Material Master 

Costing 

Standard costs, moving 

average prices, and cost 

components 

Contextual 

classification with 

business logic 

Costing views, valuation 

tables, and Material 

Ledger 

Supplier Banking 

Credentials 

Payment details, 

banking relationships, 

and account 

assignments 

Deterministic 

identification with 

cross-reference 

Vendor master, payment 

tables, banking records 

Free-Text 

Financial 

References 

Contract terms, pricing 

agreements, confidential 

notes 

Deep learning 

contextual analysis 

Document attachments, 

notes fields, text 

annotations 

Table 1: Sensitive Data Categories and Classification Coverage [1, 4] 

 

Figure 1 compares classification accuracy across sensitive data types, showing strong results for 

structured financial fields and greater challenges for free-text data that require contextual and 

learning-based methods. 

 

Fig. 1: Machine Learning Classification Performance by Data Category [2, 4] 

 

2.3 Deterministic Replacement Layer for Relational Consistency 

Deterministic replacement guarantees uniformity across components by substituting identifiers with 

stable surrogate alternatives that sustain relational associations throughout the ERP environment. 

The replacement layer handles business partner digits, general ledger accounts, user identifiers, and 

material digits, producing uniform substitutions that maintain cross-component interdependencies 

vital for integration situations. Deterministic algorithms ensure identical production identifiers 

consistently transform to identical protected alternatives, facilitating repeatable validation situations 

and stable integration conduct across multiple distribution cycles. The replacement layer sustains 

mapping catalogs that monitor associations between original and surrogate identifiers, enabling 

traceability demands for audit and troubleshooting objectives. Format-maintaining replacement 

sustains character sequences, length limitations, and validation digit algorithms demanded by 
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downstream verification logic and external connections. The deterministic method eliminates 

relational consistency violations that frequently arise with random transformation, where identical 

production alternatives obtain different protected substitutions across tables or components. 

Replacement scope encompasses master data entities, transactional documents, and configuration 

references, guaranteeing thorough coverage across operational and administrative information 

domains. The layer accommodates hierarchical replacement for structured identifiers, maintaining 

organizational hierarchies and category associations embedded within identifier structures. 

2.4 Financial and Reference Information Transformation Components 

Financial and reference information transformation components execute controlled modifications to 

safeguard confidential monetary information while maintaining format validity and operational 

conduct. Bank account digits obtain pattern-uniform surrogate alternatives that sustain routing 

structure demands for payment handling systems and financial institution connections. Address 

transformation employs format-maintaining anonymization that retains geographic organization, 

postal sequence patterns, and regional structuring conventions necessary for logistics and tax 

calculation engines. Personal fields experience redaction or substitution with realistic surrogate 

alternatives that sustain demographic distributions without revealing individual identities. Vendor 

and supplier records obtain tokenized identifiers with associated confidential characteristics 

transformed through controlled distortion that maintains business relationship organizations. 

Customer master information modifications safeguard contact records, payment conditions, and 

credit characteristics while sustaining customer segmentation and classification logic. The 

transformation components execute specialized logic for distinct data categories encompassing 

numeric fields with range limitations, alphanumeric fields with structure demands, and categorical 

fields with predetermined value domains. Reference information modifications sustain code 

associations, lookup table consistency, and configuration interdependencies that control business 

logic throughout the ERP platform. The components accommodate multi-stage transformations 

where initial modifications establish primary surrogate alternatives and subsequent stages adjust 

dependent characteristics to sustain cross-field uniformity. 

2.5 Ledger Consistency Maintenance Mechanisms 

Ledger consistency maintenance mechanisms guarantee financial posting logic remains functional 

throughout transformation operations, sustaining operational realism for reconciliation and closing 

procedures. The design maintains document sequences connecting originating transactions through 

intermediate postings to final settlement documents, facilitating comprehensive traceability 

verification in protected environments. Ledger relationship maintenance guarantees equilibrium 

between accounts payable, accounts receivable, and the general ledger remains mathematically 

uniform after transformation operations. Document numbering logic maintenance sustains sequential 

associations and range assignments that accommodate audit trail demands and posting verification 

regulations. The mechanisms retain clearing document associations that connect invoices, payments, 

credit memos, and adjustments, facilitating realistic dunning executions and payment proposal 

creation. Financial year and period assignments remain synchronized with fiscal calendars, 

accommodating period-dependent handling and year-end closing rehearsals. Cost center, profit 

center, and internal order assignments sustain organizational hierarchy associations vital for 

management reporting and allocation procedures. The design verifies cross-document 

interdependencies encompassing purchase order to goods receipt to invoice verification sequences, 

sales order to delivery to billing document progressions, and production order to goods movement to 

settlement posting chains. Ledger consistency verification encompasses balance confirmation, posting 

key uniformity checks, account determination verification, and reconciliation key synchronization to 

guarantee that protected datasets accommodate thorough financial validation situations. 
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3. Material Master Valuation and Account Assignment Protection 

3.1 Confidential Valuation Attribute Recognition 

Material Master records contain confidential financial intelligence demanding structured protection 

approaches for valuation, inventory pricing, and account determination information. AI classification 

algorithms locate confidential characteristics revealing proprietary production, procurement, and 

internal valuation strategies requiring protection in validation environments. Confidential valuation 

characteristics encompass standard valuations, moving average pricing, cost element distributions, 

overhead percentages, profit center and cost center designations, account category linkages, valuation 

class relationships, and actual valuation fields within Material Ledger. Attribute-driven protection 

approaches facilitate precise safeguarding of particular valuation elements while sustaining non-

confidential material characteristics demanded for validating logistics and planning situations [5]. 

The recognition procedure examines valuation perspectives, pricing information, account designation 

configurations, and Material Ledger actual valuation records to thoroughly locate confidential 

financial intelligence. Classification models differentiate between operational material characteristics, 

accommodating supply chain operations, and financial characteristics, revealing competitive 

intelligence or proprietary valuation approaches. Confidential attribute recognition encompasses price 

control indicators, planned pricing fields, future pricing records, and periodic revaluation chronology 

that collectively expose organizational pricing strategies and valuation administration practices. 

Successful protection in ERP platforms demands complete comprehension of valuation organizations 

and pricing mechanisms to avoid unintentional revelation of strategic financial intelligence [6]. The 

recognition layer categorizes confidentiality degrees based on protection demands, facilitating 

differentiated safeguarding strategies for extremely confidential valuation elements versus moderately 

confidential operational information. 

3.2 Deterministic Replacement of Material Identification Codes 

Replacement guarantees uniformity throughout bill of material structures, routing and work center 

definitions, inventory transaction records, Material Ledger pricing calculations, and MRP and 

planning information. Deterministic substitution of material identification codes sustains relational 

associations throughout production execution, procurement scheduling, and inventory administration 

procedures. Material identification replacement maintains interdependencies in bill of material 

organizations where parent-component associations must remain functional for explosion and 

implosion computations. Routing interdependencies connecting materials to work center activities 

and production resource instruments demand stable replacement to sustain production procedure 

definitions. Inventory transaction logic depends on uniform material recognition throughout goods 

transfers, stock relocations, physical inventory procedures, and pricing adjustments. Material Ledger 

actual valuation computations rely on material identification uniformity throughout multilevel 

production procedures and intricate pricing situations. MRP scheduling algorithms utilize material 

identification codes to create procurement recommendations, production instructions, and exception 

notifications demanding deterministic replacement for repeatable scheduling executions. The 

replacement mechanism creates format-maintaining surrogates sustaining character dimensions, 

prefix sequences, and numerical progressions uniform with organizational material numbering 

practices. Cross-reference catalogs monitor mappings between production material identification 

codes and their replaced equivalents, accommodating traceability for troubleshooting integration 

difficulties and verifying information transformation precision. Deterministic algorithms guarantee 

identical material identification codes throughout multiple tables, perspectives, and components 

obtain identical replaced substitutions, avoiding relational consistency violations. 
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3.3 Valuation Transformation with Proportional Maintenance Techniques 

Valuation transformation employs proportion-driven approaches executing controlled distortion 

multipliers to original pricing alternatives while sustaining relative proportions and ordering 

associations. Proportion maintenance techniques sustain valuation ordering, guaranteeing higher-

valued materials remain costlier than lower-valued alternatives after transformation, maintaining 

realistic pricing hierarchies. Valuation element proportions encompassing material valuations, labor 

valuations, overhead distributions, and subcontracting expenses sustain relative associations 

facilitating accurate valuation organization examination in validation environments. Transaction logic 

maintenance guarantees goods transfers, invoice confirmations, and settlement procedures create 

financially uniform outcomes matching production platform conduct sequences. Pricing trend 

maintenance permits period-over-period valuation examination and variance reporting to operate 

realistically despite absolute pricing alternative transformations. The transformation approach 

executes randomization multipliers within constrained boundaries to individual valuation elements, 

avoiding reverse calculation of actual production valuations while sustaining operational realism. 

Standard valuation transformations are distributed through dependent computations encompassing 

inventory pricing, goods sold computations, and work-in-process pricing. Moving average pricing 

transformations sustain mathematical associations with inventory quantities and cumulative balance 

amounts, guaranteeing stock pricing remains internally uniform. Valuation element distribution 

maintenance retains proportional associations between material overhead, production overhead, and 

administrative overhead, facilitating realistic absorption valuation rehearsals. The proportion-driven 

method accommodates diverse valuation approaches encompassing standard valuation, moving 

average pricing, and actual valuation situations within Material Ledger operations. Table 2 illustrates 

the cost masking transformation methodology that applies controlled distortion factors to material 

standard costs while preserving critical business relationships. The approach maintains cost ordering 

hierarchies, ensuring that relative pricing positions remain intact after transformation, while 

simultaneously sustaining proportional relationships between cost components such as material 

overhead, labor costs, and subcontracting expenses. This ratio-preservation technique protects 

proprietary manufacturing intelligence while enabling realistic supply chain simulations, inventory 

valuation testing, and costing analysis in nonproduction environments. 

Material 
Production 

Standard 
Cost 

Transformation 
Factor 

Masked 
Standard 

Cost 

Cost 
Ordering 
Preserved 

Component 
Ratio 

Maintained 

Material A 
Original 

Value 
Random factor 
within range 

Transformed 
value 

The highest 
cost 
position was 
retained 

Material 
overhead 
proportion 
sustained 

Material B 
Original 

Value 
Random factor 
within range 

Transformed 
value 

Middle cost 
position 
retained 

Labor cost 
proportion 
sustained 

Material C 
Original 

Value 
Random factor 
within range 

Transformed 
value 

Lowest cost 
position 
retained 

Overhead 
proportion 
sustained 

Material D 
Original 

Value 
Random factor 
within range 

Transformed 
value 

Cost 
hierarchy 
maintained 

Subcontracting 
proportion 
sustained 

Table 2: Cost Masking Transformation with Ratio Preservation [5, 6] 
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3.4 Account Designation Logic Maintenance 

Pricing logic maintenance includes replacement of general ledger accounts, continuation of valuation 

classifications, and organization-maintaining transformations for profit centers and cost centers. 

Account designation configuration connects material valuation classifications to general ledger 

accounts through transaction and event identifiers, demanding coordinated replacement to sustain 

transaction logic. General ledger account replacement maintains account group hierarchies, financial 

statement designations, and control parameters controlling transaction conduct and balance sheet 

arrangement. Valuation classification continuation sustains material groupings that control account 

designation regulations, guaranteeing inventory transfers post to appropriate general ledger accounts 

in protected environments. Profit center and cost center replacement sustains organizational 

hierarchy associations, facilitating realistic administration accounting situations encompassing 

internal order settlements and activity distributions. Account category linkage maintenance sustains 

connections between material categories, valuation classifications, and account designation 

procedures, accommodating diverse inventory pricing situations. The transformation method 

coordinates modifications throughout account designation tables, pricing configuration, and 

organizational designation fields to avoid configuration discrepancies. Material category 

interdependencies on account designation logic demand synchronized replacement throughout 

material master records and customizing tables defining pricing procedures. Transaction key 

designations and document category configurations remain synchronized with replaced account 

organizations, guaranteeing transaction handling mirrors production platform conduct. The 

maintenance mechanisms verify account designation outcomes through rehearsal of common 

business transactions encompassing goods receipts, invoice confirmations, goods distributions, and 

inventory revaluations. 

3.5 Verification of Valuation and Pricing Organizations 

Verification procedures include Material Ledger pricing uniformity, valuation accumulation rehearsal, 

MRP execution verification, inventory pricing balance confirmations, and revaluation transaction 

examinations, guaranteeing realistic financial and supply chain conduct. Material Ledger uniformity 

verification confirms that actual valuation computations generate mathematically accurate outcomes 

matching multilevel production valuation progressions and overhead distributions. Valuation 

accumulation rehearsal performs hierarchical valuation aggregation through bill of material 

organizations, verifying that component valuations properly aggregate into finished goods pricing. 

MRP execution verification creates procurement recommendations and production instructions based 

on transformed material master information, confirming scheduling parameters and valuation 

intelligence to accommodate realistic supply chain rehearsals. Inventory pricing balance 

confirmations verify that stock quantities multiplied by material valuations equal cumulative 

inventory amounts throughout storage locations and pricing categories. Revaluation transaction 

examinations rehearse pricing modifications and standard valuation updates, confirming that 

transaction logic creates appropriate financial documents and general ledger consequences. The 

verification mechanism performs representative business situations encompassing production 

instruction creation and settlement, subcontracting procurement sequences, and inventory physical 

modifications. Cross-component verification confirms procurement-to-payment procedures, order-to-

revenue workflows, and production execution situations operate correctly with transformed valuation 

information. Period-end closing rehearsal verifies month-end activities encompassing work-in-

process computations, overhead distributions, and variance examination reporting. The verification 

method identifies transformation difficulties early in the distribution lifecycle facilitating corrective 

measures before quality environment implementation. 

 

 



Journal of Information Systems Engineering and Management 
2026, 11(1s) 

e-ISSN: 2468-4376 

https://www.jisem-journal.com/ Research Article  

 

 1303 

 
 

Copyright © 2026 by Author/s and Licensed by JISEM. This is an open access article distributed under the Creative 

Commons Attribution License which permits unrestricted use, distribution, and reproduction in any medium, provided 

the original work is properly cited. 

 

4. Implementation and Evaluation Results 

4.1 Masking Accuracy Metrics and Detection Performance 

Evaluation of protection accuracy encompasses sensitive information detection coverage, 

transformation completeness, and false positive minimization across diverse data categories. 

Detection performance metrics assess the capability of classification algorithms to identify 

confidential attributes within structured database fields, semi-structured document attachments, and 

unstructured free-text annotations. Sensitive information detection coverage measures the proportion 

of confidential attributes successfully identified through machine learning classification compared to 

manually validated baseline datasets. Transformation completeness evaluates whether all identified 

confidential attributes receive appropriate protection treatments maintaining format requirements 

and referential relationships. False positive rates quantify instances where non-confidential attributes 

receive unnecessary protection, potentially disrupting operational testing scenarios. Performance 

gains in data masking for ERP systems demonstrate significant improvements in detection accuracy 

and processing efficiency compared to traditional rule-based approaches [7]. Classification model 

performance varies across data categories, with the highest accuracy achieved for structured financial 

fields containing well-defined patterns such as bank account numbers and tax identifiers. Semi-

structured data including email communications and document attachments, presents greater 

classification challenges requiring contextual analysis beyond simple pattern matching. Free-text field 

analysis demands advanced natural language processing capabilities to distinguish confidential 

financial references from general business terminology. The evaluation framework measures detection 

performance separately for different sensitivity categories, including personal identifiable 

information, financial account details, supplier banking credentials, and proprietary costing 

intelligence. Precision and recall metrics provide a balanced assessment of classification effectiveness, 

avoiding overemphasis on either false negatives or false positives. 

Table 3 presents masking accuracy and detection performance metrics across six distinct sensitivity 

categories, evaluating the effectiveness of various detection methods in identifying and transforming 

confidential data. The assessment encompasses coverage rates, false positive rates, and 

transformation completeness for structured financial fields, semi-structured documents, free-text 

annotations, personal identifiable information, material master costing, and supplier banking details. 

This performance evaluation demonstrates that hybrid classification approaches combining pattern 

recognition, machine learning, and contextual analysis achieve high detection accuracy while 

minimizing false positives across diverse data structures. 

Sensitivity 

Category 

Detection 

Method 

Coverage 

Rate 

False Positive 

Rate 

Transformation 

Completeness 

Structured 

Financial Fields 

Pattern 

recognition + 

validation 

High coverage 

achieved 

Minimal false 

positives 

Complete 

transformation 

Semi-Structured 

Documents 

Hybrid 

classification 

Moderate to 

high coverage 

Low false 

positives 

Complete 

transformation 

Free-Text 

Annotations 

Deep learning 

contextual analysis 

Moderate 

coverage 

Moderate false 

positives 

Context-dependent 

transformation 

Personal 

Identifiable 

Information 

Rule-based + 

machine learning 

High coverage 

achieved 

Minimal false 

positives 

Complete 

transformation 

Material Master Business logic High coverage Low false Complete 
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Costing classification achieved positives transformation 

Supplier Banking 

Details 

Format-specific 

pattern matching 

High coverage 

achieved 

Minimal false 

positives 

Complete 

transformation 

Table 3: Masking Accuracy and Detection Performance Metrics [1, 4, 7] 

4.2 Ledger and Reconciliation Integrity Assessment 

Ledger integrity assessment verifies financial posting logic remains mathematically consistent and 

operationally functional following transformation operations. All ledger balances must align with 

production snapshots after applying transformations, ensuring accounts payable, accounts receivable, 

and the general ledger maintain equilibrium. Clearing document chains requires preservation 

throughout transformation processes, maintaining associations between invoices, payments, credit 

memos, and adjustment documents. Reconciliation between accounts payable, accounts receivable, 

and the general ledger must achieve complete consistency, enabling automated reconciliation 

processes to operate without configuration modifications. Guidelines for receivables to general ledger 

reconciliation emphasize the importance of maintaining posting relationships and balance integrity 

throughout data transformation activities [8]. Reconciliation engines process transformed datasets 

without requiring parameter adjustments or tolerance threshold modifications, demonstrating 

preservation of underlying financial logic. Document flow integrity verification confirms originating 

transactions correctly link through intermediate postings to final settlement documents across 

multiple accounting periods. Period-end closing procedures, including work-in-process calculations, 

overhead allocations, and variance analysis, execute successfully with transformed datasets. Inter-

company reconciliation scenarios maintain consistency across organizational units with transformed 

business partner identifiers and general ledger accounts. Sub-ledger to general ledger reconciliation 

validates that detailed transaction records aggregate correctly to summary general ledger postings. 

The assessment methodology executes comprehensive reconciliation scenarios spanning multiple 

fiscal periods, organizational entities, and transaction categories to ensure robust validation coverage. 

4.3 Integration Stability Across ERP Modules 

Integration stability evaluation confirms all scenarios execute without referential failures across 

finance, procurement, manufacturing, and supply chain modules. IDoc and API-based integrations 

process correctly with transformed identifiers, maintaining message routing logic and error handling 

procedures. Event-driven messages route successfully through middleware platforms with tokenized 

business partner numbers, material identifiers, and account assignments. Tax calculation engines 

remain functional, processing transformed address information, tax classification codes, and 

jurisdictional assignments. Payment processing engines execute correctly with transformed bank 

account details, payment terms, and clearing documents, maintaining payment proposal generation 

logic. Purchase-to-pay integration scenarios encompassing requisitions, purchase orders, goods 

receipts, and invoice verifications maintain document flow consistency. Order-to-cash workflows, 

including sales orders, deliveries, billing documents, and payment receipts, operate correctly with 

transformed customer master data. Manufacturing execution scenarios linking production orders, 

material withdrawals, goods receipts, and cost settlements maintain cross-module dependencies. 

Procurement planning integration between material requirements planning and purchase requisition 

creation functions correctly with transformed material identifiers. Inventory management integration 

across storage location transfers, stock transports, and physical inventory procedures maintains 

quantity and valuation consistency. Advanced planning and optimization interfaces process 

transformed datasets, maintaining forecast accuracy and supply network models. Quality 

management integration with inspection lots, quality notifications, and usage decisions operates 

correctly with transformed material and vendor identifiers. The stability assessment encompasses 

both synchronous real-time interfaces and asynchronous batch integration scenarios. 
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4.4 Costing and Inventory Evaluation Metrics 

Costing evaluation metrics assess preservation of valuation logic, cost component relationships, and 

inventory pricing consistency following transformation operations. Cost ordering preservation 

confirms that relative pricing hierarchies remain intact, with higher-valued materials maintaining 

premium positioning compared to lower-valued alternatives. Cost component proportion 

maintenance verifies material costs, labor costs, overhead allocations, and subcontracting expenses, 

retaining relative relationships enabling accurate absorption costing analysis. Material Ledger actual 

costing calculations produce mathematically consistent results matching multilevel manufacturing 

cost flows through work-in-process to finished goods. Standard cost rollup procedures aggregate 

component costs correctly through bill of material structures, generating realistic finished goods 

valuations. Moving average price calculations maintain mathematical consistency with inventory 

quantities and cumulative value balances across goods movements and invoice verifications. 

Inventory valuation balance checks confirm that stock quantities multiplied by unit prices equal total 

inventory values across storage locations, valuation types, and material categories. Cost estimate 

release cycles complete successfully generating costing variants, quantity structures, and itemizations 

matching production system outputs. Material price analysis and price determination procedures 

operate correctly with transformed pricing conditions and valuation data. Production order settlement 

calculations distribute variances appropriately across cost centers, profit centers, and internal orders. 

Work-in-process valuation at period-end generates consistent results for unfinished production 

orders and process manufacturing scenarios. Overhead calculation and allocation procedures execute 

correctly distributing activity costs across cost objects. The evaluation framework validates costing 

scenarios across diverse valuation methods, including standard costing, moving average pricing, and 

Material Ledger actual costing. 

4.5 Security, Compliance, and Governance Outcomes 

Security outcomes demonstrate the elimination of confidential information exposure in 

nonproduction environments while maintaining comprehensive audit trail capabilities. The 

provisioning pipeline enhances compliance with data privacy frameworks, including regional 

regulations governing personal information protection and financial data handling. Internal audit 

requirements receive support through detailed logging of transformation operations, approval 

workflows, and data lineage tracking. Financial control expectations align with regulatory standards, 

including segregation of duties, change management protocols, and access governance. Regional 

privacy regulations compliance encompasses jurisdictional requirements for data residency, cross-

border transfers, and subject access requests. Governance mechanisms include comprehensive audit 

logs capturing transformation parameters, execution timestamps, user identities, and dataset 

versions. Approval workflows enforce multi-level authorization for provisioning operations, ensuring 

appropriate oversight and accountability. Encryption protocols protect datasets during transmission, 

storage, and processing phases, maintaining confidentiality throughout the provisioning lifecycle. 

Policy enforcement mechanisms validate transformation rules against organizational standards, 

regulatory requirements, and industry best practices. Role-based access controls ensure strict 

segregation between production and non-production environments, limiting transformation 

capabilities to authorized personnel. Data lineage tracking maintains bidirectional traceability 

between production source records and transformed nonproduction equivalents. Compliance 

reporting capabilities generate documentation supporting audit activities, regulatory inquiries, and 

internal governance reviews. The governance framework accommodates evolving regulatory 

landscapes through configurable policy definitions and extensible rule engines. 

 

 



Journal of Information Systems Engineering and Management 
2026, 11(1s) 

e-ISSN: 2468-4376 

https://www.jisem-journal.com/ Research Article  

 

 1306 

 
 

Copyright © 2026 by Author/s and Licensed by JISEM. This is an open access article distributed under the Creative 

Commons Attribution License which permits unrestricted use, distribution, and reproduction in any medium, provided 

the original work is properly cited. 

 

5. Strategic Implications and Methodology Comparison 

5.1 Enterprise Evolution Support (Cloud Adoption, Clean Core Programs) 

Secure provisioning capabilities establish foundational support for enterprise evolution programs, 

including cloud adoption activities, clean core architecture implementation, and digital advancement 

strategies. Cloud adoption acceleration derives from controlled provisioning workflows that remove 

manual refresh activities, diminish migration vulnerabilities, and create repeatable deployment 

sequences for validation environments. ERP platforms deployed in cloud infrastructures operate as 

principal catalysts for the digital evolution of business operations, demanding robust protection 

mechanisms to facilitate transition activities [9]. Clean core programs require customization, 

externalization, process standardization, and technical debt elimination, all supported by secure 

provisioning mechanisms that facilitate realistic validation of standardized configurations. Digital 

advancement programs depend on realistic validation datasets for confirming automation 

technologies, artificial intelligence algorithms, and advanced analytics functions before production 

implementation. Cloud-native architecture implementation demands containerized services, 

microservices coordination, and API-driven integration sequences supported by provisioning 

workflows designed for distributed computing contexts. Compliance reinforcement through 

automated protection diminishes audit exceptions, regulatory sanctions, and reputational 

vulnerabilities associated with confidential information revelation in validation contexts. Release cycle 

consistency advances through stable, reproducible provisioning activities that remove environment-

related defects and configuration discrepancies between production and quality platforms. AI and 

analytics operational preparedness relies on realistic datasets reflecting actual business intricacy, 

transaction quantities, and data quality attributes representative of production contexts. 

Modernization synchronization guarantees provisioning capabilities progress alongside technological 

developments in cloud platforms, database technologies, and integration mechanisms. Strategic 

benefit spans organizational boundaries, facilitating finance, supply chain, manufacturing, and human 

resources operations to perform thorough validation situations. 

Figure 2 presents a comprehensive visualization of sensitive data detection and masking accuracy 

across the complete provisioning pipeline, illustrating the relationship between identification 

coverage, transformation completeness, and operational integrity preservation. The figure 

demonstrates the end-to-end effectiveness of the AI-driven framework, from initial sensitive attribute 

detection through final masking verification, highlighting the balance between security requirements 

and operational realism. This visualization validates that the integrated approach achieves high 

masking accuracy while maintaining referential integrity, ledger consistency, and cross-module 

integration stability essential for realistic ERP testing scenarios. 

 

Fig. 2: Sensitive Data Detection and Masking Accuracy [9, 10] 
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5.2 Application Example: Financial Reconciliation Preparation 

A multinational production organization implemented the architecture to diminish audit exceptions 

and stabilize reconciliation validation following repeated failures in manual refresh activities. 

Implementation substituted fragmented manual scripts with a controlled pipeline incorporating 

identification, tokenization, transformation, and verification stages. Pre-implementation obstacles 

included frequent relational consistency violations disrupting document sequences, inconsistent 

protection across related tables creating reconciliation discrepancies, and manual refresh activities 

demanding excessive duration and specialized knowledge. Post-implementation outcomes showed the 

removal of confidential information in quality contexts through thorough detection and 

transformation scope. Complete consistency of document progressions sustained clearing document 

connections, settlement sequences, and inter-company postings, facilitating realistic reconciliation 

validation. Expedited cloud adoption preparation resulted from stable validation environments 

supporting parallel execution situations and cutover rehearsals. Stable reconciliation sequences 

enabled automated reconciliation engines to handle quality environment datasets without parameter 

alterations or tolerance modifications. Financial big data reconciliation approaches benefit from 

uniform data organizations and maintained associations sustained through systematic transformation 

methods [10]. Enhanced MRP and costing verification supported supply chain scheduling situations 

and inventory pricing validation with realistic material master information. Month-end closing 

rehearsal became achievable with transformed datasets supporting period-end activities, including 

accruals, allocations, and financial statement construction. Audit trail functions are enhanced through 

thorough logging of transformation activities, data lineage monitoring, and version management 

mechanisms. The implementation diminished provisioning sequence duration, removed 

environment-related defects, and advanced validation scope across financial and operational 

situations. Organizational advantages extended beyond technical enhancements to include 

strengthened audit preparation, diminished compliance vulnerability, and advanced stakeholder 

confidence in transformation programs. 

5.3 Methodology Comparison: Traditional vs. AI-Powered Provisioning Techniques 

The architecture surpasses traditional techniques through superior detection precision, reinforced 

relational consistency, enhanced reconciliation realism, advanced automation and control, and 

diminished operational expenditure. Traditional provisioning techniques depend on manual field 

recognition, static protection regulations, and fragmented transformation scripts lacking coordination 

across related data organizations. Detection precision enhancements result from machine learning 

identification, locating contextual sensitivity beyond elementary pattern matching, and diminishing 

false negatives for confidential attributes embedded in free-form text fields. Relational consistency 

reinforcement through deterministic tokenization removes discrepancies where identical production 

identifiers obtain different transformed alternatives across tables or components. Reconciliation 

realism enhancement sustains financial posting logic, document sequences, and ledger associations, 

facilitating automated reconciliation procedures to function without alteration. Automation 

progression through cloud-coordinated pipelines diminishes manual intervention, removes scripting 

errors, and delivers repeatable provisioning activities. Control enhancements include thorough audit 

trails, authorization workflows, policy implementation, and compliance reporting functions absent in 

traditional techniques. Operational expenditure diminishment results from decreased manual effort, 

fewer environment-related defects, and expedited provisioning sequence durations. Traditional 

techniques typically demand specialized database knowledge, custom scripting for each refresh 

sequence, and extensive manual verification, consuming significant duration and resources. AI-

powered techniques democratize provisioning activities through configurable policies, automated 

performance, and self-service functions for authorized personnel. Scalability advantages facilitate 

handling of larger datasets, accommodation for additional components, and accommodation of 

growing transaction quantities without proportional resource expansions. Maintenance efficiency 
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advances through centralized regulation administration, version-controlled transformation logic, and 

extensible mechanisms adapting to changing business demands. Quality enhancements manifest 

through uniform transformation outcomes, diminished environment-related defects, and enhanced 

validation scope supporting thorough validation situations. 

Table 4 provides a comprehensive comparison between traditional legacy provisioning methods and 

the proposed AI-driven provisioning architecture across ten critical evaluation dimensions. The 

comparison highlights significant improvements in detection accuracy, data consistency, operational 

efficiency, and compliance capabilities achieved through machine learning classification and cloud-

native orchestration. This evaluation demonstrates the architectural advantages supporting enterprise 

modernization initiatives while reducing operational costs and maintenance complexity. 

 

Evaluation 

Dimension 

Legacy Provisioning 

Methods 

AI-Driven Provisioning 

Architecture 

Improvement 

Category 

Sensitive Data 

Detection 

Manual field 

identification, static 

rules 

Machine learning 

classification, contextual 

analysis 

Detection 

accuracy 

Referential 

Integrity 

Inconsistent 

transformations across 

tables 

Deterministic tokenization, 

coordinated mappings 
Data consistency 

Reconciliation 

Support 

Document chains are 

frequently broken 

Financial logic and 

relationships preserved 

Operational 

realism 

Automation Level 
Manual scripting, high 

intervention required 

Cloud-orchestrated 

pipelines, minimal 

intervention 

Process efficiency 

Governance 

Capabilities 

Limited audit trails, 

fragmented controls 

Comprehensive logging, 

approval workflows, and 

policy enforcement 

Compliance 

strength 

Operational Cost 

High manual effort, 

specialized expertise 

required 

Reduced manual effort, self-

service capabilities 

Resource 

optimization 

Scalability 
Linear resource growth 

with data volume 

Horizontal scaling, 

containerized processing 

Infrastructure 

efficiency 

Maintenance 

Complexity 

Custom scripts per 

refresh cycle 

Centralized rule 

management, version 

control 

Operational 

simplicity 

Quality 

Consistency 

Variable outcomes, 

environment-related 

defects 

Uniform transformations, 

reduced defects 

Reliability 

improvement 

Cloud Readiness 
Limited cloud-native 

capabilities 

Cloud-native architecture, 

distributed processing 

Modernization 

alignment 

Table 4: Legacy vs. AI-Driven Provisioning Comparison [1, 4, 7, 9] 
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5.4 Integration Conduct Across Finance, Procurement, and Production Components 

The protected dataset sustained complete operation across finance, procurement, supply chain, 

production, and costing components, showing thorough integration and maintenance. Finance and 

controlling components display ledger conduct reflecting production logic, with clearing procedures 

functioning correctly and settlement sequences generating uniform outcomes. General ledger posting 

logic sustains account designation regulations, document splitting configurations, and parallel 

accounting situations. Cost center and profit center accounting maintain hierarchical associations, 

allocation sequences, and internal order settlements. Asset accounting sustains depreciation 

computations, asset relocations, and retirement postings with transformed asset master information. 

Procurement and supplier administration components show invoices, purchase orders, and goods 

transfers remaining synchronized through transformation activities. Account designation maintained 

through tokenized general ledger alternatives sustains material-to-account designations and 

automatic posting configurations. Release strategies, authorization workflows, and three-way 

matching logic function correctly with transformed vendor master information and purchasing 

documents. Production and inventory components perform inventory postings without error, 

sustaining quantity and pricing uniformity across storage locations. Material Ledger handles 

protected pricing correctly, supporting actual costing computations and multilevel price designation. 

Cost estimate release sequences complete as anticipated, creating costing variants and quantity 

organizations matching production outputs. MRP executions generate uniform procurement 

recommendations respecting lot dimensions, procurement categories, and scheduling parameters. 

Production scheduling and control integration, including capacity scheduling, shop floor control, and 

confirmation handling, sustains operational uniformity. Product costing integration with production 

instructions shows activity allocation, overhead computation, and settlement handling functioning 

correctly with transformed cost center and activity category information. Quality administration 

integration sustains inspection specifications, quality notifications, and usage decision workflows with 

transformed material and batch identifiers. 

 

Conclusion 

Secure data provisioning has materialized as an indispensable capability for cloud-enabled ERP 

environments requiring reliable validation, reconciliation, and financial accuracy in nonproduction 

contexts. AI classification, deterministic tokenization, cost-preserving protection, and cloud-

orchestrated execution collectively establish a robust, repeatable, and compliant foundation for 

quality environments. The framework strengthens enterprise modernization by enhancing compliance 

positioning, facilitating cloud adoption, supporting clean core strategies, and delivering realistic 

datasets for automation and analytics initiatives. Machine learning-driven identification surpasses 

traditional rule-based detection through contextual sensitivity recognition across structured and 

unstructured information sources. Deterministic replacement mechanisms maintain referential 

consistency essential for integration stability and reconciliation accuracy throughout financial, 

procurement, and manufacturing operations. Cost-preserving transformation techniques safeguard 

proprietary valuation intelligence while sustaining operational realism for supply chain simulations 

and inventory management scenarios. Cloud-native orchestration delivers scalable, governed 

provisioning workflows, reducing manual intervention and operational expenditure. Validation 

environments equipped with protected yet operationally realistic datasets enable comprehensive 

testing scenarios supporting digital transformation programs, regulatory compliance obligations, and 

audit readiness requirements. The architectural contributions address critical challenges confronting 

organizations pursuing cloud migration, system modernization, and automation advancement within 

complex ERP landscapes demanding simultaneous protection and operational fidelity. 
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