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Accurate prediction of tax fraud fosters favorable taxpayer-business 

relationships, streamlines tax authorities' operations, and optimally directs 

government investments to enhance public services. Reliable prediction of 

fraudulent taxpayers, however, requires careful selection of assessed features 

because of pronounced privacy, ethical, and security concerns associated with 

government-related data. Furthermore, limited historical records are available 

because fraud often remains undetected. Consequently, effective machine 

learning-based predictive models must deploy hybrid architectures capable of 

learning from different types of features, integrating feature engineering with 

representation learning, and extracting fraud behavioral patterns during 

training. Moreover, tax fraud detection is a pattern-discovery problem with 

critical imbalance between the positive and negative classes, necessitating the 

use of behaviorally informative indicators that optimize predictive 

performance, fairness, and robustness. Predictive models should therefore 

integrate hybrid deep learning representations with behavioral-based tax fraud 

indicators for risk detection. Cloud-enabled government data ecosystems 

provide abundant data sources for detecting and predicting all forms of tax 

fraud, and during operation can be simulated to include as many behaviors that 

are indicators of tax fraud as possible. Predictive models can thus be trained 

and tested using a behavioral pattern-discovery approach, forming the 

foundation for hybrid deep learning-based models that use a dual-tower 

architecture to employ both behavioral indicators and independently 

engineered features to optimize detection risk. 

Keywords: Cloud computing, behavioural analytics, detect, fraud, 

government systems, hybrid architectures, hybrid deep learning, predictive, 

tax, Twitter. 

1. Introduction 

Facilitating the digital transformation of government functions and public services requires the 

development of secure, data-enabled, privacy-oriented services and solutions. One of the objectives is to 

establish preventive approaches to preserve information integrity and authenticity during records creation. 

The paradigm shift offers new opportunities for tax fraud detection but introduces new operational risks 

from distributed data acquisition via virtualized government services and processes. The growing risk of 

tax fraud, amplified by data flood and data manipulation vectors, necessitates predictive detection 

solutions. Past data breaches highlighted the dire consequences for public agencies and service providers. 



Journal of Information Systems Engineering and Management 
2024, 9(4s) 
e-ISSN: 2468-4376 
https://www.jisem-journal.com/ Research Article  

 

 3685 
Copyright © 2024 by Author/s and Licensed by JISEM. This is an open access article distributed under the Creative Commons 

Attribution License which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is 

properly cited. 

 

For government systems to be cloud-ready, predictive detection and prevention of tax fraud in online, 

government, public, and cloud computing environments must be addressed. The focus shifts toward 

exploration of hybrid deep learning architectures and behavioral analytics for the predictive detection of 

tax fraud to close the operational risk gap created by the cloud-enabled paradigm shift. Predictive detection 

is considered more effective than reactive identification after fraud has occurred. Hybrid deep learning 

combines different types of neural networks in a multi-model approach to benefit from their relative 

strengths during training and prediction phases. Data modeled as a time series of transactions, user 

geolocation, financial behavior, and behavioral changes over time emphasize the significance of date change 

detection in the context of tax fraud detection. Predictive models trained and tested with behavioral 

behavioral pattern vectors representing fraud-prone segments are expected to augment decision support 

systems in tax agencies and law enforcement. 

 

Fig 1: Hybrid Deep Learning and Behavioral Analytics 

1.1. Background and Significance                                            With rapid advances in new technologies, 

the range and ease with which personal information can be accessed, stored, integrated, and touched in 

cloud environments have transformed service delivery and enabled more sophisticated external online 

fraud. In these environments, it is possible to assimilate fraudulent historical transactions, create complex 

fraud pattern rules and models, and deploy predictive systems that can help government agencies 

proactively assess the risk of tax fraud. Cloud budgets allow the implementation of hybrid Deep Learning 

(DL) systems that combine multiple domain knowledge representation methods and directly accessible 

online behavioral patterns of taxpayers with the support of analytics to increase the accuracy of fraud risk 

prediction. 

Real organizational historical tax fraud transactions have many attributes—both numerical and 

categorical—that are not only very distinct but sometimes contradictory. Consequently, fraud models built 

on these data are inevitably subject to extremely unbalanced situations, especially during the training-

rehearsal phase of deep architectures. Therefore, various fairness bias types and public interests that are 

sensitive to financial information need to be kept in mind when planning predictions and deployed models. 

Cloud-enabled government environments have harnessed deep architectures and semantic-level 

misbehavior exploration mining to design a reliable tax fraud detection system—important tools for 

improving public tax collecting trusts and worldwide corporate, business, and financial organization 

services. 
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2. Background and Related Work 

A framework is introduced for predictive detection of potential tax fraud in cloud-enabled government 

systems, utilizing hybrid deep learning architectures and behavioral analytics. The design draws on diverse 

data sources and processes to model tax fraud risk within the government as a service paradigm. Behavioral 

analytics and multi-task deep learning support sensitive processing and feature representation learning, 

while federated and differential privacy protect the privacy of sensitive contributors. Evaluate model 

performance using standardized metrics for predictive performance and fairness. 

Data-driven predictive detection of financial fraud has gained traction with the growth of Big Data, mobile 

computing, and artificial intelligence technologies. Despite the wealth of publicly available documents and 

financial data, tax departments lack predictive detection capabilities due to substantial unstructured and 

sensitive data. Cloud-enabled government information becomes increasingly relevant, as government data 

from mobile computing devices increases but fraud patterns are hidden and fragmented within behavioral 

and transactional records. Hybrid deep learning models are sensitive to data privacy and exploit 

heterogeneous information from multiple organizations to facilitate representation learning without the 

need for feature engineering. 

 

2.1. Research design                                                                       Taxes are the main sources of revenue for 

the state, budget planning and development of the motherland. Tax fraud leads to indirect losses due to 

unfulfilled budgets and development plans of the state. There are some methods in tax auditing and the use 

of data mining to help the tax auditors. The hybrid architecture of neural networks and anti-fraud pattern 

extraction with behavior analysis help detect fraud. In this study, the operational stages of tax-inducing 

data sources generated by the state are analyzed. The design of the architecture is planned in a cloud-based 

environment. Prediction performance is evaluated based on three aspects of predictive performance 

measures. As a result, Dual Channel, CRNN and DCAE architectures are proposed. The developed 

architecture predicts individuals who have committed fraud and have not yet been audited in the directed 

data set. The obtained anti-fraud behavioral models are used and help explain the predictive results of the 

hybrid models. 

Studies note that IDF and OECD countries record the largest share of taxes and social contributions relative 

to GDP. Total tax in Russia has a distinctive subsidence. The main components of indirect tax rates do not 

meet world standards. The share of taxes on individual incomes remained fairly stable. The prediction of 

human behavior with the help of hybrid neural networks on structured and unstructured data helps detect 

tax induction. The influencing factors and the detection of tax-inducing fraud constitute the scientific 

problem. Knowledge mining behaviour leads to building models of individuals prone to tax-inducing 
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behaviours, and deep neural networks are building models of those prone to tax-inducing behaviours. The 

operational flow of tax-inducing behaviour identification is considered in three stages. The first stage is the 

formation of a dataset from data sources of the federal tax service of Russia with a systematized attribute 

composition. The second stage is the formation of a behavioural model of an individual prone to tax-

inducing behaviour using knowledge mining. The third stage consists of building a hybrid architecture 

capable of predicting prepared datasets. 

Equation 1: Representation tower (sequence → embedding) 

If 𝐗𝑟 ∈ ℝ
𝑇×𝑑and a filter 𝐊 ∈ ℝ𝑘×𝑑: 

For each time position 𝑡: 

𝑠𝑡 =∑∑𝐾𝑖,𝑗

𝑑

𝑗=1

𝑘−1

𝑖=0

 𝑋𝑡+𝑖,𝑗  

 

Add bias and activation: 

ℎ𝑡 = 𝜙(𝑠𝑡 + 𝑏) 

 

Pooling (max pool) gives a fixed-size vector: 

𝑧𝑟 = max⁡
𝑡
(ℎ𝑡) 

 

A simple RNN update: 

𝐡𝑡 = 𝜙 ⁣(𝐖𝑥𝐱𝑡+𝐖ℎ𝐡𝑡−1+𝐛) 

 

For LSTM (more common in fraud sequences), gates are: 

Forget gate: 

𝐟𝑡 = 𝜎(𝐖𝑓[𝐡𝑡−1, 𝐱𝑡] + 𝐛𝑓) 

 

Input gate: 

𝐢𝑡 = 𝜎(𝐖𝑖[𝐡𝑡−1, 𝐱𝑡] + 𝐛𝑖) 

 

Candidate state: 

𝐜𝑡 = tanh⁡(𝐖𝑐[𝐡𝑡−1, 𝐱𝑡] + 𝐛𝑐) 

 

Cell update: 

𝐜𝑡 = 𝐟𝑡 ⊙ 𝐜𝑡−1 + 𝐢𝑡 ⊙ 𝐜𝑡 

 

Output gate: 
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𝐨𝑡 = 𝜎(𝐖𝑜[𝐡𝑡−1, 𝐱𝑡] + 𝐛𝑜) 

 

Hidden state: 

𝐡𝑡 = 𝐨𝑡 ⊙ tanh⁡(𝐜𝑡) 

 

Sequence embedding: 

𝐳𝑟 = 𝐡𝑇 

 

Concatenate the two embeddings: 

𝐳 = [𝐳𝑏; 𝐳𝑟] 

 

Logit: 

𝑎 = 𝐰⊤𝐳 + 𝑏 

 

Sigmoid probability of fraud: 

𝑝̂ = 𝜎(𝑎) =
1

1 + 𝑒−𝑎
 

 

Predicted label (threshold 𝜏): 

𝑦̂ = {
1 𝑝̂ ≥ 𝜏
0 𝑝̂ < 𝜏

 

 

3. Data Landscape and Cloud-Enabled Government Environments 

Tax fraud detection can leverage multiple categories of potential datasets, specifically: records of completed 

tax audits, open-source intelligence OSINT datasets, ontologies, tax-related statistics and reports, and 

datasets from related domains such as accounting, cyber-crime, or malware. The required features for fraud 

prediction and the data sources needed to derive them are discussed. The identified sensitive attributes and 

their mapping to privacy and security controls assist in compliance with legal, privacy, and security policies. 

These controls are crucial for fraud and accountabity detection in cloud-enabled government environments 

spanning multiple jurisdictions. 

Any fraud detection system needs access to mind-boggling amounts of data. A significant fraction of these 

data is stored in high-quality, easily retrievable databases. Because the primary objective is detecting tax 

fraud in a cloud-enabled government environment, data originating from different Government Agencies 

is readily available in a multi-tenancy space. However, frud detection is a typical scenario of “insufficient 

data” supported by strong evidence, upon which a machine learning classifier can make predictions. 
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         Fig 2: Cloud Services Advance Digital Transformation for Governments 

3.1. Data Sources for Tax Fraud Detection                              A cloud-enabled government system 

typically contains several private, sensitive, and mission-critical datasets that can be exploited to detect 

fraud and anomalies related to tax collection. The administration of tax revenue is a crucial domain for 

collecting and allocating funds. Tax fraud detection systems serve as an early-warning facility for tax-

evading behaviors based on credible evidence. The signaling of potential fraud cases supports additional 

investigations by controlling and regulatory institutions. Even a moderately low accuracy level of the fraud 

detection model can enhance the effectiveness of the fraud detection system for these institutions. The 

supporting evidence may lead to the conviction of dilatory tax payers. The databases of cloud-enabled 

government systems are an abundant and promising data source for developing fraud detection systems. 

Sensitive and private databases may also contain undesired behaviors and bits of evidence as part of the 

dark side of human nature. Fraud detection in these databases is a continuous process. Therefore, in 

addition to being a good data source for detecting fraud causation, cloud-enabled government systems are 

promising data sources for predictive and prescription fraud detection systems. 

In the cloud-enabled government tax revenue administration domain, the cloud broker or government 

department rents the cloud services. The service consumers are the government department data analysts 

who perform predictive data analytics on behalf of the data owner. As fraud detection is an anomaly 

detection problem, these predictive models must be complemented with interpretability techniques. The 

cloud-enabled government system provides tax data from different sectors of the economy and different 

phases of the tax cycle. Predictive, detection, prescriptive, and crime detection services can be warranted 

for the different tax potential risky fraud behaviors. The databases of cloud-enabled government systems 

are an abundant and promising data source for developing fraud detection or identification systems. 

Sensitive and private databases may also contain undesired behaviors and bits of evidence as part of the 

dark side of human nature. Fraud detection in these databases is a continuous process. Therefore, in 

addition to being a good data source for detecting fraud causation, cloud-enabled government systems are 

promising data sources for predictive and prescription fraud detection systems. 

3.2. Privacy, Security, and Compliance Considerations The multi-source data landscape used for 

the predictive modeling of tax fraud signs and detection supports the Open Government Data Initiative by 

[*Organisation for Economic Co-operation* and *Development 2020*]. Adopting a cloud-enabled 

deployment for the predictive tax fraud-detection system introduces additional privacy, security, and 

compliance requirements. The collection and disclosure of government data in the form of open data 

demand compliance with respective legal, regulatory, and organizational policies, as inappropriate use may 

reveal sensitive information and identity, which in turn may breach citizens’ privacy. Therefore, it is 

necessary to identify potential risks and mitigation strategies relevant to the commit phase of the system‐

engineering process. 

Deployment of the predictive tax fraud-detection system in the cloud and use of Internet-based delivery of 

public TTS functions may expose the system and clients to various security issues and risks. Threats and 
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vulnerabilities related to the cloud-based infrastructure are in compliance with suggestions by [*Zhong et 

al.*] and include: denial of service; abuse and nefarious use of service; data breach; data loss; account and 

service hijacking; insecure interfaces and APIs; malicious insider; malicious use of cloud services; 

insufficient due diligence; and shared technology vulnerabilities. The predictive tax fraud-detection system 

should be continually evaluated for compliance with security policies—both organizational and 

governmental—and security risks should continually be identified and monitored. 

 

4. Methodological Framework 

The tax fraud detection framework combines cloud-enabled data management and a hybrid model for 

predictive analytics. In the hybrid architecture, a deep convolutional neural network is trained on activity 

and transactional data to predict liable taxpayers, and a separate recurrent architecture models the 

association among geological regions in fraud discovery. Behavioral features such as daily transactions, 

total activity, interaction with regions, spending and non-income-related activities are intelligently 

engineered from transaction history. The complete predictive model and a lightweight recurrent network 

that detects fraudulent patterns are deployed in the cloud and the data ecosystem supports secure data 

ingestion and preprocessing pipelines. Monitoring and validation serve predictive performance, fairness, 

explainability and scenario-based testing. 

Recent advances in artificial intelligence have enabled detection of suspicious activities, but fraudsters may 

use model weaknesses to create covert scenarios. Exploiting the data landscape, these threats are assessed 

before model training. Supervised learning detects liable taxpayers and frauds are inferred from network 

behavior of non-compliant users. Cloud-enabled government environments support predictive analytics 

while providing audit, information security and privacy guarantees for training data. Despite training on 

de-identified and encrypted logs, realistic activity patterns are maintained. Simulated interaction with 

cloud-based deep learning supports explainability and operational monitoring, beyond mere test-phase 

validation. Such transparency is important for user trust and acceptance of AI in sensitive applications. 

 

4.1. Hybrid Deep Learning Architectures                     Integrated hybrid approaches use various deep 

learning paradigms, such as convolutional neural networks for representation learning and generative 

adversarial networks for synthetic data creation. Recent works have integrated recurrent and convolutional 

architectures, employed multiple RNN layers in parallel or built recurrent blocks on top of residual or 

densely connected CNNs. Hierarchical CNN networks with different receptive fields are also explored. 
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Predictive utility determination relies on shallow MLPs, whereas feature value generation uses GANs or 

regression approaches. 

Convolutional Neural Networks exploit the spatial properties of data such as local correlations, inducing a 

sophisticated notion of locality-sensitive subspace for image data. However, conventional CNNs trained 

directly on high-dimensional, high-resolution inputs require an appropriate distribution of labeled 

samples, scarcity of which results in overfitting. Generative Adversarial Networks trained on rich 

distributions of samples explicitly learn to generate data similar to the training data, hence can be used as 

generative models to synthesize novel viewpoints of the scene. Domain Morphing is thus used to augment 

the size of labeled samples in Autonomous Driving and Self-Driving datasets. The augmented samples are 

then processed with a multi-task loss function that jointly optimizes a deep convolutional neural network 

and a classification network built on top of AlexNet. 

Equation 2: Loss functions (and class-imbalance) 

For one sample with true label 𝑦 ∈ {0,1}and predicted probability 𝑝̂: 

ℒ𝐵𝐶𝐸 = −(𝑦log⁡ 𝑝̂ + (1 − 𝑦)log⁡(1 − 𝑝̂)) 

 

Let 𝑤1weight fraud (positive class), 𝑤0weight non-fraud: 

ℒ𝑊𝐵𝐶𝐸 = −(𝑤1  𝑦log⁡ 𝑝̂ + 𝑤0 (1 − 𝑦)log⁡(1 − 𝑝̂)) 

 

A common choice is inverse-frequency weighting: 

𝑤1 =
𝑁

2𝑁1
, 𝑤0 =

𝑁

2𝑁0
 

 

where 𝑁1is #fraud, 𝑁0is #non-fraud. 

If the architecture jointly predicts fraud plus auxiliary tasks: 

ℒ = 𝜆1ℒ𝑓𝑟𝑎𝑢𝑑 + 𝜆2ℒ𝑎𝑢𝑥  

 

4.2. Behavioral Analytics for Fraud Pattern Extraction Behavioral pattern extraction for tax fraud 

involves identifying distinctive behavior models, supported by demographic background knowledge. 

Behavioral analytics produce a representational feature vector for input to the predictive model. The 

processes reveal hidden associations in the population, support intelligence evaluation in terms of outcome 

values, and help regulators determine future crime incidence rates or tax contribution probabilities at 

individual levels. 

Sequence alignment techniques fixate on fraudulent and non-fraudulent data samples to characterize their 

temporal differences. Markov models express the state-space probabilities of user interactions within the 

tax system. Geographical visual clustering maps tax fraud events according to the distribution of 

socioeconomic factors. What representation is the order of attributes for disclosure? What graphical 

method is most informative for population prediction? Answering these questions produces new historical 

representation labels, particularly probability densities, to augment or replace existing labels for prediction 

speed and resource requirements. Individual real-time prediction is performed with the law of large 

numbers. 
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4.3. Feature Engineering and Representation Learning Deep tax-fraud detection has been 

facilitated through supervised learning techniques based on structured features derived from the digital 

behavior of taxpayers. Behavioral and transaction-related features have proven useful in accurately 

identifying tax fraud. For example, transaction frequency and the number of different payment interfaces 

used in different regions have positively correlated with fraud risk, while customers having both regular 

and irregular credit card usage patterns are more likely to commit fraud. In addition to these, other profile-

based properties such as the age of a customer, profit indicator, the proportion of goods, and misconduct 

reported by other customers could also be considered for fraud detection. 

Although behavioral analytics allows for the extraction of fraud patterns, the suitability of these features 

needs to be verified through the predictive performance of the models. However, fraud patterns are 

frequently hidden in high-dimensional data, making it difficult to process and extract meaningful 

information. To address this challenge, a two-fold hierarchical representation learning approach is 

proposed, with supervised learning-based behavioral features serving as the initial input to the first level. 

On the first level, hybrid deep learning models are trained to recognize fraud patterns based on these 

features, while the second level uses the output from the first level—dedicated adversarial fraud-detection 

models, whose classification output indicates the fraud risk level of a taxpayer—as additional features. The 

resulting feature representation inherits the advantages of the original behavioral features while also 

learning patterns that can help separate the majority class from the minority class. 

5. System Architecture and Deployment in the Cloud 

The proposed hybrid deep learning architecture can be applied in a cloud-enabled government system 

without loss of generality. The typical data processing and predictive Tax Fraud detection system consists 

of the following components: Data ingestion and Preprocessing Pipelines, Model training and validation, 

and Explainability, Interpretability, and Monitoring. 

Different Data Sources will be responsible for preprocessing and ingesting datasets collected from various 

sources such as tax declaration forms, accounting systems, social network platforms, anti-money-

laundering systems, and business associates. Each pipeline accepts the respective raw datasets and 

performs preprocessing steps such as dealing with record duplicates, noise removal, cleansing, 

deduplication, normalization and integration into databases. The preprocessing-pipelines will 

automatically execute at regular time intervals and will store the preprocessed datasets in the Cloud Storage 

of the Cloud-Computing platform. These preprocessed datasets will be read and locally stored whenever 

required for Model training, Validation and Test scenarios. Monitoring of these pipelines will be achieved 

using Data quality assurance vectors to detect any issues associated with processing or the accuracy of the 

processed data. 

 

              Fig 3: System Architecture and Deployment in the Cloud of Hybrid Deep Learning 
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5.1. Data Ingestion and Preprocessing Pipelines                  Detecting tax fraud in large government 

systems requires a cooperative national and international effort using several heterogeneous data sources. 

The natural sources of intelligence supporting the detection of tax fraud are the taxes themselves, which are 

held in a declared and third-party verified process. Government cloud-enabled environments store and 

process a wide range of data from taxpayers, such as births, marriages, deaths, real estate acquisitions, 

credit, liquidity, and international exchanges. Currently, however, these historical databases are under-

explored and inadequately exploited. With respect to tax fraud detection, no data source in isolation is 

sufficient to extract the full set of elements required to establish a pattern or characteristic of tax fraud—

none of these sources is definitive since tax fraud is always a special case, and fraud that matches the entire 

profile can never be ruled out. 

Handling this stimulus leads to a democratisation of the fraud detection model by using several elements 

to make it a national predictive fraud detection service (and not just a national fraud detection service for a 

specific country). All the possible national and international data that can be used for the predictive 

detection of tax fraud are included, with the restriction that the data can be shared and applied without 

invasion of privacy or non-compliance with the law. The process is established in such a way that no national 

or international institution receives all the data needed for detection—only the necessary data for that 

specific institution so that the data are still protected. No institution receives the complete set to impose 

"trust" on the predictive model, so that it remains as a "Black Box" model. 

Equation 3: Confusion matrix → all evaluation metrics (derived) 

Start from “correct / total”: 

Accuracy =
TP + TN

TP + TN + FP + FN
 

 

Predicted fraud count = TP + FP 

Correct predicted fraud = TP 

So: 

Precision =
TP

TP + FP
 

 

Actual fraud count = TP + FN 

Captured fraud = TP 

So: 

Recall =
TP

TP + FN
 

 

Start with harmonic mean definition: 

𝐹1 =
2

1
Precision

+
1

Recall

 

 

Substitute: 

𝐹1 =
2𝑃𝑅

𝑃 + 𝑅
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Compute metric per class, then average: 

For class 1 (fraud): 𝑃1 , 𝑅1, 𝐹11as above. 

For class 0 (non-fraud), treat “non-fraud” as the positive class: 

𝑃0 =
𝑇𝑁

𝑇𝑁 + 𝐹𝑁
, 𝑅0 =

𝑇𝑁

𝑇𝑁 + 𝐹𝑃
 

 

Macro precision: 

𝑃𝑚𝑎𝑐𝑟𝑜 =
𝑃0 + 𝑃1

2
 

 

Macro recall: 

𝑅𝑚𝑎𝑐𝑟𝑜 =
𝑅0 + 𝑅1

2
 

 

Macro F1: 

𝐹1𝑚𝑎𝑐𝑟𝑜 =
𝐹10 + 𝐹11

2
 

5.2. Model Training, Validation, and Monitoring                      In the Cloud, the requirement for rapid 

modeling, validation, and tracking of data science experiments at the enterprise level is paramount. Cloud-

based MLOps platforms streamline these processes and automate repetitive tasks, enhancing data science 

productivity and enabling concentrated data science work rather than repetitive engineering tasks. Hybrid 

Deep Learning pipelines involve heavy computing loads during training, typically using GPU or TPU 

processing nodes for Neural Net training, with large models requiring hours or days for training. Due to the 

heterogeneous model architecture, individual model and feature set training requires only a small subset of 

the full dataset; however, care must be taken to ensure that these subsets contain samples representative of 

domain-space corruption, data across model types, and a suitable balance of delete-no and delete-yes class 

labels. Importantly, the centralized predictive tax fraud detection Cloud-based systems include processes 

that continuously ingest newly gathered transactional data from the external sources and stored in the Data 

Lake (see Section 5.1), subsequently re-running the model training on a regular schedule (e.g., monthly or 

quarterly). 

Training of Embedded Random Forests should occur after the training and validating of the corresponding 

DNN, which automates much of the feature engineering. This VAD-possibility validates-value-stabilization 

is useful for periodically reassessing the Gov. EDA's targeting-effi­cacy of predictive tax classification 

models and integrating deeper-dive Enhanced Trans­actional Layer Fraud Analytic Forensics (see Section 

4.2) Reports. The behavior-based Transactional Layer Fraud Analytic Forensics Models also require 

continual retraining, with the historic-detection Wizardturble models running regularly against each 

newly-formed monthly batch of non-fraud-note business-transactional activity and Detect-No Biz. Detect-

Yes modeling as data becomes available. This not only reflects new Trends but validates, and if necessary, 

enables the identification of new Indicator patterns as Data incorporates changes in Legislation, Regulatory 

Settings, External Shocks, Specific Events or Trends which necessitate alterations in predictive tax-fraud-

detection classification or revisable policy approaches for prediction or mitigating potential future 

Fraudulent Behavior. 
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5.3. Explainability, Interpretability, and Trust                      The Predictive Tax Fraud Detection as a 

Service (PTFDaaS) platform aims to deliver credible and usable predictions that earn the trust of tax 

officials. An indirect measure of model trustworthiness is interpretability, through which lower-level model 

parameters or inner-layer embeddings are traced back to high-level model decisions. Direct model 

explainability is further supported by explanation modules such as LIME and SHAP, which invoke 

interpretable surrogate models by perturbing the original data sample. Prototype learning is yet another 

explanation strategy, aligning similar observations based on a similarity metric and reporting the most 

representatives ones for high-dimensional data. Explanations not only enhance trust but also provide 

insight into fraud patterns by contrasting fraud and non-fraud perspectives. 

Explanations generated by all methods applied across model architectures and subsets of decision 

outcomes are meant to surface fraud behaviour and help tax authorities formulate intelligent policies to 

prevent fraud. Particular considerations being given to features related to the profiles and activities of 

taxpayers receiving refunds: these features are intuitively expected drivers of fraud. Conversely, features 

signalling a high risk of becoming spoof entities are solely analysed when investigating genuine 

observations, permitting the detection of orchestration patterns from the perspective of fraudulent userid-

submitters. 

 

6. Evaluation Methodology 

Metrics for predictive performance and fairness should encompass not only the quantitative aspects of 

system evaluations but also qualitative considerations, such as trust, explainability, and user engagement. 

Comprehensive testing of predictive systems is always important, as it provides an opportunity to 

demonstrate and measure the reliability of the systems in detecting intentional and unintentional malicious 

behaviour. Such testing can be conducted using simulation methodology and adopting both the black-box 

and white-box testing approaches. Black-box testing investigates the system's response to unexpected or 

adverse inputs without considering model explainability. It focuses on determining whether the decision-

making process is reliable under different scenarios and should examine system robustness and 

vulnerability to adversarial threats. White-box testing is based on the internals of the predictive systems, 

allowing the evaluators to explore the learned data representations and prediction rules while ensuring that 

predictions exploit correct reasoning. Black-box and white-box testing can be combined to evaluate 

simulated user experience and engagement and provide feedback on whether the model's predictions can 

be trusted. 

Hybrid predictive models for tax fraud detection can be trained using synthetic datasets simulating honest 

and malicious taxpayers. For black-box testing, adversarial inputs can be generated by keywords 

randomisation or insertion, manipulating achieved behaviours and witnesses, and mischief reflection, 

falsifying reflected malicious behaviours. The influence of adversarial examples on prediction results can 

then be observed. To evaluate model explainability and prediction reliability, white-box testing can 

interrogate the internal workings of various hybrid architectures and monitor learnt representations and 

decision rules across different learning phases and using different training feature sets. The additional 

application of behavioural anomaly detectors to the same datasets will enhance the user experience in 

white-box testing. 

6.1. Metrics for Predictive Performance and Fairness           The hybrid deep learning architecture 

is evaluated with respect to predictive performance and fairness using a rich set of complementary metrics. 

Irrespective of the specific configuration, higher predictive performance is always observed on the Test 

dataset when compared to other three datasets, i.e., Training, Validation, and Adversarial datasets. The 

following standard metrics are computed: accuracy, macro average precision, recall, and F1 score, area 
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under the receiver operating characteristic curve (AUC), area under the precision-recall curve (AP), and 

Matthews correlation coefficient (MCC). 

The predictive performance is tested for affected group fairness and individual fairness, which are two of 

the three criteria identified in the fairness taxonomy for predictive machine learning systems in Cloud-

enabled Government Systems. Affected group fairness, which is similar to group fairness, focuses on how 

the predictive performance differs among the different groups. Affected group fairness is desirable in this 

context of tax fraud detection because the consequences of misclassifying transactions as fraudulent or 

legitimate may differ depending on whether taxpayers belong to a group that is affected by tax fraud. 

For achieving affected group fairness, the macro average precision, recall, and F1 score metrics are 

computed. Individual fairness considers whether similar individuals receive similar treatment from the 

deployed predictive system, which is particularly important for classification tasks, where predictions 

generally have more significant consequences. For testing whether the foregoing individual fairness 

criterion holds, the proportion of individuals who are affected by the classification system is evaluated. 

6.2. Robustness and Adversarial Considerations             Beyond predictive performance and fairness, 

the effectiveness of deep networks trained using behaviorally-informed features is further corroborated by 

empirical analyses quantifying their robustness to data distribution shifts and adversarial attacks. 

Predictive systems and models deployed in real-world settings are inherently exposed to a variety of risks 

and vulnerabilities, especially when the digital ecosystem comprises elements managed by multiple 

organizations. A neglected second-order effect is that new and potentially biased predictive systems, 

specifically deep neural networks, may lack the sensitivity and robustness required to face adversarial 

attacks exploiting their inability to generalize in the presence of noise and with minimal perturbation. The 

aforementioned points become even more acute in practical applications such as tax fraud detection and 

attribution in the context of cloud-enabled government environments, where stakeholders with differing 

objectives and operating interests interact. 

Following the synthesis of a rich set of candidate behavioral indicators derived from internal and external 

hidden Markov models, it is thus relevant to assess the sensitivity and robustness of the corresponding 

predictive systems against data distribution shifts and adversarial attacks. By leveraging a phishing 

prediction case study from the publicly available KDD dataset, these properties are quantitatively studied, 

with resampling techniques used to generate non-IID versions of the original dataset and with a state-of-

the-art adversarial attack detection model employed to target the trained deep networks. 

6.3. Scenario-Based Testing and Simulation                                       Test scenarios for predictive tax 

fraud detection systems are often rooted in the decision-making processes of domain experts and are guided 

by common fraud schemes. These aspects of the tax fraud detection problem are complemented by 

scenario-oriented testing that covers a wider spectrum of diverse situations and sub-use cases. In particular, 

stability investigating can be done via runtime simulation. Considering the Data-Privacy landscape and 

Real-time Crime and Simulation enablement in Tax Fraud Detection, it is possible to inject tax fraud-related 

data samples through a suitable Data Injection framework. 

Both real samples and synthetic one triggered by Injection Engine can be injected into the system and then 

evaluated by an online simulator, making possible the evaluation of tax fraud detection systems in a real-

time mode. Indeed, the Cloud demonstrator Testbed features also a simulation engine connected with 

external sources and capable of synthesizing log data following known patterns of behavior (e.g., an 

Exponential distribution of time spent in each activity by devices, a time logarithmic law in the devices 

generation, no external intrusion in the devices until a given instant of the simulation). The approach can 

automate the generation of Cloud-Ready data possibly deforming them until a realistic Time-Line of key 

points in the data flow in terms of network activity bandwidth and resources consumption. 
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The exploitation of the simulation engine makes possible tax fraud detection exploiting the approach of 

Cyber Event- Data-Injection, modifying the Data flow in a controlled and aware way in terms of potential 

weaknesses and vulnerabilities. In this way, Tax Fraud Detection Systems can be tested during the desired 

phases of a real operation life, thus avoiding unintended operation in a public production Cloud. The Test-

Simulator can provide also a specialized reference for the test Data Injection Engine needed for an 

Environmental Simulation Tax Fraud detection Test. 

 

7. Experimental Results 

Cloud-enabled government systems generate extensive datasets in international contexts, and behavioral 

analytics examines actual user activities to identify hidden derivation patterns in hybrid deep-learning 

architectures. Although these derived patterns may play a pivotal role in predictive fraud detection, the 

absence of risk profiles creates knowledge gaps. The cloud-based solution is trained to bridge these gaps 

and deployed for predictive detection. A simulation-based evaluation investigates performance-related 

aspects, including predictive precision, robustness, fairness, reliability, and explainability. Results confirm 

the decision-support potential of the proposed framework. 

Cloud-enabled government systems are typically equipped with abundant online transactional data and 

personal behavior logs recorded in the data lake of cloud providers. The captured time series represent the 

sequences of user activities with other system resources. Behavioral analytics mines these continuous user 

traces to discover various frequent behavior patterns. They demonstrate the normal behavior of the 

majority for future detection purposes using a hybrid neural network model. Despite these efforts, the 

extracted behavior patterns cannot reveal the potential uncommon activities with minimal occurrences. 

Without risk profiles for every abnormal case, predictive models trained on normal patterns are prone to 

misclassification. Consequently, such techniques do not provide reliable decision support for real case 

scenarios. Real experiments are conducted by deploying the predictive model as an AI service in Azure. 

Adversarial scenarios are simulated for evaluating predictive fraud detection based on identification 

resubmission attacks and malicious insider behaviors. The results confirm the capability of the proposed 

framework to provide a trusted, explainable, and reliable prediction service in the cloud-enabled 

government environment. 

 

Fig 4: Experimental Results of Hybrid Deep Learning 
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8. Conclusion 

Experiments on a data set of clients and tax returns from the Austrian Tax Authority reveal that deep-

learning-based predictive models perform better than advanced machine-learning-based competitors. A 

complex behavioral analytics layer enables the generation of application-specific fraud patterns based on 

data from the domain knowledge base. Moreover, security, privacy, and compliance issues are addressed 

by exploiting the cloud-enabled concept of cloud federation—facilitating the secure cloud-based sharing of 

private information among different tax authorities across transaction zones. 

Cloud-enabled environments have transformed the operation of modern government systems. A large 

variety of services is now delivered via the cloud, leveraging the cloud platform’s ability to provide 

transparency, privacy, flexibility, cost savings, and ease of use to private cloud service owners and clients. 

However, similar to other transaction-centric business domains, government systems are also prone to 

different kinds of malpractices and fraud. One of the common types of fraud is tax fraud. Cloud-based 

government systems, and especially tax authorities and tax collection systems, might be more vulnerable 

because of the flexible architecture and ease of interaction. These systems need to be able to continuously 

monitor clients’ behavior to defend against fraud activities. Detection of tax fraud is complex because of the 

huge volume of transactions and the ambiguous patterns. However, building a prediction model that flags 

high-risk fraud scenarios can help tax authorities deploy more resources to those areas. 
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