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Due to the rapid expansion of digital data, centralized resources are offered by 

cloud computing systems to manage the data. Among its various services, data 

storage is one of the most widely adopted services all over the world. Data 

deduplication is a fundamental technology in cloud storage systems that help to 

save space by identifying and eliminating redundant copies of data. To maintain 

confidentiality, users encrypt their data before uploading it, but most of the 

traditional deduplication methods are ineffective when data is encrypted. As a 

result, optimizing deduplication with data encryption has been investigated in 

many research works to enhance storage efficiency and minimize network 

bandwidth usage. A major concern in this area is improving the security of 

deduplication mechanisms to defend against issues like data tampering, file 

ownership impersonation and fake duplicate generation. Addressing these 

limitations is essential for advancing robust and secure data deduplication 

methods in cloud environments. So, an efficient unstructured data deduplication 

mechanism is designed in the research work with novel techniques. Initially, 

unstructured data required for the validation is sourced from benchmark 

resources. Next, the unstructured data is converted into structured data with the 

help of entity. Then, data deduplication procedures are executed in the structured 

data using an Attention-based Dense Recurrent Neural Network (ADRNN). 

Further, the deduplicated data is encrypted using Elliptical Curve Cryptography 

(ECC) and stored in the cloud platform. Later, various experiments are executed to 

verify the overall efficiency of the developed framework over existing techniques. 

 

Keywords: Unstructured Data Deduplication; Cloud Storage; Internet of Things; 

Attention-based Dense Recurrent Neural Network; Elliptical Curve Cryptography 

Introduction 

As cloud data volumes continue to increase, the system performance and security issues are 

increasing significantly. The rapid increase in digital data stored in cloud environments is often 

impacted by the presence of redundant data that increases the burden on cloud storage systems [6]. 



Journal of Information Systems Engineering and Management 

2025, 10(63s) 

e-ISSN: 2468-4376  

 

https://jisem-journal.com/ Research Article  

 

685 
Copyright © 2025 by Author/s and Licensed by JISEM. This is an open access article distributed under the Creative 
Commons Attribution License which permits unrestricted use, distribution, and reproduction in any medium, 
provided the original work is properly cited. 

  

The lack of structured format in data is referred as unstructured data and it is difficult to process and 

analyze [7]. Unstructured data is a collection of information that is not organized in a standard format 

like tables. The widespread use of sensors and various data-generating devices generates a huge 

volume of data that leads to duplication and inefficiencies in resource utilization, processing and 

storage [8]. A wide range of industries are now utilizing Internet of Things (IoT) devices to create, 

gather, and process data. This method supports efficient and rapid fine-grained data acquisition 

through various processing technologies. The data generated and captured by IoT systems is not only 

immense but also constantly changing. Cloud computing is generally used to store this extensive data 

for further analysis or processing [9]. However, the data from IoT devices often includes confidential 

information, such as product specifications. As a result, ensuring the privacy of this data before 

transferring it to the cloud is essential [10]. 

In order to improve storage efficiency, the data deduplication mechanism is utilized in large-scale 

storage environments. This technique reduces redundancy by eliminating repeated content and 

retaining only original documents [11]. Block-level deduplication and file-level deduplication are the 

two main methods used in deduplication. Block-level deduplication splits the data into smaller 

segments either fixed-size or variable-length and then removes repeated blocks while keeping the 

unique contents [12]. File-level deduplication identifies and removes duplicate files across the system 

by preserving only distinct files. But, block-level deduplication requires high computational demands 

due to the need for hashing and comparison, and it also leads to internal fragmentation, which affects 

the system performance [13]. Cloud-based deduplication methods have challenges in maintaining a 

balance between efficient storage, real-time data processing, and system scalability [14]. Several 

methods are employed for deduplication processes, including oblivious pseudo-random functions, 

homomorphic encryption, proof of ownership and Multiple Line Encryption (MLE). Yet, the current 

deduplication methods are not capable of maintaining strong data security when handling encrypted 

information [15]. Therefore, a data deduplication model specially for handling unstructured data is 

introduced to maintain storage issues in cloud platforms. 

Contributions of the proposed unstructured data deduplication model are given below: 

 To develop an advanced data deduplication framework for handling unstructured data by 

converting it into structured form through entity extraction. Due to the structured format, the 

proposed model is capable of enabling the effective processing of various data types such as logs and 

reports. Deduplicating unstructured data reduces storage overhead and eliminates redundancy in 

cloud storage applications. This approach does not eliminate the valuable details during this process 

and ensures that only unique data are stored securely. 

 To implement an AD-RNN model for performing deduplication on structured data by capturing 

complex relationships between different entities. An attention mechanism is incorporated in this 

network for prioritizing unique and relevant data, while the dense recurrent layers ensure an efficient 

learning process. This leads to more precise detection of both original and similar data, even when 

their structure varies. 

 To ensure secure storage of unique data, the ECC-based encryption is performed before uploading 

the data to the cloud. This encryption process is useful in maintaining the confidentiality of the user’s 

original data. ECC does not increase the computational load and offers robust encryption without the 

need for large key sizes. The utilization of ECC-assisted encryption protects the sensitive information 

in cloud storage systems.   

The executed unstructured data deduplication model is organized as follows: In Sub-part II, the 

existing data deduplication models are reviewed and some of the main drawbacks are listed. In Sub-

part III, the architectural preview of the proposed model and the unstructured data transformation 



Journal of Information Systems Engineering and Management 

2025, 10(63s) 

e-ISSN: 2468-4376  

 

https://jisem-journal.com/ Research Article  

 

686 
Copyright © 2025 by Author/s and Licensed by JISEM. This is an open access article distributed under the Creative 
Commons Attribution License which permits unrestricted use, distribution, and reproduction in any medium, 
provided the original work is properly cited. 

  

process is given. In Sub-part IV, the data deduplication using the proposed model and the encryption 

process are described. The result and conclusion are given in Sub-part V and Sub-part VI, respectively.  

 

Literature survey 

A. Related Works 

In 2024, Altowaijri [1] has suggested a grid-based hashing model for removing duplicate data in 

cloud storage. In order to perform an efficient deduplication process, the author used region-splitting 

and data aggregation approaches. This hash generation-based method helped to solve issues like 

energy consumption and computational overhead.    

In 2025, Lapmoon and S. Fugkeaw [2] have introduced a secure and verifiable data deduplication 

model. Moreover, the unwanted data were automatically removed by a temporal data algorithm 

proposed in the work. The integrity of data in fog-assisted cloud storage was ensured by the developed 

technique.   

In 2023, Mageshkumar et al. [3] have performed data deduplication with an authentication 

process for high data security. To encrypt the data, the Diffie-Hellman algorithm was utilized in this 

work. Block-level deduplication process has been accomplished in this work and this model was 

capable of handling external and internal attacks in the cloud.  

In 2024, Akbar et al. [4] have recommended a Dynamic Prime Coding (DPC) model for performing 

deduplication. An index method was considered in this work for minimizing the execution time and 

increasing the throughput. Both privacy preservation and safe data exchange was accomplished by the 

model.  

In 2024, Hamandawana et al. [5] have proposed a deduplication model that was capable of 

enhancing storage efficiency while reducing latency. The system’s throughput is also enhanced by 

using an object replica method during deduplication. This model rectifies system failure with fast 

recovery time.  

B. Problem statement 

As internet technology advances, the amount of data increases and consumes more and more 

storage space. Unstructured data are very high dimensional and it is difficult to divide into smaller 

bits. So, the unstructured duplicate files require a lot of physical space and cost for better 

maintenance. Many research works have used new methods for performing data deduplication and 

some of the issues in those models are provided below: 

❖ Most existing data deduplication approaches do not provide accurate results as they struggle to 

handle unstructured data formats. These traditional models often lack the capability to interpret or 

transform unstructured data that results in partial deduplication. Moreover, without effective 

unstructured data transformation mechanisms, removing irrelevant or redundant data entries is 

difficult and it increases the storage costs. 

❖ Many current models do not incorporate advanced deep-learning mechanisms that capture 

temporal and contextual relationships in structured data. As a result, they fail to detect complex 

duplicate entries in the cloud that affects the reliability of storage systems. 

❖ Security is one of the most significant concerns. Most of the existing deduplication systems do not 

incorporate advanced encryption techniques that affect the integrity of sensitive information stored in 

cloud environments.  
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The merits and demerits of the conventional data deduplication models are given in Table I. 

TABLE I.  MERITS AND DEMERITS OF THE CONVENTIONAL DATA DEDUPLICATION MODELS 

Author 

[citation] 

Methodology Features Challenges 

Altowaijri [1]  GH-EDA • It is capable of finding 

duplicate copies in noisy data. 

• Average latency and 

computational overhead issues 

are rectified.   

• It is not capable of 

mitigating threats.  

Lapmoon and S. 

Fugkeaw [2]  

VERDUP • It minimizes the storage cost 

by automatically removing 

outdated data. 

• The adaptability and 

scalability of the suggested 

model is low. 

• It is not suitable for 

handling the privacy of 

sensitive data.  

Mageshkumar et 

al. [3]  

Diffie-Hellman 

algorithm 

• It is capable of mitigating 

brute-force attacks.  

• It rectifies operational 

overhead issues. 

• User privacy is not 

protected by this model. 

Akbar et al. [4]  DPC • It reduces the storage cost and 

protects the data from channel 

attacks.  

• It does not have the ability 

to overcome security 

breaches.  

• It is not capable of 

preventing unauthorized 

access.  

Hamandawana et 

al. [5] 

Speed-Dedup • It is most efficient in fault 

tolerance and the time 

required for failure recovery is 

high. 

• Efficiency in large-scale 

environments is low. 

AN EFFICIENT DEEP LEARNING MODEL FOR PERFORMING IOT-BASED UNSTRUCTURED DATA DEDUPLICATION 

IN CLOUD PLATFORM  

C. Architectural Preview of Proposed Model 

Conventional data deduplication algorithms have issues in handling unstructured data. Traditional 

methods are not applicable in identifying redundancies in logs as well as documents as they are only 

capable of managing structured data. So, storage is not used efficiently, and duplicate content cannot 

be removed properly. Furthermore, a lot of current systems use shallow learning approaches, which 

are unable to recognize data entries that have different syntax. Such models are unable to attain high 

deduplication accuracy due to the absence of contextual understanding. Another serious issue in the 

existing model is security and most of the traditional frameworks do not include an encryption 

mechanism that increases the vulnerabilities of data. These problems result in lower scalability and 
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high computational costs when implemented in cloud-based infrastructures. Therefore, an advanced 

unstructured data deduplication model is developed and its structural view is depicted in Fig. 1. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 1. Structural View of Proposed Unstructured Data Deduplication Model 

This research presents an effective deduplication framework for processing unstructured data to 

improve storage efficiency and data security. The need for storage requirements are highly reduced by 

eliminating duplicate content from large volumes of unstructured data such as logs, and documents. 

By removing redundant and irrelevant entries, the deduplication process ensures only unique data is 

stored in the cloud applications. At first, unstructured data from benchmark datasets are collected. 

Unstructured data are converted into structured data using an entity-based conversion technique. In 

order to accurately identify and eliminate redundant information, this transformation is essential. An 

ADRNN model is used to perform the deduplication process, after the data has been organized in a 

structured format. The dense recurrent layers are useful for learning the sequential dependencies and 
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recognizing the duplicate data even it is a complex entity, while the attention mechanism concentrates 

on important data attributes for eliminating the irrelevant or duplicate data. The precision of 

differentiating the duplicate copies and the original data is high due to the dense architecture of the 

RNN mechanism. The original data are encrypted securely before storing on cloud storage. Here, the 

ECC technique is used for performing encryption as it is capable of providing robust security with 

small key sizes, so it is beneficial for storing data in cloud-based applications. The risk of unauthorized 

access is highly reduced while maintaining fast encryption as well as decryption. The encrypted data is 

stored on a cloud platform, which keeps it safe from unwanted access and reduces storage costs by 

eliminating duplicates. At last, experimental evaluation is carried out to evaluate the effectiveness of 

the suggested framework in terms of memory size and time consumption.  

D. IoT-based Unstructured Data Collection 

The IoT-based unstructured data is gathered from a benchmark site and it is described below: 

Unstructured Data Analysis Project: This dataset is accessed using 

https://www.kaggle.com/code/tpvermei/unstructured-data-analysis-project on 2025-04-18. This 

database presents the details of input, output and logs. Raw text and its labels are given in this 

dataset. In consists of 5169 unique value for analyzing unstructured data. The collected data are 

indicated as cU , here the variable c denotes the total unstructured data.  

E. Entity-based Unstructured to Structured Data Conversion 

The unstructured data are high-dimensional and it has various contents without a set of format. 

Entities are used in this work for data conversion. In order to create a structured representation, this 

entity-based approach is used. Every unstructured data point is examined to find relevant elements, 

which are arranged properly. Through this transformation, the data with unstructured formatting are 

transformed into structured data for feasible processing. 

Consider a datasetU , which has unstructured data formats. Then, a combined entity is 

mathematically defined in Eq. (1). 

( ) ( ) ( ) ( )bababa nnNUUssssUS ,,,, =           (1) 

Here, the real entity is denoted as an  and the entity profile is mentioned as as . Filtering as well as 

matching process is done to reduce the computational complexity. Matching ( )UV  is done based on 

below Eq. (2) for final conversion. 

( ) ( )USVMAXUVUV UfU =                       (2) 

The entity-based approach searches particular patterns or indicators that denote the contents in 

unstructured text data. Based on that, it efficiently converts unstructured data into structured 

information by classifying and extracting pertinent entities from the text. It identifies the important 

attributes of raw data and aligns them into an attribute-value pair and provides a structured data 

format. The resultant structured data is termed as yQ .  

DEEP LEARNING-BASED DATA DEDUPLICATION AND CRYPTOGRAPHY-BASED SECURE DATA STORAGE IN 

CLOUD  

F. Description of ADRNN 

The ADRNN [16] is used for the data deduplication process. The ADRNN is developed by including 

an attention layer in the DRNN mechanism to recognize the same copies in cloud storage. In DRNN, 

https://www.kaggle.com/code/tpvermei/unstructured-data-analysis-project
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the information flow is more efficient as the layers are connected in a feed-forward manner. The dense 

connections are useful in capturing more rich information. As the network is densely connected, the 

output from the previous layer is used by the next layer as input like given in Eq. (3). 

( ) 1.....,0 −= nnn FFGF              (3) 

Here, the nonlinear transformation module is defined as nG . The variable nF defines the thn feature. 

Concatenation of the output is given as ( )1.....,0 −nFF . The function of DRNN is defined in the following 

Eq. (4)-Eq. (6). 

( )ydd Qwaw ,1−=              (4) 

( ) wywwywqd xQvQvaw ++= −1..                         (5) 

( ) wywwywqd xQvQvat ++= −1..             (6) 

In the above expression, the weight connections and the input is denoted as wqv and yQ , 

concurrently. The output at time d is mentioned as dw and the predicted outcome is stated as dt . The 

weight between output and hidden layers are signified as wwv . The dense connections send the 

information to the hidden layers and the important data are analyzed by the attention module. The 

attention function is mathematically modeled in Eq. (7) and Eq. (8). 

( )dm

d AvDFw =                           (7) 

( )dgd AvA tanh=                          (8) 

Here, the weight matrices of the attention module is given as gv and mv , respectively. The 

termDF denotes the softmax function.   

G. Data Deduplication in Cloud using ADRNN  

The structured data yQ is processed by the developed ADRNN for finding the duplicates. The 

DRNN architecture uses the sequential dependencies between records to find duplicate copies. The 

attention mechanism concentrates on the most important aspects of every record for improving the 

system's capacity to recognize the identical entries. In order to preserve only unique records, the 

model filters out redundant copies by categorizing as the duplicate records.  

 At first, the unstructured data are divided into sections or blocks. Depending on the amount and 

type of data, a block contains a document, a paragraph, or a certain number of records.  

 For deduplication, each block is handled as a separate unit, which lowers the computational 

burden and increases the deduplication accuracy.  

 In the developed ADRNN model, an attention layer is added that highlights the significant 

elements in each block and it modifies the weights to reduce the number of blocks that are incorrectly 

identified as unique or duplicated.  

 The model forecasts the probability that each block is a duplicate of other blocks. When evaluating 

similarity, the attention mechanism concentrates on important characteristics or entities that indicate 

duplication.  

 Finally, the duplicate data are eliminated and the original data are sent for encryption.  
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Schematic representation of data deduplication in cloud using ADRNN is visualized in Fig. 2.  
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Fig. 2. Schematic representation of data deduplication in cloud using ADRNN 

H. ECC-based Data Storage 

Cloud storage is a service that allows data to be remotely managed and maintained.  Users can 

access the service over internet connections.  It enables users to store their data online so they may 

access it from anywhere in the world through the internet. Cloud storage reduces the user's hardware 

and software requirements. Yet, cloud storage faces several security issues. So, saving the data in 

cloud storage with encryption helps to protect the data from security risks.  

ECC [17] is a modern and efficient public-key encryption technique. It works based on the 

mathematical properties of elliptic curves and it is defined in the below Eq. (9). 

qpwwz ++= 32              (9) 

Here, the terms p and q are constants. ECC offers high level of security while using smaller keys. 

The strength of ECC lies in the complexity of the Elliptic Curve Discrete Logarithm Problem (ECDLP). 

In this problem, for a given pointm , the integer n  is determined by the scalar values v are 

multiplication nm . Various operations in ECC-based key generation are described in the following: 

Point Addition: Merging two points to obtain a new point in the elliptic curve is the process of 

point addition. Consider two points ( )11, jiA  and ( )22 , jiB , then the third point ( )33 , jiN  is obtained by 

computing BA+ .     
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Point Multiplication: In this process, a new point is determined by multiplying an 

integer nwith point A . So, a resultant point nA is obtained. In ECC, the point addition operation is 

repeated iteratively for performing scalar multiplication like in Eq. (10). 

AAAAA +++=4                        (10) 

Point Subtraction: The inverse function of the point addition operation is termed as point 

subtraction. If the point addition of two points is NAB += , then the new point N is obtained by 

subtracting A from B . This process is arithmetically denoted in Eq. (11). 

( )ABAB −+=−            (11) 

Here, the negation of point A is given as A− .  

Key Generation: The key generation begins with selecting a private key in a specific range. The 

corresponding public key is then calculated by multiplying this private key with a designated base 

point on the elliptic curve. This operation is known as scalar multiplication and it forms the basis for 

the public key as represented in Eq. (12). 

TWSKLK =            (12) 

In the above expression, the variablesTW , SK and LK denotes the base point, private key and 

public key. An integer is multiplied with the base point to generate other points. The scalar value is the 

private key and it is not sharable, while the public key is point in the elliptic curve and it can be shared 

with anyone. After encryption, all the original files are uploaded in the cloud securely. Visual 

representation of ECC-based encryption for cloud data storage is shown in Fig. 3. 
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RESULTANT OBSERVATIONS AND DISCUSSIONS 

I. Simulation Setup 

The proposed unstructured data deduplication model was implemented in Python. The 

deduplication ability of the developed approach was estimated among encryption models like Fully 

Homomorphic Encryption (FHE) [19], Rivest-Shamir-Adleman (RSA) [18], Advanced Encryption 

Standard (AES) [20] and Data Encryption Standard (DES) [18]. Classifiers like Support Vector 

Machine (SVM) [22], Long Short-Term Memory (LSTM) [23] and Deep Neural Networks (DNN) [21] 

were used in this study for performance comparison.  

J. Data Deduplication Performance Analysis 

The data deduplication efficiency of the proposed model is validated among conventional deep 

learning techniques and the results are showcased in Fig. 4. The accuracy of deduplication process of 

the recommended ADRNN is higher than 90% in all epoch range that ensures its ability in eliminating 

redundant data. Existing approach like SVM is not applicable for handling large and complex data 

that result in poor performance. The DNN models might require additional feature extraction 

processes for finding the duplicate entities in structured data that increase the computational time 

and computational overhead of cloud storage systems. The integration of DRNN with the attention 

mechanism reduced the False Positive Rate (FPR) as it is capable of handling complex data files with 

high accuracy. The F1-score of the suggested ADRNN-based deduplication is 14.82%, 19.83%, 6.81% 

and 9.81% higher than SVM, LSTM, DNN and DRNN. The DRNN’s accuracy is enhanced by 

incorporating the attention layer for analyzing the important as well as unique data.   

  

(a) (b) 
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(c) (d) 

Fig. 3. Data Deduplication Performance Analysis Among Other Classifiers with Respect to a) FPR, b) 

Accuracy, c) F1-score and d) FDR 

K. Efficiency Validation of Encryption Task 

The efficiency validation of the ECC-based encryption task is analyzed and the outcomes are 

provided in Fig. 5. As per the graph, the time needed for the encryption technique is much less than 

conventional cryptography models like DES, AES, RSA and FHE. The computational overhead is 

highly minimized by the ECC-assisted encryption as it uses small key sizes. The encryption time of 

AES and RSA are higher as they utilize large key sizes that lead to an increase in computational 

complexity. Moreover, the memory size of the FHE is also higher than ECC algorithm in all block sizes 

and the FHE approach is not feasible in the encryption of large volumes of data. Therefore, the ECC 

approach offers high security while reducing the time and memory size.      

  

(a) (b) 
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(c) (d) 

Fig. 4. Efficiency Validation of Encryption Performance in Terms of a) Memory size, b) Decryption 

time, c) Total consumption time and d) Encryption time 

L. ROC Evaluation 

The ROC evaluation to prove the efficiency of ADRNN in differentiating original and duplicate data 

is carried out and the graph is shown in Fig. 6. ADRNN achieves the highest true positive rate in 

finding the redundant data when compared to existing techniques like SVM, LSTM, DNN and DRNN. 

ROC graphs confirm the efficacy of using ADRNN for removing duplicates from unstructured data. 

Cloud data storage is managed efficiently without an increase in computational cost. Moreover, the 

proposed ADRNN and ECC-based encryption approach helps to handle large scale environments 

without any complexity issues.  

 

Fig. 5. ROC Evaluation of Proposed Unstructured Data Deduplication Model 

Conclusion 

In this research, an effective deduplication framework for processing unstructured data was 

developed. The proposed model was useful in improving the storage efficiency and data security. The 

collected unstructured data from benchmark datasets were converted into a structured format using 

entity. In order to accurately identify and eliminate redundant information, this transformation was 

essential. An ADRNN model was used to perform the deduplication process after the data has been 
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organized in a structured format. The precision of differentiating the duplicate copies and the original 

data was high due to the dense architecture of RNN mechanism. Then, an ECC technique was used for 

performing encryption before storing the unique data in the cloud. At last, experimental evaluation 

was carried out to evaluate the effectiveness of the suggested framework. The accuracy of the proposed 

unstructured data deduplication model using ADRNN is 13.68%, 15.78%, 11.57% and 5.26% higher 

than SVM, LSTM, DNN and DRNN at an epoch range of 5. Therefore, the proposed model was capable 

of finding duplicate unstructured data with high accuracy. In the future, attack detection models will 

be executed to protect the data stored in the cloud. Moreover, other inputs like images and texts will 

be considered to improve the generalizability of the proposed model.     
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