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This research proposes a Blockchain-driven solution for enhancing the integ-

rity and security of clinical trials, introducing a specialized system called 

Blockchain for Securing Clinical Trials (BC-SCT). The  system reimagines 

traditional clinical trial data  management  by  offering  a  decentralized, 

tamper-resistant platform that ensures trust, transparency, and efficiency 

across stakeholders including researchers, sponsors, and regulatory bod-

ies.BC-SCT employs modern consensus mechanisms such as Proof-of-

Authority (PoA) and  Delegated Proof of Stake (DPoS) to significantly reduce 

transaction processing delays—from 900 ms to 550 ms across  50 transac-

tions—ensuring faster data validation without compromising reliability. It 

also demonstrates strong performance under simultaneous query loads, cut-

ting response times from 70 ms to 40 ms, a 43% improvement in real-time 

data access. To handle the scale and complexity of clinical data, the system 

incorporates features like data sharding, in-memory caching, and off-chain 

storage. These enhancements reduce Blockchain ledger load by 20%, lower-

ing storage requirements from 100 GB to 80 GB for 10,000 entries—while 

maintaining high-speed access and data fidelity. Through these innovations, 

BC-SCT offers a future-proof foundation for conducting and overseeing clini-

cal trials, addressing long-standing issues related to data manipulation, inef-

ficiency, and lack of transparency in research workflows. 

Keywords: Blockchain Technology, Health Data Interoperability, Off Chain 

Storage Solutions, Query Efficiency, System Scalability  

 

1. INTRODUCTION 

Integrating Blockchain (BC) and distributed ledger technology is reshaping the E-health ecosystem by 

enhancing security, privacy, and data integrity. As health care  organizations  continue  to  digitize  

patient care, ensuring system interoperability  is becoming increasingly  important, particularly  in the 

context of  the Internet of Things (IoT) and connected  medical devices[1]. Operational efficiency de-

pends on efficient synchronization between patient information and device produced data together 

with clinical workflow abilities on multiple system plat forms [2].Healthcare institutions use ectronic 
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health systems as their primary tool to handle information and records about patients and clinical ac-

tivities, as well as system management data. Most standard SCT systems function autonomously 

which prevents data sharing between enterprises because they do not integrate well with each other. 

The technology of Blockchain creates a protective system that ensures patient privacy through secure 

tamper proof data-sharing operations [3]. New technology devices produce extensive healthcare data 

in real time while the  IoMT  phenomenon  brings  additional challenges to the table. The successful 

management and security of this data serves dual purposes for clinical decision support as well as in-

formation-based insights development. Healthcare  institutions  achieve  data security  and decentral-

ized operation through Blockchain which provides  an  amalgamation  of  secure data  collection  and  

storage  and control functions[4].Medical organizations  that  follow  traditional healthcare systems 

mainly use Relational Database Management Systems (RDBMS)  with  SQL-structured query lan-

guages  to  maintain  patient  data storage and retrieval. These established  technologies  face  signifi-

cant  limitations  when  it comes to present-day healthcare security and scalability requirements, par-

ticularly during  Blockchain  and  IoMT  integration. The transition to Blockchain systems remains  

difficult  because  traditional  relational  databases  use  different  storage  methods  than Blockchain’s 

de centralized  file-based  format [5].Blockchain-for  securing clinical trials (BC-SCTs) act as a suc-

cessful method to address  healthcare  problems  in privacy, security, and interoperability. Current e-

health infrastructure serves poorly for extensive secure information sharing across institutions be-

cause it remains fragmented with poorly managed security issues as well as data breach threats. Medi-

cal data storage and exchange through healthcare networks is possible on a safe basis using Block-

chain’s decentralized and immutable ledger structure. Smart contracts enable  automated  processes  

in BC-SCTs  while  simultaneously  enhancing  trans parency and protecting against unauthorized ac-

cess as well as fraud  through  their  billing  and  consent  to access medical records functionalities [6] 

.The  data  integrity  provided  by  BC-SCTs  makes  healthcare  organizations  obtain  reliable unified 

source  of  truth  because  patient data becomes  immutable  after  Blockchain  recording. BC-SCTs  

function as  a modern  healthcare  solution  because  they  enhance  security  while  providing  trans-

parency  along with interoperability  which suits the needs of advancing integrated patient care tech-

nology 

2. LITERATURE REVIEW 

Large medical files are handled by the technical combination of batch processing and sharding as well 

as in-memory caching and off-chain storage which optimizes database operations and lowers storage 

requirements. DPoS  with Proof of-Authority  serves  e-health applications  by  providing  reliable  and 

protected data  distribution for  devices  and  organizations and  networks across  their extensive  

medical information. This framework promotes system scalability along with operational efficiency. 

Osamor et al. [8] The research analysis demonstrates how Blockchain technology improves both med-

ical data protection and privacy during sharing operations. It reports a 30% improvement in medical 

record security while maintaining query efficiency using the PBFT (Practical  Byzantine  Fault  toler-

ance) consensus algorithm. Jabbar et al. [9] Uses the SHA-256 hashing technique to ensure secure 

and immutable storage of medical data. Their research  reveals  a  45% decline in unauthorized access 

attempts, demonstrating  the  security  benefits  of  distributed  ledger  technology, a fundamental 

component of  BC-EHSs. Sun et al. [10] addresses  scalability  challenges  in  Blockchain-based  

healthcare  systems by integrating  sharding  and  batch  processing  to  better manage  higher  trans-

action  volumes. Their findings indicate a 35% reduction in transaction times  as  the number of trans-

actions  increases, paralleling  the  enhancements discussed  in  this  paper  aimed  at  minimizing  

transaction  and  query  delays. Biswas et al. [11] investigate  

Blockchain applications  for  managing Internet of Medical Things (IoMT) data, employing  Merkle 

Tree-based synchronization to ensure secure data sharing. Their  model achieves a 25% reduction in 

query response times while  maintaining  real-time  data integrity, which aligns with the strategies  

presented  in  this paper for addressing  IoMT  within  a  cohesive  Blockchain ecosystem. Chaudhari 



Journal of Information Systems Engineering and Management 
2024, 9(4s) 

e-ISSN: 2468-4376 

  

https://www.jisem-journal.com/ Research Article  

 

 1567 
Copyright © 2024 by Author/s and Licensed by JISEM. This is an open access article distributed under the Creative Commons 

Attribution License which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is 

properly cited. 

 

et al. [12] confront interoperability challenges in healthcare by utilizing the Interplanetary File System 

(IPFS) for off-chain storage. Their results indicate a 40% improvement in system interoperability by 

reducing ledger bloat and enhancing data synchronization, supporting the focus of this paper on lev-

eraging Blockchain to eliminate data silos in e-health systems. Jayabalan et al. [13] explore the effi-

ciency gains achieved through off-chain data storage using IPFS in Blockchain environments, specifi-

cally for large files like medical images. Their experiments show a 20% decrease in ledger size and a 

30%reduction in bandwidth usage, reflecting the BC-EHS model’s improvements in optimizing 

memory consumption. Hossain et al. [14] evaluate the performance of Proof-of-Authority (PoA) and 

Delegated Proof of Stake (DPoS) within healthcare Blockchain applications. Their results reveal a 50% 

increase in transaction throughput and a 30% decrease in confirmation times, emphasizing the effec-

tiveness of these optimized consensus mechanisms, as outlined in this paper. 

3. OBJECTIVES 

This research paper presents a novel private Blockchain-based approach designed specifically to se-

cure clinical trial data while ensuring seamless interoperability and data security across digital 

healthcare systems. Traditional e-health  infrastructures  often  struggle  with  issues  like  poor data  

management, lack of  transparency, and vulnerability  to data  tampering  or  breaches. These  chal-

lenges  become  even  more  critical  in  the  context of clinical trials, where data  accuracy, confidenti-

ality, and  integrity  are  paramount. The  proposed system, termed Blockchain  for  Securing  Clinical 

Trials  (BC-SCT), aims to overcome  these  limitations  by leveraging the decentralized and  tamper-

proof  nature  of  Blockchain  technology. Special emphasis is placed on optimizing transaction speed, 

improving query processing, reducing memory overhead, and maximizing bandwidth efficiency—key 

factors in  handling  the  vast  volumes  of  data  generated  by  Internet of  Medical  Things (IoMT)  

devices. Moreover, this approach  is  designed  to  be  highly  scalable  and  interoperable, allowing it 

to integrate smoothly with existing healthcare  infrastructures  while  maintaining  a  high  level  of  

security  and  performance. Through this model, the paper contributes a forward-thinking solution 

that strengthens data protection in clinical research and promotes trust and collaboration among 

stakeholders in the healthcare ecosystem. 

4. METHODS 

This chapter describes the  design  and  implementation  of  the  proposed Blockchain for securing 

clinical trials(BC-SCTs), emphasizing  the  methodologies  applied  to  address  the  shortcomings  of  

traditional e-health systems and  to  enhance  performance  in  areas  such  as  security, scalability, and 

data  management. The methodology includes core aspects such as system architecture design, selec-

tion of consensus mechanisms, data management techniques, and performance evaluation metrics.  

System Design  

The  enhanced  BC-SCT  architecture  combines  Blockchain  technology with existing  healthcare  sys-

tems  to ensure  smooth  interoperability. Off-chain storage is used to manage large medical files, such 

as images and reports, while Blockchain ensures secure and tamper-proof transaction logging. The 

modular system includes components for managing patient data, integrating IoMT, processing que-

ries, and validating consensus.  
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Fig1: Proposed Architecture Diagram 

Off-Chain Storage  

The proposed  system  leverages  the  Interplanetary  File  System (IPFS), which allows large datasets, 

including medical  images and  files, to  be  stored off-chain  while  only  cryptographic  hashes  are 

kept on the Blockchain. This method reduces the memory and processing load on the Blockchain, en-

suring data integrity.  

The off-chain storage process can be described as:  

Blockchain Ledger: L = {Ti,h(Di),pi | i = 1,2,...,n}  

Where:– 

Ti: Metadata related to the transaction, maintained on the Blockchain.  

Enhancing E-Health Systems: A Blockchain-Based Approach to Data Security 

h(Di): Cryptographic hash representing the integrity of off-chain data Di 

pi: Pointer or reference directing to the storage location of Di off-chain. 

n: The total count of transactions.  

The cryptographic hash h(Di) can be calculated as:  

h(Di) = Hash Function(Di)To optimize storage, the total size of the Blockchain ledger, Sledger, is mini-

mized as:  

 Sledger =∑ (𝑛
𝑖=1 |Ti|+|h(Di)|+|pi|) 

 This is significantly smaller compared to the size required for fully on-chain storage, Son-

chain, which is given by: 

   Son-chain =∑ (𝑛
𝑖=1 |Ti|+|Di|) 
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Since the  size  of  the  original  data |Di| is generally  much  larger  than  the  combined  size  of  the  

hash and pointer |h(Di)|+|pi|, this  approach  demonstrates  the  efficiency  of  off-chain storage 

mechanisms.  

 Consensus Mechanism Selection  

This study  focuses  on implementing  revised  consensus  techniques  to  reduce  transaction  times  

and computational overhead. The following consensus methods have been analyzed and evaluated. 

Proof-of-Authority (PoA):A  consensus  protocol  designed  to  process large volumes of transac-

tions  quickly while reducing energy consumption. 

Delegated Proof of Stake (DPoS): This consensus  method  enables  network  participants  to  

select  representatives  to  vote  on  their  behalf, increasing  the  speed  of  block  confirmations. The  

system adopts Delegated Proof of Stake (DPoS) to  enhance  scalability  in  larger  networks  and  Proof 

of Authority (PoA) for  secure and  fast  transaction  processing. These consensus methods deliver im-

proved performance over traditional approaches like Proof of Work (PoW), particularly in terms of 

transaction throughput and confirmation times.  

Data Management and Security  

SHA-256 hashing ensures the integrity and immutability of  patient  data. The  storage system en-

crypts all medical  records  through AES-256  encryption  before  they  get  saved  to  storage. The use 

of smart contracts manages system permissions together with automated consent procedures for sen-

sitive data access keeping unauthorized users barred from that information. 

Enhanced Transaction and Query Processing Algorithm for the BC-SCT 

 The algorithm below describes the optimizations applied to transaction and query processing in the 

improved BC-SCT:  

Algorithm 1. Improved BC-SCT Transaction and Query Optimization 

1: Initialization 

2: Initialize the Blockchain network with multiple peers P 

3: Define channels for communication between entities (patients, physicians, service providers) 

4: Ensure off-chain storage is available for heavy data (e.g., medical images) 

5: Key Generation 

6: Use Elliptic Curve Cryptography (ECC) for faster key generation 

7: Upon user registration, generate cryptographic key pairs (pk,sk) 

8: Store public keys with peers for validation 

9: Transaction Processing 

10: Input: User transaction request T′i 

11: if transaction contains heavy data Ti then 

12: Compute a hash H(T′ i) for the data 

13:  Store the data off-chain and keep only the hash and pointer in the Blockchain ledger 

14: else 

15:  Directly store the transaction as a simple string in the blockchain 

16: end if 

17: Forward transaction to peers P1, P2,...,Pn for consensus 

18: Execute the consensus algorithm (PoA or DPoS) for efficiency 

19: Commit transaction to the blockchain ledger 

20: Query Processing 

21: Input: Query request Qi 

22: Check user permissions for accessing the channel 

23: if query involves heavy data then 
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24:  Retrieve the pointer from the Blockchain and fetch data from off-chain storage 

25: end if 

26: Execute the query through in-memory caching and peer distribution for optimization 

27: Optimization Techniques 

28: Implement sharding to distribute the Blockchain and reduce query load per peer 

29: Use batch processing for transaction validation to reduce consensus overhead 

30: Compress data in off-chain storage to reduce memory usage and retrieval time 

31: Return: Provide result Ri of the transaction or query to the user 

 

5. RESULTS AND DISCUSSIONS 

Private Blockchain technology has emerged as a promising solution for securing clinical trial data by 

ensuring integrity, transparency, and security in medical research. Its immutability prevents unau-

thorized alterations, preserving data accuracy and reliability. Dynamic  consent  management  allows  

participants  to  update  their  consent  preferences  securely, enhancing  ethical  compliance. Block-

chain  also  facilitates  secure data  sharing  among stakeholders  while  ensuring  privacy  through  

permissioned access, making  it  particularly  valuable  in  multi-site trials. Additionally, its transpar-

ent ledgercreates immutable audit trails, streamlining regulatory compliance and monitoring process-

es. 

Transaction Completion Time Comparison: 

Figure 2  demonstrates  the  completion  times of  transactions  for  the  proposed  BC-SCT  versus  the  

traditional CEHS  when  executing 1 to 50 transactions. The CEHS  functions  with  success  during  

the  beginning  phase  by handling 20 transactions  in  150 milliseconds  while  processing  one  trans-

action  within  20 milliseconds.The transaction  completion  time  shows  a  fast  increase  with  esca-

lating  transaction  volume  which  results  in  650 ms  for  processing  fifty  transactions. The  CEHS  

currently  experiences  performance  issues  when processing larger  numbers  of  transactions  be-

cause  of  its  centralized  system architecture. 

The proposed BC -SCT starts with slightly longer completion times, around 30 ms for a single transac-

tion. The BC-SCT shows a milder growth in completion time compared to the CEHS. The system com-

pletion time rises to 180 ms for processing 20 transactions and implements a similar pattern as CEHS 

before reaching 700 ms for handling 50 transactions. The BC-SCT  starts  operations  at a slower pace  

but  demonstrates  enhanced  scalability  by  keeping  completion  time  minimal  when  handling  ris-

ing  loads. Blockchain-based  BC-SCT  demands initial  overhead  because  all  its  nodes  require  con-

sensus-validated  transaction  processing. The decentralized method proves effective for processing 

greater numbers of transactions. As  the  transaction volume rises the CEHS  develops  performance  

troubles  since  its  processing  system  operates  through  a centralized server. Scalability benefits  

from  the  BC-SCT  system  because  it spreads  transaction  processing  across  many  peers to achieve  

controlled  performance  time  increases. With a growing  number  of  transactions  the CEHS  shows 

deteriorating  performance  whereas  it operates speedily  with  lower transaction volumes. The pro-

posed BC-SCT shows better scalability since completion times gradually increase proportionally with 

higher transaction volumes which makes it an excellent choice for massive load systems. 

Transactions CEHS(in milli-Seconds) BC-SCT(in milli-Seconds) 

1 25 9 

5 49 20 

10 90 82 

15 124 100 

20 162 135 

25 200 153 
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30 351 256 

35 400 307 

40 526 477 

45 621 586 

50 700 600 

 

Table 1:Transaction Completion Time Values 

 

 

 

 

 

 

 

 

 

 

Fig.2:Transaction Completion Time Comparison 

Query Processing Time Comparison 

The evaluation shows  how  the  query  processing  times  of  CEHS, EHS  with  single  user, and  EHS  

with  multiple users shift when the concurrent request numbers rise from 1 to 50 (Figure 3). When the 

CEHS handles 1 to 10 queries it begins processing them at 5 ms and maintains a processing time un-

der 10 ms while reaching about 20 queries. The  centralized  structure  of  CEHS  enables  query  han-

dling  through  a  processing  time  that extends to 25 ms for 50 queries. 

 At the beginning the Blockchain-based SCT requires 5–6 milliseconds for a single request but extends 

to 12 ms with twenty simultaneous requests. The processing time rises dramatically to achieve 45 ms 

with 50 queries in the system. The  multi-user   SCT system exhibits  the  highest  query  processing  

times  since Blockchain must obtain  consensus  on  multiple  nodes for each query. Multiple users 

contribute to higher complexity levels which produce difficulties in resolving queries among group 

members and leads to increased processing time. 

Data processing  for  CEHS  operates at  a  faster  speed  through  its centralized  design which  elimi-

nates  the  need for  multiple  peer  reviews  or consensus  requirements. The  distributed  nature  of  

Bockchain technology presents challenges  for  both  SCT  models particularly affecting  the multi-user 

version because  it  requires consensus-based  data access validation. The speed of Blockchain opera-

tions decreases significantly during periods of extensive query demands. The  centralized  nature  of  

CEHS  leads  to  improved query management efficiency particularly  when  resources  reach  their  

maximum  capacity  level. In contrast, Blockchain systems experience  slower  query  processing  times  

due  to  the  added  complexity of consensus  processes and distributed data management, particularly 

in multi-user environments. 
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Transactions 

Multiple user(in Milli-

seconds) 

Single user(in Milli-

seconds) 

CEHS(in Milli-

seconds) 

1 1 2 2 

5 2 3 3 

10 4 5 5 

15 5 6 9 

20 5 6 9 

30 15 20 12 

40 32 40 18 

50 55 70 25 

Table 2:Query Processing  Time Values 

 

 

 

 

 

 

 

 

 

 

Fig.3 Query Processing Time Comparison 

Ledger Memory Consumption Time Comparison 

Figure 4 Shown Below presents a comparison of ledger memory usage across three distinct approach-

es: a single-user record, an 8-user record, and the proposed off-chain solution. As  the  transaction 

count  increases from 1,000 to 8,000, the  ledger  block  size  expands  for  all  models. Initially, at 

1,000 transactions, the ledger  block size  is  relatively  low, around 100 GB, and  gradually  climbs  to  

about 1,000 GB  as  it  reaches 8,000 transactions. This  consistent  linear  growth  demonstrates  that  

maintaining  records  for a  single  user  incurs minimal memory  overhead, allowing  the  system  to  

scale  effectively  with  the  increase  in transactions. This  model  starts with a  higher  block size , ap-

proximately  200 GB  at  1,000 transactions, and  grows  to  roughly 1,500 GB  by  the time it  reaches  

8,000  transactions. The  increase  is due  to  each  transaction  encompassing  records  from  multiple 

users, resulting  in  higher  memory usage. Nonetheless, the growth remains proportionate to the 

number of users involved. By  utilizing  off-chain storage  for  substantial  datasets, such  as  medical 

images, this   model experiences  a  significant  rise   in ledger size. At 1,000 transactions, the ledger 

size is already about 400 GB, increasing to 4,000 GB for 8,000 transactions. While  this  method  de-

mands more memory, it facilitates the management  of  much  larger  and  more  intricate  datasets  

without  stressing  on-chain storage capacity. The upgraded Blockchain-based  SCT (BC-SCT)  signifi-

cantly  boosts  transaction  processing  speeds  by  integrating more efficient  consensus  mechanisms  
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and  implementing  batch processing methods. A key feature is the utilization of Proof-of-Authority 

(PoA) and Delegated Proof of Stake (DPoS) consensus algorithms. 

Transactions Single user record 8 user record Proposed off chain 

0 0 100 200 

1000 200 500 800 

2000 600 700 1300 

3000 900 1100 2000 

4000 1250 1400 2750 

5000 1500 1850 2800 

6000 1850 2050 3900 

7000 2000 2500 4500 

Table 3: Ledger Memory Consumption Values 

 

 

 

 

 

 

 

 

 

 

Fig.3. Ledger Memory Consumption Comparison 

6. CONCLUSION 

The  use  of  a  Private  Blockchain  for  securing  clinical  trial  data  offers  a  promising  solution to 

long-standing challenges  in  healthcare  data management, particularly  regarding  security, integrity, 

and  interoperability. Clinical  trials  involve  sensitive  and  confidential  information, and ensuring its 

protection against tampering or unauthorized  access  is  crucial. Traditional  centralized  systems  

often  fall  short  in  this  area, making  them vulnerable  to  breaches or data  manipula-

tion.Blockchain, with  its decentralized  and  tamper-evident nature, helps address these concerns. In 

our proposed approach, a private Blockchain  network ensures that only  authorized entities  can par-

ticipate  in the system, adding an extra  layer  of  access  control while  still  benefiting  from Block-

chain's  immutability. This  controlled  environment  is  ideal  for  healthcare  scenarios  where  privacy  

and compliance  with  regulations  like  HIPAA  and  GDPR  are  essential .One  key  advantage  of  this  

system  is  the  ability  to  maintain  a  single  version  of  the truth  across  different  stakeholders, such  

as  researchers, sponsors, regulatory  bodies, and  healthcare  providers. This  not only  reduces  dis-

crepancies  and  miscommunication  but also  builds trust  among  all  parties. Moreover, smart con-

tracts can be employed to automate processes like patient consent verification or trial phase transi-

tions, improving operational efficiency. However, implementing a Blockchain solution comes with its 

own set of challenges. Integration with existing systems can be complex, and ensuring scalability for 
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large-scale trials might require optimization. Additionally, the  success  of  such  a system  heavily  de-

pends  on  the  willingness  of  stakeholders  to  adopt  and  cooperate  within  the framework. Despite  

these  challenges, the  potential  benefits  of  improved  data security, transparency, and  seamless  

interoperability  make  this  approach  highly  relevant. As  the  healthcare  industry  continues to em-

brace digital transformation, Blockchain  stands out as a valuable  tool  to  ensure  that  clinical  trial 

data remains trustworthy and accessible without compromising privacy. 
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