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identification of risks for medical members. The primary objective is to assess

whether using electronic health records (EHRs), claims data, social

Accepted: 10 Jul 2025 determinants of health, and AI analytics improves the precision of identifying
patient risks. The research aims to explain by using different case studies, along
with selected secondary qualitative and quantitative data. According to the
findings, data-driven systems make it easier to identify risks early, create
customised treatment plans, improve patient outcomes and lower healthcare
costs. Nonetheless, the challenges were listed as difficulties in data sharing,
worries about privacy and ethical issues. Real-world use reveals that having
protected and linked systems is vital for delivering active healthcare. It
recommends supporting universal data standards, better privacy controls and
involving different sectors to tackle operational threats. Because of these
upgrades, healthcare can provide more anticipatory services that are both
better for society and more efficient.
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I. INTRODUCTION
A. Background to the Study

The increasing difficulties related to patient care and health-related expenses have strengthened the
demand for intense “member risk profiling.” Traditional processes such as LACE Index, “Charlson
Comorbidity Index,” and others were not able to highlight the multifactorial and dynamic characteristics of
patient risks. Using big data analytics, machine learning, and AI within data-driven architectures is
changing the process of risk stratification. Data-driven investigations in the EHR can be used to fulfil “the
2007 FDA Amendment Act’s mission for post-marketing surveillance of medications”, improving the safety
and efficacy of drugs [1]. As a result of processing electronic health records (EHRs), claims data, and social
determinants, these architectures support prompt interventions and improve overall health services.
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B. Overview

Improving the risk profiling of members requires using data-driven tools for improved prediction and
control of patient health risks. The healthcare sector faced a trend shift towards EHRs that were created to
combine “paper-based and electronic medical records” (EMR) [2]. Electronic health records, the data from
wearable devices, and claims data are combined in this approach to widen access to a patient’s health.
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Figure 1: Overview of blockchain architecture
[2]

Using machine learning and blockchain architecture mentioned in the above figure, companies can find out
who is at high risk and give these members specific attention early. It helps patients recover better and also
cuts down healthcare expenses. The move to use data for profiling is a major step forward in providing care
that is tailored, predictive, and relevant to individuals.

C. Problem Statement

Apart from the wide availability of healthcare information, most of the firms still depend on manual and
siloed processes for the risk profiling of the members, causing delayed intervention and flawed assessments.
Risk profiles are created at the time of the risk assessment in close collaboration with risk assessors [3].
Hence, people at high risk cannot be recognised, which contributes to more health issues and expenses.

D. Objectives

The primary purposes of this research are: 1. To highlight the effectiveness of data-driven architectures in
developing the accuracy of member risk profiling. 2. To identify the roles of social determinants, claims,
and EHRs as diverse data sources towards holistic risk assessment. 3. To identify analytical and operational
threats linked with deploying data-driven architectures.

E. Scope and Significance

This research prioritises the integration of data-based architectures to improve risk profiling of the
members' insights into the healthcare processes. This covers the implementation of different data sources,
the contribution of machine learning, and the acknowledgement of individuals at higher risk for on-time
mitigation. Therefore, the scope of this paper includes both ethical and technological assessments, such as
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bias, interoperability, as well as data privacy. Additionally, the significance of this paper lies in its ability to
increase outcomes of patients, decrease healthcare expenses, and support the transformation towards
personalised and predictive care.

II. LITERATURE REVIEW
A. Effectiveness of data-driven architectures

The efficacy of data-driven architectures in improving the credibility of member risk profiling has been
effectively accepted in the healthcare literature. Commonly used risk stratification methods depend on
limited types of data, which may lead to inaccurate or late identification of patients who need the most care.
“Personalised medicine” (PM) is supposed to be supported by small and big data (a data-driven process)
and to use Al technology to help with “risk prevention, prediction, and medical intervention” [4]. Data-
driven approaches use big data tools, blockchain, machine learning models, and analytics to increase the
understanding of the risks that patients can observe [2]. By using clinical, behavioural, and socio-economic
data, Optum identifies patients who may develop chronic conditions or need to be hospitalised and so allows
appropriate and timely actions that lessen readmissions and help patients improve. Organisations that use
these architectures see an increase in how well they can foresee and catch emerging risks.

B. Role of integrating diverse data sources

Incorporating diverse data sources, including “insurance claims,” EHRs, and “social determinants of
health” or SDOH, has become increasingly acknowledged as required to fulfil risk assessment in the
healthcare sector. Using data only from clinical visits or claims is usually not sufficient to highlight all the
factors affecting a patient, and this leads to a lack of accurate predictions.

EHR Derived Data Elements

Laboratory Reports

Medications and Allergies

Problems and Diagnosis

Family and Social History

Visits Information

Data From other Hospital Information

Pathology
—
Imaging

Figure 2: EHR as a clinical data repository

(5]

The above figure has highlighted EHR as a data repository of clinical information, including EHR-derived
data elements and data from other hospital information systems. Patients’ clinical data is stored as
“Electronic Health Records” (EHR) [5]. EHRs give access to patients’ medical histories, whereas claims
data discuss how healthcare services are being used and their costs. Still, both failing to consider how socio-
economic and environmental factors can greatly influence a person’s health. On the other hand, there is a
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lack of healthcare institutions to support interoperable EHRs and store clinical data across several digital
systems. “Social determinants,” including education, income, housing stability, and transportation access,
are pivotal in forming healthcare requirements and health trajectories of individuals. The literature states
that merging these factors into predictive analytics leads to much better risk evaluation. For instance,
models that include both medical and social information perform better at identifying individuals who
might require special care in groups that are usually underserved.

C. Major risks and threats in the context of data-driven architectures

There are inherent risks associated with the inception of data-driven architectures in the realm of
healthcare. The extensive applications of data analytics collect data from multiple sources including search
engines and social networks that can create grave ethical and moral concerns for the users [7]. There may
be the need to access private and confidential data for users raising important ethical questions. Another
challenge is the movement and manipulation of data within the health sector. The lack of proper
management and maintaining the data accuracy can have the risks of unreliable results and biased
outcomes. The health data used is not properly formatted and can lead to inconsistent results, especially in
the context of risk profiling.

The data poses the challenge of interoperability crucial for reaching impactful results. There is wide range
of disciplines in the domain of healthcare with conflicting standards [8]. Thus, it can be difficult to
assimilate and streamline the data to execute impactful risk profiling in healthcare.

D. Strategies for reducing risks in the profiling process

There is a need for effective strategies that can tackle the issues and challenges faced by data-driven
architectures in healthcare. Data cleansing is of top priority to prevent any sort of malfunctioning within
healthcare [9]. There should be data cleansing techniques for eradicating any type of erroneous data that
can affect the outcome. There should be tools for ensuring secure measures. The privacy of data should be
rigorously maintained to ensure the confidentiality of patients. The protocols, guidelines and rules for data
interoperability help in efficient management [10]. The standardisations maintained across diverse
departments can significantly improve the data-driven architecture. Stronger security protocols can ensure
the confidentiality of data for risk profiling.

III. METHODOLOGY
A. Research Design

The research makes use of an explanatory design to understand how risk profiling of members can be
enhanced effectively. The research is striving to understand the effectiveness of data-driven architecture,
the social determinants affecting risk assessments, the operational threats and the relevant models that can
minimise the risks. The explanatory design is being used to identify the effectiveness of data-driven
architecture and the strategies that can aid in developing improved systems. The explanatory research
relates the determinants to the occurrence [11]. The use of explanatory research design aids in connecting
the determining factors that can improve risk profiling by applying the quantifiable results of data-driven
architecture. There is a vital link between the features of data-driven architecture and risk profiling results
enhancing outcomes.

B. Data Collection

The study makes use of both quantitative and qualitative data gathered from secondary sources to reach
enhanced results. The qualitative data is being collected from industry reports and existing literature to

1009
Copyright © 2024 by Author/s and Licensed by JISEM. This is an open access article distributed under the Creative Commons

Attribution License which permitsunrestricted use, distribution, and reproduction in any medium, provided the original work is

properly cited.



Journal of Information Systems Engineering and Management
2025, 10(56s)

e-ISSN: 2468-4376

https://www.jisem-journal.com/ Research Article

identify the opportunities, challenges and strategies associated with the application of data-driven
architecture. For the quantitative analysis, the study analyses graphs, statistical data and charts from
secondary sources. The statistics regarding the use of data-driven architecture for healthcare risk profiling
are being utilised to derive effective results. The data analysis reveals the benefits acquired by risk profiling
on account of the data-driven architecture. The quantitative information is being utilised to scale the
benefits and impacts on health outcomes by using data-driven risk profiling.

C. Case Studies/Examples
Case Study I: AstraZeneca

AstraZeneca is making use of data-driven architecture and solutions for improved risk profiling of its
patients. The company is making use of digital diagnostics that confirm the presence of a disease and
quickly identifies individuals with the sub-types of the disease [13]. There is better identification of patients
that can actually benefit from the oncology treatments devised by it. The important identification of
patterns is empowering the risk profiling and the responsive strategies.

Case Study II: GlaxoSmithKline

GSK is making use of data-driven architecture in order to reach effective results. Artificial Intelligence is
being combined with genetic, health and genome data to help researchers in predicting how a disease may
progress in a patient [14]. There are spotting patterns leading to next-generation treatments for several
diseases.

D. Evaluation Metrics

The results are being examined with measurements on the benefits gained and the capacities of data-driven
architecture. The accuracy of data-driven architecture in obtaining clear and precise results regarding
healthcare risk profiling is being derived. The data-driven processes instrumentalise the discrete aspects
[12]. Thus, the capacity of data-driven architecture leveraging risk profiling has been assessed. The clarity
of the risk profiling, improved tracking of health and identification of risks are being assessed to evaluate
the results. The metrics reveal how data-driven architecture is impactful in identifying risk patterns and
operational issues.

IV. RESULTS

A. Data Presentation

North America

Europe

Asia Pacific

48.00%

Latin America

Middle East & Africa

Figure 3: Healthcare predictive analysis by region

Source: [15]
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In 2023, the global healthcare predictive analytics market was valued at $17.99 billion and development is
expected to lead it to reach $154.61 billion, marking a 24% compound annual growth rate (CAGR). The
graph will show a quick increase up over time [15]. North America generated 48% of the revenue, payers
accounted for 36% and the financial part delivered more than one-third.

m Hospitals and Clinics = Finance and Insurance Agencies m Research Organizations

Figure 4: Healthcare big data analysis market
Source: [16]

In 2024, on-demand delivery made up 54.8% of the market since it is both scalable and cost-effective.
Around 47.5% of applications were centered on clinical analytics to benefit patient care. The share of
hospitals and clinics stood at 65.7% in the end-user market [16]. Advanced infrastructure, support from the
government and strong usage of predictive healthcare technology in North America helped it take the lead
with 52.5% of the region’s market share.

B. Findings

The use of big data, predictive analytics and Al has greatly changed the way patients’ risk in healthcare is
assessed. Because of these technologies, health professionals and insurance companies can quickly identify
those at greatest risk and support them with suitable and data-based plans. It is reflected in the healthcare
data sector as well, with experts expecting it to grow to $105.73 billion. The expansion is mostly for the large
amount of health data created by EHRs, wearables, genetics and insurance records. Since data is processed
as it comes in, decisions related to risk can now be made in real time which helps clinicians make the best
decisions for patients.

At the same time, there is swift growth in the healthcare fraud analytics market which is projected to grow
from $2.5 billion in 2023 to $20.4 billion. The rise is caused by organizations dedicating more effort to
finding suspicious activities, stopping fraud and complying with the laws. Because fraud detection works
together with risk profiling, healthcare systems are able to function well and avoid losses.

Progress has been made, but some main problems are still there such as data accuracy, how systems work
together and privacy of patient data. Still, AT and machine learning have made the process of risk profiling
more accurate and can cover a wider range of people. They help healthcare organizations manage resources
better, spend less and ensure patients get better and more convenient attention. All in all, having data-
driven technology in healthcare is making it possible to revamp the industry, provide better treatment to
patients and support new, value-based services.
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C. Case Study Outcomes
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Table 1: Case Study Analysis
(Source: self-created)

The analysis reveals how both companies are accomplishing enhanced risk profiling with the inception of
data-driven architecture. There are improved results derived on account of the same.
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Table 2: Comparative Analysis of Literature Review Sources

The above table has highlighted comparative interpretations of the literature review sources to fulfil
research aims and objectives by identifying gaps, aims, and findings, specifying refined knowledge of
further Member Risk Profiling Using Data-Driven Architectures.

V. DISCUSSION
A. Interpretation of Results

The research suggests that using data-driven systems leads to more accurate and efficient risk profiling of
members in healthcare. The use of Al, digital tools and different types of data by AstraZeneca and
GlaxoSmithKline made risk management more accurate and allowed them to implement targeted care [13].
Graphical representation is helping drive the rapid growth of data-related and fraud management markets
due to more companies adopting it [16]. Used together, descriptive analytics, interoperability, and social
factors help better anticipate health outcomes. In essence, the research illustrates that data-based solutions
offer access to personalised and on-time care at a lower cost for patients.
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B. Practical Implications

Real-time and reliable risk profiling in healthcare is enabled by data-driven architectures, which also make
key decisions and care coordination easier. Caregivers may help patients early on, which may stop them
from needing lengthy or costly hospital stays. As a result, treatments are more customised, patients are
more satisfied and less stress is put on health systems. Along with this, providers and insurers can take
advantage of analytics both for spotting fraudulent activities and making operations simpler [17]. Having
such systems lets health systems reward progress rather than only looking at the amount of services
provided.

C. Challenges and Limitations

While data-driven architectures have a lot of promise, they still face challenges such as difficulty in moving
data, uneven data standards and privacy risks for patients. Some healthcare systems are unable to connect
their data effectively because they are not well organised. Experts are also concerned about collecting and
sharing personal and genetic data, especially to profile individuals who may not have equal access to
services [18]. Depending on secondary resources and algorithms can lead to unfairness in providing care
for patients. For mobile education to be embraced more and produce good results, these obstacles will need
to be dealt with.

D. Recommendations

In order to deal with existing difficulties, healthcare organisations need to use the same data standards and
focus on systems that work together. Privacy regulations should be strict, and data management approved
by everyone to win consumer trust. Helping healthcare staff learn about AI and data can address any
knowledge shortcomings [19]. It is necessary to keep checking algorithms for bias and accuracy throughout
their use in systems. Joining forces between those who provide banking services, technology companies,
and regulators can help ensure that using data in risk assessment is scalable, ethical and sustainable [20].

VI. CONCLUSION AND FUTURE WORK

It has been shown in this study that using data to build architectures greatly improves the accuracy and
speed used to evaluate member risk in healthcare. Connecting data from electronic records, social factors,
insurance data and wearable technology, organisations can offer care models that adjust to each person.
The AstraZeneca and GlaxoSmithKline case studies point out how using AI and advanced analytics can
improve patient care and cut the cost of healthcare. Still, issues like data privacy, ensuring files can work
together, and bias in algorithms are big problems today.

Future studies should aim to create tougher rules, ethical ways of handling data and methods that everyone
can follow to make data compatible across systems. Looking into real-time risk scoring as well as using such
models with telemedicine technologies may provide important advantages. Al and data integration can, in
the future, bring about healthcare systems that are more effective at addressing issues, fair to all and less
expensive. This change is a major move towards true predictive and preventive medicine.
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