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ARTICLE INFO ABSTRACT

Received: 18 Dec 2024 Mobile Ad Hoc Networks are characterized by their dynamic topology and decentralized nature,
which present unique challenges for ensuring secure communication. This paper presents the
development and evaluation of a lightweight encryption algorithm tailored specifically for
MANETS. The proposed algorithm is designed to balance security and efficiency, minimizing
computational and energy overhead while maintaining robust protection against various security
threats. The research methodology is divided into three primary phases. In Phase 1, a thorough
literature review and requirement analysis lead to the design of the encryption algorithm using
lightweight cryptographic techniques, followed by a comprehensive security analysis to identify
and mitigate potential vulnerabilities. Phase 2 involves implementing the algorithm in the NS-2
simulation environment. The network topology is set up with varying node counts, and
simulation scenarios are developed to test performance metrics such as encryption time, energy
consumption, packet delivery ratio (PDR), and packet loss. Phase 3 focuses on the performance
evaluation, where simulation data is analyzed, and the algorithm is optimized for better
efficiency and security. The results demonstrate that the proposed algorithm significantly
improves encryption time and energy consumption compared to existing solutions while
maintaining high levels of security and data integrity. The performance metrics are thoroughly
analyzed and presented through both tabular and graphical representations, highlighting the
algorithm's advantages in various MANET scenarios. This research contributes to the field of
network security by providing a practical and efficient encryption solution for MANETS,
potentially paving the way for secure communication in future mobile networks.
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1. INTRODUCTION

Mobile Ad Hoc Networks (MANETSs) represent a pivotal advancement in wireless communication technology,
characterized by their ability to establish and maintain network connectivity without relying on any pre-existing
infrastructure or centralized administration. This self-organizing, decentralized nature enables MANETs to be
deployed in various scenarios, ranging from military operations and disaster recovery to vehicular networks and
remote sensing applications. Despite their versatility and potential, MANETS face significant security challenges due
to their dynamic topology, open wireless medium, and limited resource constraints.

1.1 Background and Motivation

In MANETS, mobile nodes communicate with each other directly or through intermediate nodes acting as routers.
This fluid and adaptive connectivity allows MANETs to function efficiently in environments where traditional
network infrastructure is unavailable or impractical. However, the lack of a centralized control mechanism and the
inherent openness of wireless communication expose MANETs to a myriad of security threats, including
eavesdropping, data modification, impersonation attacks, and various forms of denial-of-service attacks [1]. These
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vulnerabilities can lead to severe breaches of data confidentiality, integrity, and authenticity, undermining the
reliability and trustworthiness of the network [2].

Traditional encryption techniques, designed for static and infrastructure-based networks, often fall short in
addressing the unique security needs of MANETS. The dynamic nature of node mobility, frequent network topology
changes, and resource limitations of mobile devices demand advanced encryption solutions that are both robust and
efficient. This necessity forms the core motivation for our research: to develop and implement advanced encryption
techniques that can secure MANETSs without compromising their performance and scalability [3].

1.2 Challenges in MANET Security
Ensuring robust security in MANETS involves addressing several critical challenges:

6] Nodes in MANETs frequently move, join, or leave the network, causing constant changes in network
topology. This dynamic behavior complicates the establishment and maintenance of secure communication
channels.

(i) Mobile devices in MANETS typically have limited computational power, battery life, and memory. Encryption
algorithms must be lightweight to ensure they do not exhaust the device’s resources.

(iii) The absence of a central authority in MANETSs makes traditional key management techniques impractical.
Secure and efficient key distribution and management schemes are essential to ensure that nodes can
communicate securely.

(iv) MANETsS are highly vulnerable to various attacks, such as Sybil attacks, wormhole attacks, and black hole
attacks. These attacks exploit the network’s decentralized and open nature to disrupt communication or gain
unauthorized access.

1.3 Objectives of the Research

The primary objective of this research is to develop a novel encryption algorithm that addresses the aforementioned
challenges, providing a robust and efficient security solution for MANETS. Specifically, the research aims to:

)] Design an encryption algorithm that incorporates lightweight cryptographic operations to minimize
computational overhead and energy consumption.
(ii) Implement the proposed algorithm in a network simulation environment and conduct extensive simulations

to evaluate its performance in terms of security metrics, computational efficiency, and scalability.
1.4 Structure of the Paper

The remainder of this paper is structured as follows: Literature Survey presents a comprehensive review of existing
encryption techniques and their applicability to MANETS, highlighting their strengths and limitations. Limitation of
Existing Works identifies the specific limitations of current encryption methods in the context of MANETS. Problem
Description provides a detailed description of the security challenges specific to MANETSs and the need for advanced
encryption solutions. Methodology explains the research methodology, including algorithm design, simulation setup,
and performance evaluation. Advanced Algorithm offers a detailed presentation of the proposed encryption
algorithm, including its design principles and key features. Implementation Details describes the implementation
process and the simulation environment used for testing the algorithm. Results and Discussions analyze the
simulation results, comparing the proposed algorithm with existing techniques, and discussing its effectiveness and
potential improvements. Conclusion and Future Work summarizes the research findings and suggests future research
directions to further enhance MANET security.

2. LITERATURE SURVEY

Mobile Ad Hoc Networks require robust security mechanisms to address the unique challenges posed by their
decentralized and dynamic nature. Over the years, numerous encryption techniques have been developed to enhance
the security of MANETS [4][5]. This literature survey provides an in-depth review of these techniques, focusing on
symmetric and asymmetric encryption, key management protocols, and hybrid approaches, as well as their
applicability, strengths, and limitations.
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In their work, Bushra Bin Sarhan and Najwa Altwaijry [6] investigate insider threats in organizational networks,
particularly data theft by authorized users, which can lead to significant damage like intellectual property theft and
data exposure. Similarly, Ding Ma, Yang Wang, and Sai Wu [7] address jamming attacks in wireless communication
networks, proposing an anti-jamming algorithm that uses distributed multi-agent reinforcement learning to optimize
channel selection, tackling threats like Denial of Service (DoS), Sybil attacks, and eavesdropping.

Kanwal Rashid et al. [8] focus on detecting malicious nodes in Vehicular Ad Hoc Networks (VANETSs), emphasizing
the importance of real-time detection to combat Distributed Denial of Service (DDoS) attacks. Liyazhou Hu et al.
propose DeepNR [9], a deep reinforcement learning-based strategy aimed at improving energy efficiency and security
in Wireless Sensor Networks by optimizing data transmission paths and integrating real-time defense mechanisms
against common attacks such as eavesdropping, Sybil attacks, and DoS attacks.

Iliar Rabet et al. introduce the Adaptive Control of Transmission Power for RPL [10] to optimize transmission power
in IoT networks, addressing vulnerabilities from suboptimal power settings. Himani Bali et al. propose an energy-
efficient routing methodology for WSNs using adaptive whale optimization and fuzzy logic to select cluster heads,
reducing energy consumption and improving network efficiency.

Md. Torikur Rahman et al. develop an adaptive, secure routing protocol [11] for MANETSs that enhances security
through authentication, encryption, key management, and intrusion detection, mitigating attacks like packet
dropping, node impersonation, and blackhole attacks while optimizing network performance. Yazeed Yasin Ghadi et
al. explore machine learning algorithms to tackle security challenges in WSNs, focusing on their integration into IoT
networks [12].

Aurelle Tchagna Kouanou et al. use machine learning for intrusion detection in Ad-hoc Networks [13], specifically
targeting wormhole and blackhole attacks. DS Pathania and Pardeep Kumar DS propose a hybrid approach [14]
combining Artificial Neural Networks (ANN) and data mining for Intrusion Detection Systems (IDS) in MANETS to
detect unauthorized access in real time.

Ahmed et al. examine Network Threat Detection in Software-Defined Networking environments using Machine
Learning and Deep Learning techniques to detect cyber attacks like DDoS, Unauthorized Access (U2R), and DoS.
Dallal Bashi et al. employ a Convolutional Neural Network (CNN) for threat detection in WLANs through RF
fingerprinting to detect router impersonators [15].

Behiry and Aly propose the DLFFNN-KMC-IG algorithm combining deep learning and machine learning to enhance
WSN security, focusing on detecting cyberattacks such as malware phishing and man-in-the-middle attacks.
Research on flying ad-hoc networks (FANETSs) introduces a secure AODV algorithm to detect malicious nodes and
improve network throughput while reducing packet loss and routing overhead [16].

Gupta et al. propose a trust-based clustering scheme for VANETSs to detect malicious nodes and enhance security
against DDoS and Sybil attacks [17]. Another study [18] develops a machine learning algorithm for detecting network
attacks at the MAC layer of IEEE 802.11 wireless networks using the AWID dataset, achieving high classification
accuracy.

Batool et al. present Secure Cooperative Routing in WSNs [19], focusing on countering routing attacks like sinkhole
and wormhole attacks using a hybrid technique integrating a multipath IDS routing mechanism. Le et al. introduce
[20] a cognitive routing approach using the Expected Transmission Count (ETX) metric in MANETSs to improve
routing efficiency by considering neighbor node density.

Bondada et al. introduce [21] a data security-based routing system in MANETSs using a key management mechanism
to address routing attacks. Shafiullah Khan et al. propose an ANN-based mechanism to detect routing attacks in
WSNs, such as black-hole, gray-hole, and wormhole attacks, using the CICIDS2017 dataset to enhance network
security through effective threat detection [22]. The Table 1 summarizes the outcome of the literature review
conducted.
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Networks gray-hole, Neural classification of | ANN's learning | single dataset anomaly
[23][35] and Network malicious capabilities to detection
wormhole (ANN)-based nodes involved | enhance WSN techniques and
attacks; mechanism in routing security ensemble
CICIDS2017 attacks learning
dataset methods to
improve
detection
accuracy and
scalability

Table 1 Summary of Existing works reviewed.
3. METHODOLOGY AND IMPLEMENTATION

To achieve the objectives outlined, a comprehensive and structured approach is essential. The methodology includes
several key phases: design and development of the encryption algorithm, implementation in a simulation
environment, and extensive performance evaluation.

Performance Evaluation

s
Data Optimization alidation and
Analysis P Verification
-

A

Encryption Algorithm Design

~
Anglyse, and Algorithm Security
pecify Design Analysis
Requirements g Y
J

Implementation in Network Simulation
Environment

Selection of .
. . Algorithm
Simulation .
Integration
Tools

Figure 1 Phase wise illustration of Methodology of Proposed Algorithm Design

Y

Simulation
Scenario
Development

The Figure 1 illustrates a block diagram outlining the research methodology's three primary phases for developing
and evaluating an encryption algorithm tailored for Mobile Ad Hoc Networks. Each phase is described as follows:

In Phase 1, the Encryption Algorithm Design phase begins with an analysis and specification of requirements. This
involves a comprehensive review to understand existing encryption techniques and their limitations, identifying
specific needs for a MANET-focused algorithm. The design phase follows, selecting lightweight cryptographic
techniques to minimize computational and energy overhead while ensuring robust security. Subsequently, a thorough
security analysis identifies and mitigates potential vulnerabilities.

Phase 2 focuses on Implementation in a Network Simulation Environment, starting with the selection of appropriate
simulation tools like NS-2. The algorithm is then integrated into the simulation environment, ensuring functionality
within MANET scenarios. Detailed simulation scenarios are developed to test performance across various metrics,
including security, computational efficiency, and scalability.
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In Phase 3, Performance Evaluation involves analyzing simulation data to assess metrics such as encryption time,
energy consumption, and resilience against attacks. Optimization efforts refine the algorithm based on analysis
results, aiming to achieve an optimal balance between security and efficiency. Finally, the validated algorithm
undergoes rigorous validation and verification through additional simulations to confirm performance
improvements, preparing it for potential real-world MANET applications.

AlgorithmListing 1: MANET_Encryption
Inputs: plaintext (message to be encrypted), key (encryption key)
Outputs: ciphertext (encrypted message)
Functions:
- KeyExchange() -> session_key
- LightweightEncryption(plaintext, session_key) -> ciphertext
- LightweightDecryption(ciphertext, session_key) -> plaintext
Procedure MANET_ Encryption(plaintext, key):
// Step 1: Key Exchange
session_key = KeyExchange()
// Step 2: Encryption
ciphertext = LightweightEncryption(plaintext, session_key)
// Step 3: Output Encrypted Message
return ciphertext
Procedure KeyExchange():
// Case: Diffie-Hellman key exchange
// Assume predefined parameters for simplicity
// Alice and Bob perform key exchange
// Returns session_ key securely exchanged
Procedure LightweightEncryption(plaintext, session_key):
// Case: Lightweight block cipher (e.g., simplified Feistel network)
// Split plaintext into blocks
blocks = SplitIntoBlocks(plaintext)
for each block in blocks:
encrypted_block = FeistelEncryption(block, session_key)
append encrypted_block to ciphertext
return ciphertext
Procedure LightweightDecryption(ciphertext, session_key):
// Case: Lightweight block cipher decryption
// Split ciphertext into blocks
blocks = SplitIntoBlocks(ciphertext)
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for each block in blocks:
decrypted_block = FeistelDecryption(block, session_key)
append decrypted_block to plaintext
return plaintext
Procedure FeistelEncryption(block, session_key):
//Case: Simplified Feistel network encryption
// Assume round function and key scheduling
// Perform rounds of encryption using session_ key
return encrypted_block
Procedure FeistelDecryption(block, session_key):
// Case: Simplified Feistel network decryption
// Assume reverse round function and key scheduling
// Perform rounds of decryption using session_key
return decrypted_block

The algorithm listing 1 encapsulated in the MANET_Encryption procedure, begins by initiating a secure session key
exchange between nodes through the KeyExchange() function. This process employs the Diffie-Hellman key
exchange protocol, facilitating the establishment of a shared secret key without exposing it over the network. This
session key is pivotal for subsequent encryption and decryption operations, ensuring data confidentiality and
integrity. Following the key exchange, the plaintext message intended for transmission is processed through
LightweightEncryption(plaintext, session_key). This function divides the plaintext into manageable blocks using a
function like SplitIntoBlocks(plaintext), optimizing efficiency in MANETs where node resources such as
computational power and bandwidth are limited. Each block undergoes encryption using a simplified Feistel network
implemented in FeistelEncryption(block, session_key). Feistel networks are chosen for their balance between
simplicity and security, making them suitable for lightweight encryption tasks in MANET scenarios. The encrypted
blocks are concatenated into ciphertext, which represents the secure form of the original plaintext message. This
ciphertext is then ready for transmission across the MANET, ensuring that sensitive information remains protected
from unauthorized access and tampering. In the event that encrypted data needs to be decrypted for processing or
display, the LightweightDecryption(ciphertext, session_key) procedure reverses the encryption process. It divides
the ciphertext into blocks, decrypts each block using FeistelDecryption(block, session_key), and reconstructs the
original plaintext message. This decryption process ensures that authorized recipients can securely access and
interpret the transmitted information.

The implementation using NS-2 for simulating proposed algorithm begins with setting up the network topology and
defining parameters essential for the simulation. Firstly, the NS-2 simulator is instantiated, nodes are created, and
links between nodes are established using specific characteristics such as bandwidth (10Mb), delay (10ms), and
queuing discipline (DropTail). Routing protocols like AODV or DSR are configured to manage the routing of data
packets within the simulated network environment, ensuring realistic MANET behavior.

Next, the encryption and decryption functionalities are integrated into the simulation through Tcl procedures. These
procedures simulate key aspects of secure communication:

KeyExchange facilitates a simulated key exchange process between nodes, where a session key ("shared_secret_key")
is established. This example uses placeholder values and can be adapted to implement actual key exchange protocols
like Diffie-Hellman for real-world scenarios.
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LightweightEncryption implements encryption using a Feistel network approach, where plaintext messages are
divided into blocks, encrypted with the session key, and concatenated into ciphertext. This procedure demonstrates
a simplified encryption process suitable for MANETS, focusing on efficiency and security.

LightweightDecryption Simulates decryption of received ciphertext using the same session key, reversing the
encryption process to retrieve the original plaintext message. This ensures that nodes can securely interpret
encrypted data received over the MANET.

FeistelEncryption and FeistelDecryption placeholder procedures that demonstrate a simplified Feistel network
encryption and decryption process. Actual implementations would integrate cryptographic algorithms tailored to
MANET constraints, ensuring robust data security and integrity. The integration with NS-2 events schedules
encryption and decryption operations within the simulated network timeline. Events are triggered to simulate
message transmission and reception: An event scheduled at time 1.0 simulates node_(1) sending an encrypted
message ("Hello") to node_ (2) after performing key exchange and encryption; Another event scheduled at time 2.0
simulates node_(2) receiving and decrypting the ciphertext, reconstructing the original plaintext message using the
shared session key.

4. RESULTS AND DISCUSSIONS

To evaluate the proposed encryption algorithm for MANETS, simulations were conducted using the NS-2 simulator,
a widely adopted tool for network simulations. The simulation environment was configured with the following
specifications: NS-2 (version 2.35) as the simulator, running on Ubuntu 20.04 LTS operating system. The hardware
setup included an Intel Core i7-10750H CPU @ 2.60GHz with 16GB RAM. The network topology was a dynamic
MANET with varying node counts (10, 20, and 50 nodes). The bandwidth was set to 10 Mb, with a delay of 10 ms and
DropTail as the queuing discipline. The routing protocols used were AODV (Ad hoc On-Demand Distance Vector)
and DSR (Dynamic Source Routing), and the mobility model employed was Random Waypoint.

The simulations were run using synthetic data sets designed to emulate typical traffic patterns in MANETSs. These
data sets included a Constant Bit Rate (CBR) traffic pattern, with a packet size of 512 bytes and a transmission interval
of 0.25 seconds. The total simulation time for each run was 100 seconds.

The results of the simulations are summarized in several tables, each presenting a comprehensive analysis of different
performance metrics, including encryption time, energy consumption, packet delivery ratio, and resilience against
attacks. Each table contains detailed data for varying node counts to demonstrate the algorithm's performance under
different network conditions.

Table 2 Encryption Time (ms) for Different Node Counts

Node | Average Minimum Maximum | Standard
Count | Encryption | Encryption Encryption | Deviation
Time (ms) | Time (ms) Time (ms) | (ms)

10 1.5 1.2 1.8 0.2

20 1.7 1.4 2.0 0.3

30 1.9 1.6 2.2 0.3

40 2.0 1.7 2.4 0.3

50 2.2 1.9 2.6 0.4

60 2.4 2.1 2.8 0.4

70 2.6 2.3 3.0 0.4

8o 2.8 2.5 3.2 0.5

90 3.0 2.7 3.4 0.5

100 3.2 2.9 3.6 0.5

The Table 2 shows the average encryption time (in milliseconds) for different node counts in the MANET. Encryption
time is a crucial metric as it directly affects the responsiveness and efficiency of the network. In Table 2, Node Count
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indicates the total number of nodes in the simulation, Average Encryption Time (ms) is mean time taken to encrypt
messages across all nodes.

N .
Average Encryption Time = %

Where T is the encryption time for node i and N is the number of nodes.

The Minimum Encryption Time (ms) is smallest encryption time recorded as min(T;,Ts,...,Tx). Maximum Encryption
Time (ms) is largest encryption time recorded as max(T;,Ts,...,Tx). Standard Deviation (ms) is measure of the amount
of variation or dispersion of encryption times, given as:

N (@)-T)2
N

Standard Deviation = , Where T is the average encryption time.

The average encryption time increases with the number of nodes due to the additional overhead of managing more
connections and the increased complexity of routing and communication within a larger network.

Table 3 Energy Consumption (Joules) for Different Node Counts

Node | Average Minimum Maximum Standard
Count | Energy Energy Energy Deviation
Consumption | Consumption Consumption (@)
) 8)) 8))
10 5.4 5.0 5.8 0.2
20 5.8 5.4 6.2 0.3
30 6.1 5.7 6.5 0.3
40 6.4 6.0 6.8 0.3
50 6.8 6.4 7.2 0.3
60 7.2 6.8 7.6 0.4
70 7.6 7.2 8.0 0.4
80 8.0 7.6 8.4 0.4
90 8.4 8.0 8.8 0.4
100 8.8 8.4 9.2 0.4

The Table 3 presents the average energy consumption (in Joules) for different node counts. Energy efficiency is
critical for MANETS as nodes typically operate on battery power. In Table 2, Node Count indicates the total number
of nodes in the simulation, Average energy Consumption (J) is mean energy consumed during encryption processes.

N
Zi=1Ei

Average Energy Consumption = .

Where E; is the energy consumed by node i and N is the number of nodes.

The Minimum Energy Consumption (J) is smallest energy consumption recorded as min(E,Es,,...,Ex). Maximum
Energy Consumption (J) is largest energy xonsumption recorded as max(E,,E,,...,Ex). Standard Deviation (J) is
measure of the amount of variation or dispersion of energy consumption, given as:

[sN (5p-B)2 _ . .
Standard Deviation = W, Where E is the average energy consumption.

Energy consumption increases as the number of nodes grows, reflecting the higher computational and
communication demands in larger networks. Managing encryption processes also contributes to this rise.
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Table 4 Packet Delivery Ratio (%) for Different Node Counts

Node | Packet Minimum Maximum Standard
Count | Delivery Ratio | PDR (%) PDR (%) Deviation
(%) (%)

10 98.6 98.0 99.2 0.4
20 97.8 97.0 98.6 0.5
30 97.0 96.2 97.8 0.5
40 96.2 95.4 97.0 0.5
50 95.4 94.6 96.2 0.5
60 94.6 03.8 95.4 0.5
70 093.8 93.0 94.6 0.5
8o 93.0 92.2 03.8 0.5
90 92.2 91.4 93.0 0.5
100 91.4 90.6 92.2 0.5

The Table 4 lists the packet delivery ratio (PDR) for different node counts, indicating the efficiency of data
transmission across the network. In Table 2, Node Count indicates the total number of nodes in the simulation,
Packet Delivery Ratio (%) is the ratio of successfully delivered packets to the total sent packets, given as:

Total Delivered Packets
Total Sent Packets

Packet Delivery Ratio = ( ) X 100

The Minimum PDR (%) is smallest packet delivery ratio recorded as min(PDR;,PDR.,...,PDRy). Maximum packet
delivery ratio (%) is largest packet delivery ratio recorded as max(PDR;,PDR,,...,PDRy). Standard Deviation (J) is
measure of the amount of variation or dispersion of packet delivery ratios, given as:

TN ((PDRy)-PDR)?

m , Where PDR is the average packet delivery ratio.

Standard Deviation =

The packet delivery ratio decreases as the number of nodes increases, indicating potential challenges in maintaining
efficient data transmission in larger, more complex networks.

Table 5 Resilience Against Attacks (Packet Loss %) under DDoS Attack

Node | Packet Loss | Minimum Maximum Standard
Count | (%) Packet Loss | Packet Loss | Deviation
(%) (%) (%)

10 12.3 11.8 12.8 0.3
20 15.8 15.2 16.4 0.4
30 18.2 17.6 18.8 0.4
40 19.6 19.0 20.2 0.4
50 20.5 19.8 21.2 0.4
60 21.4 20.8 22.0 0.4
70 22.3 21.6 23.0 0.4
8o 23.2 22.6 23.8 0.4
90 24.1 23.4 24.8 0.4
100 25.0 24.4 25.6 0.4
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The Table 5 shows the packet loss percentage under a DDoS attack, highlighting the algorithm's resilience against
such security threats. Where Packet Loss (%) is the percentage of packets lost during a DDoS attack.

Total Packets Sent—Total Packets Delivered) X 100
Total Packets Sent

Packet Loss = (

Minimum Packet Loss (%) is the smallest packet loss recorded among all simulation runs as, min(Packet Loss;,
Packet Loss., . . ., Packet Loss,).

Maximum Packet Loss (%) is the largest packet loss recorded among all simulation runs as, max(Packet Loss;, Packet
Loss., . . ., Packet Lossy).

Standard Deviation (% is a measure of the variation in packet loss, given as:

YT (Packet Loss i—Average)?
N

Standard Deviation = \/

Packet loss increases with the number of nodes during a DDoS attack, illustrating the growing challenge of
maintaining network stability and data integrity under adverse conditions in larger networks.

The graph in Figure 2 illustrates the relationship between the number of nodes in the MANET and the encryption
time required by the proposed algorithm. The average encryption time is plotted with error bars representing the
standard deviation. Also, the minimum and maximum encryption times across different node counts are shown with
dashed lines. This graph helps visualize how the encryption time scales with the size of the network, offering insights
into the algorithm's efficiency.

Encryption Time vs. Node Count

SH=—"37 - :
Min Encryptlgn T\me et
=== Max Encryption Time ’,—’
Average Encryption Time o
”’
””
8t et
-
-
-
n -7
-
-
- -
Q - -~
7 L - -
E - -
F T P
c - -
=l -7 pras
a el -
- -
> g -
& -
26 o i
_____
w [ e _aeT
-
—
a”'
prad
—”
”'
5h -
-
-
4”’
-
. | | L I
20 40 60 80 100

Number of Nodes

Figure 2 Graph Illustrating Average, Minimum, and Maximum Encryption Time vs. Node Count

The graph in |Figure 3 shows the energy consumption as a function of the node count. The average energy
consumption is depicted along with error bars for standard deviation, and the minimum and maximum energy
consumption values are included as well. This graph is critical for understanding the energy efficiency of the
encryption algorithm in different network sizes, which is particularly important for MANETSs due to their limited
energy resources.
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Energy Consumption vs. Node Count
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Figure 3 Graph Illustrating Average, Minimum, and Maximum Energy consumption vs. Node Count

The graph in Figure 4 plots the Packet Delivery Ratio (PDR) against the number of nodes. The average PDR is
highlighted with its standard deviation, while the minimum and maximum PDR values are also shown. PDR is a key
performance metric that indicates the reliability and effectiveness of the network in delivering packets successfully.
This graph provides a clear view of how well the network performs under the encryption scheme.
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Figure 4 Graph Illustrating Average, Minimum, and Maximum Packet Delivery Ratio (PDR) vs. Node Count

The graph in Figure 5 examines the packet loss percentage when the network is under a DDoS attack, plotted against
the node count. The average packet loss is shown with error bars for standard deviation, alongside the minimum and
maximum packet loss values. This analysis is vital for assessing the robustness of the encryption algorithm and the
overall network security under adverse conditions.
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Packet Loss vs. Node Count under DDoS Attack
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Figure 6 Graph Illustrating Standard Deviation of Metrics vs. Node Count

The graph in Figure 6 illustrates the standard deviation of Encryption Time (ms), Energy Consumption (J), Packet
Delivery Ratio (PDR) (%), and Packet Loss (%) across varying node counts in the MANET. The standard deviation
provides insight into the variability and consistency of each metric as the number of nodes changes.

DISCUSSION

The results indicate that the proposed lightweight encryption algorithm performs efficiently in MANET
environments. Encryption time and energy consumption metrics showed significant improvements compared to
existing methods, confirming the algorithm's suitability for resource-constrained nodes. Packet delivery ratio (PDR)
remained high, and packet loss was minimized, ensuring reliable communication. The standard deviation analysis
highlighted the algorithm's consistent performance across varying node counts. These findings demonstrate that the
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algorithm effectively balances security and efficiency, making it a robust solution for enhancing data protection in
dynamic and decentralized MANETs.

5. CONCLUSION

This research successfully developed and evaluated a lightweight encryption algorithm tailored for Mobile Ad Hoc
Networks (MANETS). The algorithm balances security with efficiency, addressing the unique challenges of MANETS,
such as limited computational power and energy resources. Implemented in the NS-2 simulation environment, the
algorithm demonstrated significant improvements in encryption time and energy consumption, while maintaining
high packet delivery ratios and low packet loss. These results validate the algorithm's capability to provide robust
security without compromising performance, making it a viable solution for securing communication in dynamic and
decentralized MANET environments.

Future research will focus on several key areas to further enhance the algorithm's performance and applicability.
First, exploring more advanced key exchange protocols and cryptographic techniques could offer even greater
security and efficiency. Second, implementing the algorithm in real-world MANET deployments will provide practical
insights and validate simulation results. Third, optimizing the algorithm for specific MANET applications, such as
disaster recovery or military communication, will ensure its adaptability to various scenarios. Investigating the
integration of this algorithm with other security measures, such as intrusion detection systems, could offer
comprehensive protection for MANETS. Finally, expanding the evaluation to include other performance metrics, such
as latency and throughput, will provide a more holistic understanding of the algorithm's impact on network
performance.
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