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ARTICLE INFO ABSTRACT

Quantum computing threatens the public-key mechanisms that underpin
authentication, key establishment, software signing, public-key infrastructure, and
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implementation-security failures, protocol integration, and enterprise migration.
Particular attention is given to CRYSTALS-Kyber, CRYSTALS-Dilithium, Falcon,
SPHINCS+, Classic McEliece, and the operational lessons from SIKE and
multivariate cryptanalysis. The study argues that algorithm selection alone is
insufficient: successful quantum readiness requires cryptographic inventory, crypto-
agility, hybrid transition mechanisms where appropriate, protocol and certificate re-
engineering, side-channel-resistant implementations, interoperability testing, and
governance over long-lived data. The resulting migration model separates discovery,
prioritization, laboratory validation, controlled rollout, and decommissioning of
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upgrade, because public-key algorithms are embedded in protocols, devices,
identities, trust stores, hardware roots, and operational processes with widely
different replacement cycles.
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I. INTRODUCTION

Public-key cryptography is a hidden dependency of digital society. Transport security, virtual private networks, code
signing, software update systems, device identity, secure boot, certificate authorities, payment systems, messaging, and
administrative access all depend on public-key primitives. The dominant deployed mechanisms—RSA, finite-field
Diffie-Hellman, elliptic-curve Diffie-Hellman, and elliptic-curve signatures—derive security from integer factorization
or discrete-logarithm problems. Shor showed that a sufficiently capable fault-tolerant quantum computer can solve
both classes of problem in polynomial time, converting a future quantum computer from a faster adversary into a
qualitatively different cryptanalytic capability [1]. NIST therefore treats the transition to quantum-resistant public-key
cryptography as a standards and migration problem rather than as a speculative research exercise [2]-[6].

The transition problem is amplified by time. Sensitive ciphertext collected today may remain valuable years later,
creating a “harvest now, decrypt later” exposure for data whose confidentiality lifetime exceeds the time required for a
cryptographically relevant quantum computer and subsequent exploitation. Government migration guidance
consequently emphasizes inventory and prioritization before the threat materializes [13]-[16]. The risk is not uniform: a
short-lived browser session, a firmware-signing root expected to survive for decades, and an industrial controller with a
twenty-year replacement cycle have different urgency even when they use the same vulnerable primitive.
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PQC replaces vulnerable public-key assumptions with alternatives based on lattices, error-correcting codes,
cryptographic hash functions, multivariate equations, isogenies, and related constructions. The NIST competition
narrowed a large candidate set through multiple rounds of public cryptanalysis and performance evaluation. By the
literature cutoff of this paper, NIST had selected CRYSTALS-Kyber for key establishment and CRYSTALS-Dilithium,
Falcon, and SPHINCS+ for signatures, while additional code-based key-establishment candidates continued to receive
attention [6]. Initial public drafts of FIPS 203, FIPS 204, and FIPS 205 had been issued in August 2023, but the final
standards published later in 2024 fall outside this paper’s evidence window and are intentionally not used as references

[7]-[9].

The central thesis of this paper is that “quantum-safe” is an end-to-end property, not an algorithm label. Even a
mathematically strong KEM or signature can fail through incorrect randomness, leakage, fault behavior, protocol
composition, oversized-message handling, certificate-chain constraints, brittle negotiation logic, or incomplete
migration of hidden cryptographic dependencies. Accordingly, this survey connects cryptographic design to
implementation, protocol integration, operational governance, and migration architecture.

II. REVIEW SCOPE AND METHOD

This work is a technical survey with sources which were eligible only when they were publicly available by that date.
Priority was given to original research papers, NIST reports and draft standards, RFCs, government migration
guidance, original NIST candidate specifications, and IACR or conference papers where they are the canonical public
record. Later finalizations, later parameter revisions, and post-cutoff attack or deployment results are excluded from
the bibliography even when they would now be relevant.

The literature was organized into five evidence groups. The first covers the quantum threat, NIST standardization,
public migration guidance, and Internet standards [1]-[21]. The second covers lattice, KEM-transform, signature, and
hash-based foundations [22]-[45]. The third covers code-based cryptography and information-set decoding [46]-[69].
The fourth captures the cryptanalytic history of multivariate and isogeny-based approaches [70]-[90]. The fifth focuses
on implementation security, hardware, constrained devices, and protocol integration [91]-[125]. This organization is
deliberately broader than a comparison of benchmark tables because migration decisions depend on security maturity
and operational fit as much as raw cycles per operation.

The paper does not claim that the absence of a published attack proves quantum security. PQC security is assumption-
based and evolves with cryptanalysis. Instead, confidence is built through transparent assumptions, conservative
parameterization, sustained external analysis, implementation review, and the ability to replace algorithms if
assumptions weaken. The rapid change in the security status of several multivariate and isogeny candidates
demonstrates why this qualification matters [70]-[90].

III. QUANTUM THREAT MODEL FOR DIGITAL SYSTEMS

A. Public-Key Cryptography Under Shor’s Algorithm

Shor’s algorithm directly targets the algebraic problems underlying RSA and widely deployed discrete-logarithm
systems [1]. The practical arrival date of a cryptographically relevant quantum computer is uncertain because fault-
tolerant computation requires large numbers of high-quality logical operations and quantum error correction.
Migration planning, however, cannot wait for a precise date: large enterprises need years to discover cryptographic
dependencies, update protocols and hardware, obtain validated implementations, replace certificates and trust
anchors, and retire unsupported systems [10]-[16]. The relevant decision variable is therefore not “when will quantum
computers arrive?” but “when must a system begin changing so that exposed data and trust relationships remain
protected throughout their required lifetime?”

B. Symmetric Cryptography and Grover’s Algorithm

The effect on symmetric cryptography is different. Grover’s search algorithm gives a quadratic speedup for
unstructured key search rather than the polynomial-time break Shor provides for factorization and discrete logarithms
[30]. This distinction is why PQC migration is primarily a public-key replacement program. Symmetric primitives and
cryptographic hash functions still need appropriate security margins, but they are not rendered unusable in the same
manner. Hash-based signature systems exploit this asymmetry by basing security on hash-function properties instead
of number-theoretic trapdoors [18], [19], [44], [45].
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C. Data-Lifetime and Trust-Lifetime Risk

Two horizons determine urgency. The confidentiality horizon is the period for which intercepted data must remain
secret; the trust horizon is the period during which a signing or identity key must continue to authenticate software,
users, devices, or records. Long-lived intellectual property, national-security information, health or financial records,
root certificates, and firmware-signing keys may retain value for many years. A system can therefore be at quantum risk
even if its cryptography is not expected to be broken during the system’s immediate operating window. Inventory
exercises should record these lifetimes explicitly rather than tagging every use of RSA or ECC with the same priority
[10]-[16].

TABLE I Quantum Impact On Common Cryptographic Functions

Function Typical pre-PQC basis Quantum impact Migration implication

Replace or combine with approved PQ

Shor breaks factorization/discrete KEMs; prioritize long-lived

Key establishment RSA, finite-field DH, ECDH

log assumptions confidentiality.
T RSA, DSA, ECDSA/EdDSA Shor undermines signature Migrate signing roots, certificate chains,
Digital signatures s . o 2. .
families hardness assumptions code signing, and device identity.
Symmetric encryption | AES and similar block ciphers Grover gives generic quadratic Maintain qdequate key sizes; public-key
search speedup migration is more urgent.

Quantum search/collision effects
Hashing SHA-2/SHA-3 families are weaker than Shor’s public-key
impact

Use conservative output sizes; hash-
based signatures remain important.

IV. STANDARDIZATION STATUS

NIST launched its public PQC standardization effort in 2016 and evaluated candidates through successive rounds using
security, performance, implementation characteristics, simplicity, and diversity of assumptions [3]-[6]. The third-
round report selected Kyber as the primary KEM and Dilithium, Falcon, and SPHINCS+ as signature algorithms for
standardization [6]. NIST’s 2023 initial public drafts translated three of those selections into draft Federal Information
Processing Standards: FIPS 203 for the module-lattice KEM derived from Kyber, FIPS 204 for the module-lattice
signature derived from Dilithium, and FIPS 205 for the stateless hash-based signature derived from SPHINCS+ [7]-[9].

This pre-final period matters historically. Organizations planning in the first half of 2024 had enough information to
build inventories, evaluate interoperability, prototype draft-algorithm implementations, measure certificate and
handshake growth, and establish crypto-agility, but they still needed to distinguish laboratory experimentation from
production policy. NIST’s migration project explicitly separated cryptographic discovery from testing draft standards
for interoperability and performance [10]-[12]. NSA’s CNSA 2.0 guidance similarly signaled future quantum-resistant
requirements while cautioning against getting ahead of validated standards for national-security production
deployments [15].

Table Ii Nist Pqc Snapshot As Of 30 June 2024

Scheme / draft name Primitive Foundation Status within cutoff Operational observation

Strong general-purpose performance;
larger public data than classical
ECDH; implementation hardening
required.

Selected by NIST; FIPS 203 initial
KEM Module lattices public draft issued Aug. 2023 [6],
[7]

CRYSTALS-Kyber /
draft ML-KEM

Balanced performance and

CRYSTALS-Dilithium / Selected; FIPS 204 initial public | implementation simplicity;

draft ML-DSA Signature Module lattices draft issued Aug. 2023 [6], [8] signatures/certificates are larger than
many ECC deployments.

SPHINCS+ / draft SLH- | oo Hash based Selected; FIPS 205 initial public Sg;;e;rvgf‘ttl‘\g ;f:?;g}g;f&::;j%

DSA draft issued Aug. 2023 [6], [9]

slower signing in many profiles.
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Scheme / draft name Primitive Foundation Status within cutoff Operational observation
Compact signatures but more
Falcon Signature NTRU lattices Selected for standardization [6] implementation complexity, including

careful floating-point/constant-time
concerns.

Provides assumption diversity;
Additional code-based KEM Error-correcting Additional evaluation continued | public-key/ciphertext sizes and
KEMs codes after round three [6] decoder behavior affect deployment
fit.

V. POST-QUANTUM ALGORITHM FAMILIES

A. Lattice Foundations and KEM Design

Lattice cryptography draws strength from a large body of reductions and average-case constructions, beginning with
work connecting worst-case lattice problems to cryptographic hardness and later with Learning With Errors (LWE) and
Ring/Module-LWE variants [22]-[25]. This lineage is one reason lattice schemes became central to NIST PQC: they
combine plausible quantum resistance with efficient arithmetic and relatively compact objects compared with several
alternative families. The engineering path from NewHope and related key exchange designs to modern module-lattice
KEMs also demonstrated that polynomial arithmetic can be implemented efficiently across software and hardware
platforms [26], [31]-[33].

KEM security involves more than the hardness of an underlying lattice problem. Chosen-ciphertext-secure KEMs
commonly use transforms derived from Fujisaki-Okamoto and require careful handling of decapsulation failures, re-
encryption checks, randomness, and implicit rejection [27], [28]. Quantum random-oracle analyses add another layer
because proofs must remain meaningful when an adversary can query modeled hash functions quantumly [29]. These
proof and composition issues explain why “LWE is hard” is not by itself a deployment argument; the complete KEM
construction and its implementation behavior must be considered.

B. CRYSTALS-Kyber and Draft ML-KEM

Kyber is a module-lattice KEM designed around efficient polynomial arithmetic and a compact parameter structure
[31], [32]. Its performance profile made it attractive for general-purpose key establishment, while its module structure
aims to balance the efficiency of ring-based designs with a more conservative algebraic structure than some highly
structured alternatives. The 2023 draft FIPS 203 called the standardized derivative ML-KEM [7].

For systems engineering, the most important Kyber lesson is that performance alone does not dominate deployment
risk. Public keys and ciphertexts are larger than classical elliptic-curve key shares, which can expose assumptions in
record sizing, packetization, buffers, certificate or key containers, and embedded memory. At the same time, Kyber’s
arithmetic maps efficiently to modern processors and hardware accelerators [91]-[107]. The practical security boundary
therefore includes constant-time arithmetic, safe decapsulation, protected secret-dependent intermediates, and
resistance to chosen-ciphertext side channels [105], [114]-[120].

C. CRYSTALS-Dilithium and Draft ML-DSA

Dilithium builds a Fiat-Shamir-style signature over module lattices and was engineered for straightforward, high-
assurance implementation [36]-[39]. The scheme avoids some of the implementation features that make very compact
lattice signatures difficult to harden, and the 2023 draft FIPS 204 standardized its derivative under the name ML-DSA
[8]. From a migration perspective, the signature and public-key sizes are larger than common ECDSA deployments,
which affects X.509 chains, firmware manifests, secure-boot metadata, constrained transports, and protocols that
implicitly assume small authentication messages.

Dilithium also illustrates why deterministic-looking signature flows do not eliminate implementation risk. Fault
injection, masking, randomness handling, and leakage from arithmetic can still compromise keys [93], [94], [98],
[109], [112], [113]. Engineering teams should treat the signing implementation as a sensitive cryptographic boundary
and validate both failure behavior and side-channel properties, especially on devices where physical access is plausible.
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D. Falcon

Falcon is an NTRU-lattice signature design that achieves compact signatures, making it attractive where bandwidth or
certificate growth is a dominant constraint [6], [34], [35], [40]-[43], [110]. That compactness comes with a more
demanding implementation story: sampling and numerical operations must be implemented without introducing
timing or power leakage, and constant-time engineering is subtle. Falcon therefore exemplifies a broader trade-off in
PQC: a scheme can be excellent on serialized size while imposing greater assurance cost on implementers.

E. Hash-Based Signatures: SPHINCS+, XMSS, and LMS

Hash-based signatures offer assumption diversity because their security relies primarily on cryptographic hash
functions rather than lattice, code, or multivariate hardness. XMSS and LMS are standardized stateful constructions
whose operational security depends on correct management of one-time or few-time signing state [18], [19], [45].
SPHINCS+ removes that mutable state at the cost of larger signatures and different performance trade-offs [44]. NIST
selected SPHINCS+ and issued draft FIPS 205 for its standardized derivative, providing a deliberately different
assumption family alongside lattice signatures [9].

This diversity is strategically important. A migration program that replaces every RSA/ECC use with a single
mathematical family can create a new concentration risk. Hash-based signatures are not a universal substitute—
signature sizes and throughput may be restrictive—but they can be valuable for high-assurance signing roots, software
artifacts, or other use cases where conservative assumptions outweigh bandwidth and latency.

F. Code-Based Cryptography

Code-based cryptography is among the oldest post-quantum public-key approaches. Its security connects to hard
decoding problems, and the McEliece lineage has accumulated decades of cryptanalytic study [46]-[55], [64].
Information-set decoding and its classical and quantum refinements define a major part of the security-estimation
landscape [47]-[62]. Modern proposals such as MDPC-based systems and HQC explore different trade-offs in key size,
ciphertext size, decoder design, and failure behavior [63], [67]-[69].

The primary attraction of code-based KEMs is assumption diversity and long cryptanalytic history. The primary
deployment challenge is often object size and implementation complexity around decoders. Public keys for some
conservative designs can be far larger than lattice alternatives, creating pressure on certificates, provisioning, hardware
storage, and handshake bandwidth. Other designs reduce key size by adding algebraic structure, but added structure
can itself create cryptanalytic surface, as the history of compact McEliece variants illustrates [50], [65], [66]. Thus,
“smaller” and “more conservative” are often competing design objectives rather than simultaneously achievable
properties.

G. Multivariate Cryptography and the Value of Public Cryptanalysis

Multivariate signatures were attractive because polynomial-system problems appear unrelated to factoring, discrete
logs, or lattices. The family, however, has repeatedly shown how parameter structure can enable algebraic attacks.
Work on UOV, Rainbow, HFE, Grobner-basis algorithms, and overdefined equation systems demonstrates the
importance of analyzing the exact public structure rather than relying on the generic hardness of multivariate solving
[70]-[78]. The break of Rainbow during NIST evaluation is a particularly useful governance lesson: standards processes
must be willing to remove efficient candidates when cryptanalysis changes the evidence.

H. Isogeny Cryptography and the SIKE Lesson

Super singular isogeny cryptography offered unusually compact key material and an elegant hard-problem basis [79]-
[81]. A substantial literature investigated quantum attacks, endomorphism relationships, torsion-point attacks, and
implementation faults [82]-[89]. In 2022, Castryck and Decru published a polynomial-time key-recovery attack against
SIDH that broke the SIKE construction in practice [90]. The episode is one of the strongest arguments for algorithm
agility: security categories and performance charts are snapshots, while cryptanalytic knowledge can change suddenly.

The correct systems lesson is not that new cryptography is unreliable while legacy cryptography is safe; legacy public-
key systems face a known quantum algorithmic threat. Rather, migration architecture should make replacement
routine. Versioned algorithm identifiers, negotiable suites, certificate and key-container extensibility, telemetry, and
the ability to rotate trust anchors reduce the cost of responding to both quantum progress and future cryptanalytic
surprises.
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VI. IMPLEMENTATION SECURITY

PQC changes the implementation attack surface. Polynomial transforms, samplers, decapsulation checks, rejection
sampling, large temporary buffers, and new serialization rules create opportunities for timing leakage, power/EM
analysis, fault injection, cache leakage, and memory-safety errors. Benchmarking work across Cortex-class processors,
RISC-V, FPGAs, and custom accelerators demonstrates that high performance is achievable, but it also shows that
implementations are highly architecture-dependent [91]-[109]. An optimized implementation is not automatically a
hardened one.

A. Side Channels and Chosen-Ciphertext Amplification

Several lattice KEM attacks exploit a gap between mathematical CCA security and physical leakage. If an attacker can
submit chosen ciphertexts and observe power, EM, timing, or fault-sensitive behavior during decapsulation, repeated
queries can amplify small leakages into secret recovery [110], [113]-[120]. This is especially dangerous in network
services, smart cards, hardware security modules, and embedded devices where decapsulation may be remotely
triggerable or physically observable. Countermeasures include constant-time code, masking, blinding where applicable,
regularized failure paths, query-rate controls, hardened comparisons, and independent leakage testing.

B. Fault Attacks

Fault attacks can target signature generation, NTT computations, comparisons, or decapsulation consistency checks.
The pqmg4 fault literature and related KEM analyses show that deterministic structure may make malformed
computations diagnostically useful to an attacker [113], [115]. Secure implementations therefore require fault-aware
design: critical computations may need duplication or consistency checks, secret erasure must occur on all paths, and
fault detection itself must not create distinguishable error or timing channels.

C. Constrained Devices and Hardware Roots of Trust

Embedded platforms face a three-way constraint among RAM/flash, latency/energy, and side-channel resistance. Work
on compact Dilithium, Classic McEliece, SPHINCS+, smart-card implementations, and FPGA/accelerator designs
shows that PQC is feasible on constrained hardware but may force architectural changes [93]-[107], [109]. In secure
boot and device identity, signature verification may be easier to accommodate than signing because the verifier can be
implemented in firmware while the signing key remains centralized. Conversely, device-side KEM decapsulation places
long-term secret material and a more complex leakage surface directly on the endpoint.

Table Iii Implementation Failure Modes And Engineering Controls

Failure mode

Typical exposure

Why PQC can amplify it

Engineering controls

New polynomial/sampling paths

attacker

exposes structured arithmetic

Timing/cache Remote or co-resident Constant-time implementation; microarchitectural
may have secret-dependent . . .
leakage attacker . testing; avoid secret-indexed memory.
behavior
Physical or proximal Repeated decapsulation/signing | Masking; shielding; randomized representations;
Power/EM leakage

leakage assessment.

Fault injection

Physical attacker or fault-

prone platform

Faulty
comparisons/NTT/signature steps

can reveal secrets

Redundant checks; infective/consistent failure; key

erasure; fault testing.

e

introduce more negotiation states

Memory/serialization . PQC objects are larger and new | Length-safe APIs; fuzzing; strict parsing; memory-
Network and parser inputs . .
bugs formats stress legacy assumptions | safe components where feasible.
Algorithm . . L C
. . Hybrid and transition modes Transcript binding; explicit suite identifiers;
confusion/downgrad Active network attacker

downgrade protection; telemetry.
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VII. PROTOCOL INTEGRATION AND HYBRID TRANSITION

A. TLS and Certificate Ecosystems

TLS 1.3 provides a modern key schedule and negotiation framework, but replacing an elliptic-curve key share with a PQ
KEM changes message sizes, fragmentation behavior, CPU patterns, and middlebox interactions [17]. Research
prototypes and measurements show that post-quantum key establishment and authentication can be integrated, but
the performance cost depends heavily on network conditions, certificate-chain size, and the chosen primitive [121]-
[125]. Signature migration can be more disruptive than KEM migration because authentication objects propagate
through X.509 certificates, certificate transparency, revocation, hardware roots, code-signing formats, and long-lived
trust stores.

Mixed or hybrid certificate chains can help bridge compatibility, but they also increase validation complexity and the
number of states that security reviews must cover [124]. Enterprises should therefore distinguish two transitions:
confidentiality/key establishment and authentication/signing. They may have different timelines, owners, and rollback
constraints even when both are ultimately quantum-driven.

B. Hybrid Key Establishment

A hybrid key-establishment design combines a traditional mechanism with a post-quantum mechanism so that the
resulting secret remains protected if at least one component remains secure, assuming the combiner is well designed.
The concept is attractive during migration because it hedges uncertainty in new algorithms and preserves compatibility
with established cryptography. RFC 9370 supports multiple key exchanges in IKEv2 [20], while HPKE provides a
useful composition framework for public-key encryption contexts [21]. Post-quantum Wire Guard and TLS research
similarly explores how new KEMs can coexist with deployed protocol structures [107], [120]-[125].

Hybridization is not free security. It increases handshake bytes, code paths, negotiation combinations, test cases, and
downgrade possibilities. The combiner must bind both components to the same authenticated transcript, error
behavior must not reveal which component failed, and operational monitoring must confirm that both components are
actually being exercised. A hybrid mode should therefore be a controlled migration technique with explicit exit criteria,
not a permanent excuse to carry obsolete cryptography indefinitely.

C. Hash-Based Signatures in Protocol and Firmware Roles

Stateful hash-based signatures such as XMSS and LMS can be compelling for firmware or high-value roots if signing
state can be centrally and reliably controlled [18], [19]. Their failure mode is operational rather than purely
mathematical: accidental reuse of state can compromise security. Stateless SPHINCS+ avoids that state burden but has
larger signatures [44]. Selection should therefore follow the lifecycle of the signing key and artifact, not a generic
algorithm ranking.

VIII. MIGRATION ARCHITECTURE FOR ENTERPRISE DIGITAL SYSTEMS

Migration begins with discovery because organizations cannot replace cryptography they do not know they use. NIST
and U.S. government guidance emphasize inventories of active cryptographic systems, prioritization of high-value
assets, and testing before broad deployment [10]-[16]. A useful inventory records the primitive, key size/curve, library
or hardware provider, protocol, certificate or key format, business owner, data confidentiality lifetime, signing/trust
lifetime, replacement mechanism, vendor dependency, and whether the component can negotiate new algorithms
without a hardware refresh.

A. Phase 1: Discover and Classify

Discovery should combine static and dynamic methods. Static analysis finds algorithm identifiers, certificate stores,
library calls, firmware images, build configurations, and hard-coded parameters. Dynamic discovery observes
negotiated algorithms, certificate chains, VPN suites, SSH keys, TLS handshakes, and API traffic. Neither view is
sufficient alone: static scans over-report dormant code, while traffic scans miss rarely exercised disaster-recovery and
administrative paths. The result should be a living cryptographic bill of materials linked to asset and service ownership.

B. Phase 2: Prioritize by Exposure and Lifetime

Prioritization should weight long-lived confidentiality, high-impact signing roots, externally reachable services, hard-
to-replace devices, and vendor end-of-life risk. A server certificate renewed every 9o days may be easy to rotate but still
depend on a certificate authority whose root key and hardware validation cycle are much slower. Conversely, an
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isolated embedded device may exchange little sensitive data but depend on a firmware-signing key that must remain
trusted for its entire service life. Migration sequencing should follow these dependency chains.

C. Phase 3: Establish Crypto-Agility

Crypto-agility is the ability to change algorithms and parameters without redesigning the application. It requires stable
cryptographic APIs, algorithm identifiers that are not overloaded with semantic assumptions, extensible certificate/key
containers, configurable trust policy, automated key rotation, and telemetry that reports negotiated suites and failure
reasons without exposing secrets. Hard-coded buffer sizes and parsers that assume a specific elliptic-curve key length
are common blockers. These defects should be fixed before the organization attempts a broad PQC rollout.

D. Phase 4: Laboratory Interoperability and Performance Testing

Testing must cover more than throughput. NIST SP 1800-38C frames interoperability and performance testing as a
separate migration activity [12]. Test plans should include handshake fragmentation, packet loss, certificate-chain
growth, load balancer behavior, HSM throughput, smart-card APDU limits, secure-boot storage, CPU and memory
peaks, power consumption, error handling, rollback, and mixed-version fleets. Security tests should add malformed PQ
objects, downgrade attempts, side-channel probes where relevant, fault scenarios, and fuzzing of new encodings.

E. Phase 5: Controlled Rollout and Decommissioning

Production migration should begin with bounded cohorts that have observability and rollback. The organization should
measure not only cryptographic success but also latency, retransmissions, failed authentications, support incidents,
and unexpected legacy dependencies. Once the post-quantum path is stable and policy permits, vulnerable public-key
modes should be removed rather than merely deprioritized. Retaining them indefinitely keeps downgrade paths alive
and makes it difficult to prove that long-lived data is actually protected.

TABLE IV Recommended Pqc Migration Workstreams

Workstream Primary outputs Key evidence / test Exit condition
. . . L Material t hi

. Crypto inventory; owner mapping; Static scans + observed negotiations + aterial cryptographic

Discovery . ope . dependencies are assigned and
vulnerable dependency list certificate/key-store analysis
measurable.
Architecture Crypto-agile APIs, formats, negotiation Design review; buffer/format tests; key Algorithms can change
policy lifecycle review without application redesign.

. . . I ility, fi ion, 1 T i
Prototype PQC/hybrid lab implementations nteroperability, fragmentation, latency, arget use cases meet security

memory, HSM/device tests and performance thresholds.

Stable operation across

Rollout Controlled production cohorts Telemetry, rollback drills, failure analysis | representative clients and
infrastructure.

. . . . L blic-key d d
.. Removal of vulnerable suites and Policy scan; configuration audit; egacy public-xey cepencency
Decommission . . no longer protects in-scope
obsolete keys certificate/key revocation

assets.

IX. PERFORMANCE AND OPERATIONAL TRADE-OFFS

PQC performance should be evaluated as a vector rather than a single benchmark. Relevant dimensions include key-
generation cost, encapsulation/decapsulation or sign/verify cost, public-key size, ciphertext/signature size, peak RAM,
code size, energy, constant-time overhead, key-storage requirements, and network amplification. A scheme that is fast
on a server CPU may be inappropriate for a smart card; a scheme with compact signatures may demand more complex
constant-time arithmetic; a code-based KEM with conservative assumptions may stress provisioning due to public-key
size [31]-[45], [46]-[69], [91]-[109].

Network effects are particularly nonlinear. A few additional kilobytes may be negligible on a datacenter link but
material in lossy mobile networks, constrained IoT, satellite paths, or protocols with tight maximum-message limits.
Larger initial handshakes can cause extra packets, fragmentation, retransmission, or amplification controls to trigger.
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TLS experiments show that protocol-level measurements are therefore more informative than isolated cryptographic
microbenchmarks [121]-[125].

Operational simplicity is also a security metric. A design that requires rare numerical expertise, fragile state
management, or hardware changes across a diverse fleet may carry more residual risk than a slightly larger or slower
design that can be implemented, tested, and rotated reliably. The NIST selection portfolio reflects this need for both
efficient defaults and assumption diversity [6]-[9].

X. OPEN RESEARCH AND ENGINEERING CHALLENGES

First, security estimation remains dynamic. Improvements in lattice reduction, decoding, algebraic solving, quantum
algorithms, or cryptanalysis can change margins. Parameter sets should therefore be treated as versioned policy objects
rather than permanent constants. The multivariate and SIKE histories [70]-[90] show that public analysis can
invalidate apparently mature performance assumptions quickly.

Second, implementation assurance needs to catch up with mathematical standardization. Side-channel-resistant
reference implementations, verified constant-time components, masked accelerators, fault-resistant designs, and
standardized test methodologies remain essential [91]-[120]. The proliferation of optimized platform-specific code
creates a supply-chain challenge: organizations need to know not only which algorithm a product claims to support, but
which implementation, build flags, hardware path, and countermeasures are actually active.

Third, protocol standards and PKI ecosystems must absorb larger keys and signatures without creating brittle special
cases. Certificate issuance, revocation, transparency logging, HSM interfaces, smart-card formats, secure boot, software
package signatures, identity federation, and remote attestation all have distinct message and lifecycle constraints.
Hybrid deployment research in TLS, IKEv2, and VPN protocols is promising, but migration needs interoperable
profiles and disciplined downgrade resistance [17], [20], [21], [107], [120]-[125].

Fourth, cryptographic discovery remains an unsolved enterprise-management problem. Many organizations do not
have authoritative visibility into where public-key cryptography is embedded, especially in appliances, third-party
SaaS, operational technology, legacy Java/.NET applications, mobile SDKs, CI/CD systems, and firmware. Automated
discovery must be paired with ownership and remediation workflows; otherwise, the inventory becomes a static report
rather than a migration control [10]-[16].

Finally, PQC must coexist with normal cybersecurity priorities. Migration code can introduce memory bugs,
configuration drift, certificate outages, and supply-chain risk. Teams should avoid weakening classical security today in
pursuit of future quantum resistance. The strongest program integrates PQC into secure software development, key-
management governance, asset lifecycle planning, incident response, and procurement rather than treating it as an
isolated cryptography project.

XI. CONCLUSION

Post-quantum cryptography is the practical response to a well-defined future weakness in today’s dominant public-key
cryptography. By 30 June 2024, the field had moved beyond algorithm discovery: NIST had selected a core portfolio,
published initial draft FIPS for Kyber-, Dilithium-, and SPHINCS+-derived standards, and government/industry work
had shifted toward discovery, interoperability, migration, and implementation assurance [6]-[16]. At the same time, the
cryptanalytic history of Rainbow and SIKE demonstrated that diversity and agility remain essential [70]-[90].

For most digital systems, the recommended strategy is therefore layered. Build an authoritative cryptographic
inventory; prioritize systems by confidentiality and trust lifetime; remove hard-coded cryptographic assumptions;
prototype PQC and hybrid mechanisms in controlled environments; measure protocol, certificate, device, and side-
channel behavior; deploy in observable cohorts; and finally retire vulnerable public-key mechanisms when standards
and policy permit. Algorithm selection matters, but migration architecture determines whether quantum resistance
survives contact with real software, networks, hardware, and operational processes.

The long-term objective is not a one-time swap from “classical” to “post-quantum” algorithms. It is a cryptographic
operating model in which algorithms, parameters, keys, and trust anchors can evolve without destabilizing the systems
they protect. That capability is valuable even if large-scale quantum computing arrives later than expected, because it
also reduces the cost of responding to ordinary cryptanalytic advances, implementation vulnerabilities, and changing
compliance requirements.
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