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ARTICLE INFO ABSTRACT

Enterprise workflows are becoming more dynamic, while service-oriented solutions
are increasingly limited to long-running processes. Rapidly evolving platforms
Revised: 18 Oct 2023 demand a new approach to automate task execution. A cloud-native event-driven

architecture combines cloud functions, event gateways, and managed back-end
Accepted: 29 Oct 2023 services. A framework built upon these building blocks offers a serverless
environment for enterprise workflow orchestration. Beyond simple function
composition, it encompasses the definition of orchestration primitives and enables
the specification of complex structures such as sagas and choreographies. Cloud
functions introduce security and performance considerations that impact design. The
modeled framework supports the formal description of workflows and is equipped
with a domain-specific language that facilitates the creation of expressively rich yet
easily executable definitions. A supporting proof-of-concept implementation
showcase a real-world enterprise use case involving backup and restore, testing the
feasibility of the infrastructure.The monitored web portal needed automation for the
execution of complex enterprise-level workflows with multiple requirements,
supporting auditability, access control, and integration of third-party components.
The existing workload, predominantly created by external partners, consisted of
independent cloud functions with no orchestration beyond the function level. The
cloud-native serverless event-driven architecture behind the solution handles
complex scenarios without establishing custom support code for new flows.
Automation is achieved by linking function invocations to the insertion of specific
entries in a monitoring database. The framework facilitates the definition and
management of enterprise workload orchestration, similarly to the role of a database
in a conventional serverless environment.
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L.INTRODUCTION

When individuals hear the word "workflow," they commonly think of automation, even though workflows are not
always automated, they usually encompass some level of manual effort or oversight. Enterprise workflows involve
even more complexity, as these processes often integrate many different subjects, departments, applications, and
systems. Enterprise-level processes naturally span beyond a single department or organization and typically translate
into complex networked systems. However, enterprises rarely use existing workflow tools to orchestrate their
complex-events in an automated fashion. The same cannot be said about security events or unstructured events,
which are increasingly complex due to their often automatic nature. Here, complexity comes from their traditional
sources: the rules or policies and the wide array of systems (often heterogeneous) integrated into the process. These
ultra-complex environments necessitate the orchestration of external foreign clouds to maintain high scalability.

Leveraging a serverless architecture is the natural evolution of these approaches. A natural approach to building such
a complex enterprise-level event-driven framework seems to be to exploit a cloud-native serverless architecture.
However, there is a gap between these requirements and an adequate cloud-native serverless implementation.
Although these actors considerably reduce the operations, they are currently being used mainly in scenarios where
the connection latency is not critical and only with isolated functions. Because of cold starts and immutable execution,
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these components are better suited for less-complex and less-demanding applications. In addition, platforms are
being created and used to capture automatic cloud events and make them easily available through a web interface.
Unfortunately, these platforms remain proprietary to the providers that create them [1].

A. Overview of Cloud-Native Serverless Paradigms

Cloud-native serverless architectures have emerged as a compelling cloud architecture paradigm, harnessing the
benefits of vendor-managed infrastructure at the hyperscaler level [2]. The design concepts facilitate the automatic
instantiation and seamless scaling of application components based on demand, promising a usage-based charge
model. While a serverless architecture reduces the operational burden of managing infrastructure and provides
ubiquitous scaling of all application components, demand-surging resource utilization and extreme variations in
usage patterns can still lead to significant operational costs. Reduced response times are traded for a possible
reduction in availability, as serverless function cold starts can increase latencies for sporadically called functions.
Events can traverse traditional monolithic styles and interactive architectures, leading to at many points a system's
performance being determined not by processing but by event distribution latency.

Cloud-native serverless paradigms include serverless Function-as-a-Service (FaaS) platforms, event gateways, and
cloud-managed services [3]. The context of enterprise service orchestration favors event-driven designs. Similar to
Internet of Things solutions, enterprise services can be triggered by events in either a polling or an event-driven
mechanism. While event-driven mechanisms offer lower latency solutions, enable dynamic allocation based on an
event's volume, and can implement high-availability by auto-scaled of multiple instances, cost constraints, increased
complexity of orchestration designers, and challenges in ensuring user-defined event distribution security are trade-
off considerations [5].

Table I Qualitative Comparison of Orchestration Primitives Described in the Framework

Primitive Coupling Failure Handling Best-Fit Scenario
Saga-style Tight (sequenced) Explicit compensation steps Multi-step transactions
needing rollback
Choreography- | Loose (event-driven) Per-listener retry / DLQ Independently evolving
based services
Dependency- Graph-based Upstream-triggered re-execution Complex, branching
driven enterprise workflows

Table II Illustrative Model Outputs at A = 200 req/s (from Eq. 1, 4, 7 — not measured)

Primitive E[T] (ms)* | O_eff (req/s)* | C(3) (USD/hr)*

Saga-style 40.4 182 18.8
Choreography-based 51.5 190 17.4
Dependency-driven 35.2 175 22.0

*Computed from Eq. 1, 4, and 7 using the example parameters stated in Fig. 1—3 captions; r = 0.10 assumed for
O _eff.

ILFUNDAMENTALS OF CLOUD-NATIVE SERVERLESS ARCHITECTURES

Cloud-native serverless architectures harness the immutability, auto-scaling, and pay-per-execution capabilities of
cloud resources. Their core design principles include orchestrating stateless functions via event triggers or service
invocations, with underlying server infrastructures abstracted away [4]. Security is strengthened via access
permission granularity, auditing, and observability, while concerns about cost, latency, and vendor lock-in can be
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mitigated. Supporting these principles provides a foundation for a serverless automation framework in support of
enterprise workflow orchestration.

Architectural Foundations, Cloud-native serverless technologies span several overlapping paradigms. Function-as-
a-Service (FaaS) platforms provide coarse-grained service units, allowing event-driven execution that also benefits
from declarative configuration and monitoring. Managed services such as cloud storage and databases automate
management of the underlying resources, while pay-per-execution reduces costs when usage is low. Event gateways
connect different FaaS platforms, enabling cross-cloud functionality, and several FaaS vendors offer built-in
integrations with such gateways, potentially yielding improved latency [6]. For enterprise applications, the
advantages of cloud-native serverless architectures—that is, auto-scaling without hot-start penalties—are generally
only realised in lower environments. Production cost, latency, and statefulness are therefore sensitive to design
choices.

A. Key Principles of Cloud-Native Serverless Design

The cloud-native serverless paradigm introduces several notional abstractions that distinguish it from traditional
cloud-centric architectures. Immutability and immutant architecture further evolve the notion of stateless functions
into stateless servers such that automatic scaling can operate virtually unconditionally, and the underlying nature of
the infrastructure allows for self-healing because the deployment and infrastructure can be described as code and
redeployed in case of failure. Resources can therefore be treated as volatile, potentially ephemeral, which reduces
costs and increases the quality of the delivered service [7].

Immutant and serverless architectures also require a declarative configuration model for all components and
services, where what is built is a runtime representation of an architecture code that establishes what should be
running on that cloud, such as functions, application gateways, APIs, event buses, queues, caches, and databases [8].
This blueprint (or runtime manifest), built by the user, is continuously checked and compared with the actual state
of the infrastructure, and if there are any missing or outdated components, the declarative configuration will correct
that. This architecture, which includes mainly the functions together with event-driven buses and automatic request
routers and redirects, is responsible for the observability aspects, which should be enabled in a first-class way for
every component.

To enable easy observability and tracing across service calls and requests, the infrastructure should enable per-
request context propagation across all services and service calls, at least for requests [9]. The serverless gateway
service should also be capable of exposing the services to the required service discovery mechanisms for external and
partner consumption. The automatic scaling capability of serverless routes and event gates are particularly useful to
reduce latency for bursty workloads.

III.EVENT-DRIVEN ORCHESTRATION CONCEPTS

The preceding section outlined practical event-driven execution patterns supported by serverless functions or
managed cloud services. This section now clarifies fundamental orchestration concepts, including the notions of
events, event schemas, and event flows. Event construction patterns and event-driven coordination mechanisms are
also examined [10].

An event captures a significant transformation of state—an occurrence deemed meaningful to a stakeholder—along
with its associated metadata. The notion of an event schema formalizes the attributes and data types that must be set
for a given category of events. An event flow models the routing of events between different participants in a system;
it specifies the path taken by events through an event bus along with the targeted listener functions [11].

Events enable a number of event-driven orchestration primitives. An event bus is a distributed publish-subscribe
service that routes events from producers to subscribers by following logical channels. Event routing can be handled
by a dedicated orchestrator or, in a more decentralized manner, by supporting polyglot message format converters
and custom flow handlers within listener functions [12]. Event schemas facilitate the evolution of associated payloads
while maintaining backward compatibility for consumers. Idempotency guarantees allow event handlers to treat at-
least-once message delivery as being equivalent to exactly-once delivery. The introduction of security tokens
embedded within events helps control access to sensitive resources [13].
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A. Mathematical Formulation

1) End-to-End Orchestration Latency: For a workflow step invoked through the event bus, total latency depends on
whether the target function instance is warm or requires a cold start, plus event-routing and network overhead [14].

E[T] =p-T_cold + (1 — p)-T_warm + T_bus + T_net (1

where p is the cold-start probability, T_cold and T_warm are cold- and warm-start execution latencies, T_bus is
event-bus routing/dispatch latency, and T_net is network transit latency.

2) Cold-Start Probability: Cold-start probability decays with recent invocation frequency A and grows with the
platform's idle-eviction window t:

p(A, O =e”(-AD) (2)

This reflects the framework's declarative auto-scaling principle: bursty, high-A workloads keep functions warm,
while sporadically triggered listener functions incur higher cold-start exposure.

3) Saga Compensation Cost: For a saga of n steps with per-step failure probability f_i and compensation cost c_i,
expected compensation overhead is:

C_comp=3%_(i=1)"(n) f i-c_i-TI_(<i) (1 -£fj) 3

This models the framework's error-handling requirement that compensating transactions execute only up to the
point of failure, consistent with the saga-pattern description in the Architectural Design section.

4) Idempotent At-Least-Once Overhead: With duplicate-delivery rate r under at-least-once semantics, effective
processing throughput © relates to nominal throughput ®oas: ©_eff=00/(1+71) (4)

Idempotency guarantees prevent duplicates from corrupting state, but each duplicate still consumes compute,
reducing effective throughput.

5) Event-Delivery Reliability (F1-style Score): Precision reflects the fraction of processed events that are non-
duplicate, and recall reflects the fraction of true failure events for which a compensation or retry was correctly

triggered:
Precision = TP / (TP + FP), Recall = TP / (TP + FN) (5)
F1 =2 - (Precision - Recall) / (Precision + Recall) (6)

This composite score characterizes how reliably the event bus and orchestration layer distinguish genuine failures
from duplicate or spurious deliveries — directly reflecting the schema-evolution and idempotency properties
discussed for the event bus.

6) Cost-Rate Model: Following the pay-per-execution principle, the cost rate for an orchestration pattern under
arrival rate A is:

C(\) = C_fixed + a-A + a-A-p-k )

where a is the marginal per-invocation cost, p is cold-start probability (Eq. 2), and k is the cold-start cost multiplier
(cold invocations bill for additional initialization time).

7) SLA-Violation Probability: Modeling the event bus as a single-server queue with utilization p, the probability that
queue depth exceeds threshold q (and thus that the routing-latency SLA is violated) is approximated by:

P(Q > q) = p~(q+1) (8)

consistent with the paper's emphasis on event-distribution latency, rather than processing latency, as the dominant
factor in overall system responsiveness.
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IV.ARCHITECTURAL DESIGN OF THE FRAMEWORK
An overview of the framework's architecture.

The prescribed framework comprises a cloud-native serverless design encapsulating the required set of abstractions
and components, which fulfil the architectural properties and admit vertical scaling. The complete layout, its
components, and their interactions result from the earlier specification [15]. The functional structure section presents
a detailed specification of the required function abstractions. The proposed design fulfills the requirement for any
enterprise-scale business application, as determined by the design methods. Further, it details the overall deployment
topology, defining how platform services, graphical clients, and business process meta-information integrate [16].

The proposed framework includes a definition for a basic set of serverless function abstractions, along with a
specification of their interfaces, life-cycles, resource usage, permission settings, and characteristics concerning
composability and reusability. These abstractions can further capture the major orchestration primitives required for
an enterprise workflow automation environment, namely saga-style workflows, choreography-based coordination,
and general dependency-driven orchestrations. The mapping between the orchestration modes and the actual cloud-
native serverless artifacts, as well as error-handling capabilities, including compensation, are also defined [17].

A. Serverless Function Abstractions

Serverless function decompositions provide the microservice granularity suitable for rent-on-demand cloud
operations. Functions need clear interfaces and agreed opening and closing rituals defining how they can be made
use of without the caller having to know any internal details, in particular which other functions the called function
will trigger. Managed containers orchestrate the whole lifetime from initialization to deallocation and reset all
resources, runtime variables and caches to a state that does not disclose any information about previous executions.
Most external dependencies should include embodied health-checks validating that every resource is fully available
before actual use, minimizing the chance for retry from the function level. Functions are meant to be stateless, so that
no information persists and must not be shared with future calls [18].

Some serverless services and products provide SDKs for the definition of orchestration primitives, such as sagas,
activities, workflows and choreographies. Sagas are preferably the lower-level mechanism, used out of control in the
case of tight execution dependencies and for compaction of flows with other temporal demands. Product
implementations need error handlers that intercept application-level errors or return signals from triggered
functions and execute the defined compensated execution step whenever possible, or follow business or technical-
level recovery and retry logics otherwise [19]. Events must be returned to the event-bus for as far as possible, defining
bus errors when it will generate a chain of potential failures. It must also drop event-processing when the event was
already processed and the system is in an at-least-once processing mode [20].

V.ENTERPRISE WORKFLOW MODELING

Workflows represent the work done within an enterprise and therefore also govern the external interactions of an
enterprise with other entities (such as customers, suppliers, and regulatory agencies). Workflow modeling reflects
the perspective of the enterprise, and enterprise workflows are explicit representations of the executables that
correspond to the supported work and interactions [21]. These representations are commonly expressed using
modeling languages, which provide formal syntaxes and semantics that ensure correctness and execution rather than
human understandability. Expressive modeling languages can also cover areas beyond human understandability,
such as triggers and SLAs [22].

Expressions in a modeling language can be thought of as a domain-specific language (DSL) used to define workflows
[24]. Enterprises maintain their languages in a DSL-like way and need tooling and support for defining, validating,
and querying the workflows. A simplified form of the execution-support tooling is described to outline the underlying
dependencies on enterprise workflow definitions. The construction here is informal but is perhaps closer in style to
the natural-language tasks of an enterprise than previous, more formal symbologies. Yet it covers dependencies,
supports verification, and can be more easily human-readable and manipulable than a complete enterprise-wide
formal task formalism [25].
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A. Experimental / Illustrative Results

Note: The primary document reports

no benchmarked measurements. The figures and tables below evaluate

Equations (1)—(8) under example parameter values (stated in each caption) to illustrate model behavior. Values are
analytical outputs, not empirical findings.

Fig. 1: Effect of Cold-Start Probability on Orchestration Latency

(illustrative model, Eq. 1-2; assumed T cold=220ms, T warm==8ms)
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Fig. 1. Expected end-to-end orchestration latency (Eq. 1—2) as a function of cold-start probability, assuming
T cold =220 ms, T_warm =8 ms, T bus=12ms, T net =6 ms.

Fig. 2: Illustrative Event-Delivery Reliability vs. Duplicate Rate
(model output, Eq. 6; not measured data)
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Fig. 2. Precision, recall, and F1-style reliability score (Eq. 5—6) as a function of at-least-once duplicate-delivery

rate.

Fig. 3: llustrative Cost Model Across Orchestration Primitives
(Eq. 7; parametrized example, not billing data)
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Fig. 3. Estimated cost rate (Eq. 7) versus event arrival rate for three orchestration primitives, under stated example
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Fig. 4: [llustrative SLA-Violation Probability vs. Queue Depth
(Eq. 8; assumed utilization p=0.72)
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Fig. 4. SLA-violation probability (Eq. 8) versus event-bus queue-depth threshold, assuming utilization p = 0.72.
VI.CONCLUSION

The leading goal of the research is to create a framework that enables event-driven enterprise workflow orchestration
based on cloud-native serverless paradigms. Such an automation framework would capitalize on the elastic scale, low
cost, and minimal maintenance effort characteristic of managed services. Given the inherent operational
requirements of enterprise workflows and the salient features of cloud-native serverless patterns, several design
principles focused on the formal modeling of workflows and the specification, validation, and governance of task
definitions are proposed [22]. By satisfying these principles, a serverless automation framework would fill the
identified gap in event-driven orchestration capabilities, matching the level of innovation delivered by the other
cloud-native serverless paradigms.

An instance of the automation framework has been constructed and logically certified, and its control and data flows
are described. The availability of clear formal specifications makes it possible to create domain-specific languages for
defining enterprise workflows in a scalable, reusable, and understandable manner. Workflows aligned with actual
enterprise processes can be expressed and versioned like business-process-modeling artifacts. End-to-end validation
of the formal semantics facilitates tooling development, enabling enterprises to ensure that operational SLAs are
exhaustively defined for all tasks [23].
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