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Nuclear terrorism is one of the most significant threats to global security in the twenty-first 

century because of the potential consequences it could have on both the humanitarian and 

geopolitical fronts simultaneously.   Given the growing interest of non-state actors in the 

acquisition of weapons of mass destruction (WMD) and the ongoing proliferation of nuclear 

materials, it is necessary to have a global defense policy that is both robust and adaptable.   The 

purpose of this study is to investigate the strategic frameworks that the United Nations, the North 

Atlantic Treaty Organization (NATO), the International Atomic Energy Agency (IAEA), and the 

Global Initiative to Combat Nuclear Terrorism (GICNT) employ in their efforts to combat nuclear 

terrorism.   In the process of conducting a comprehensive examination of regulations, 

enforcement procedures, and new security threats, challenges that influence nuclear 

infrastructure are uncovered. These challenges include regulatory disparities, illegal nuclear 

trafficking, insider threats, and cyber vulnerabilities.   Additionally, the research investigates the 

ways in which technological advancements, such as artificial intelligence, drone monitoring, and 

cybersecurity measures, could potentially strengthen nuclear security systems.   The sharing of 

information, the enforcement of security procedures, and the response to new terrorist 

techniques are all areas that still have significant gaps, despite the fact that worldwide measures 

have significantly improved nuclear security.   The findings of this study highlight the 

significance of a unified, legally enforced worldwide framework for nuclear security, improved 

cybersecurity measures, and more international cooperation as means of combating new threats.   

This research contributes to the ongoing discussion over nuclear security by providing 

recommendations for strategic policies that might assist defense institutions, analysts, and 

politicians in dealing with the ever-evolving threat posed by nuclear terrorism. 
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1.0 Introduction 

In the modern period, the prospect of nuclear terrorism has emerged as one of the most significant risks to the safety 

of international relations. Governments, international organizations, and defense agencies prioritize nuclear 

terrorism because to the proliferation of nuclear materials, the emergence of non-state actors with extremist intents, 

and the shockingly great potential for catastrophic damage. Nuclear terrorism, in contrast to more conventional types 

of terrorism, has the potential to have far-reaching implications on a global scale. These consequences can have 

devastating effect not only on the lives of innocent people, but also on the stability of economies, ecosystems, and 

even international politics. There is a wider worldwide strategic defense network that is primarily concerned with 

fighting nuclear terrorism. This network includes state actors, international organizations (such as the United 

Nations and the International Atomic Energy Agency), and military confederations (not to be confused with NATO). 

The goal of these organizations is to prevent terrorist organizations from acquiring and employing nuclear weapons 

through collaborative efforts. The dynamic nature of international terrorism, technical improvements, and 

geopolitical conditions continue to be factors that contribute to the difficulties that arise when attempting to construct 

a unified defensive plan. The primary purpose of this study is to analyze the existing global strategic defense 

frameworks for resisting nuclear terrorism, as well as new threats and the challenges that are encountered by 

international defense systems that are designed to decrease the impact of a tragedy of this nature. 
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2.0 Literature Review 

The use of nuclear materials by non-state actors that operate outside of the law and convention with the intention of 

causing disruption, coercion, or devastation is referred to as nuclear terrorism, and it is one of the most serious 

threats to the security of the world community. Data from intelligence agencies and past incidents suggest that 

terrorist organizations continue to be interested in nuclear materials and technology, despite the fact that they have 

not been successful in mounting a nuclear attack by themselves.   It is imperative that global security and 

counterterrorism operations be strengthened in order to adequately address the catastrophic consequences that 

would result from such an attack.   As a result of the collapse of the Soviet Union in 1991 and the subsequent 

repercussions for the security of its large nuclear arsenal, the threat of nuclear terrorism emerged as a central concern 

in the wake of the Cold War.   Some people are concerned that so-called "loose nukes" could end up in the hands of 

terrorist organizations, which has led to an increase in the number of efforts being made to guarantee the safety of 

nuclear weapons and materials all over the world.   Notable occurrences, such as the discovery of highly enriched 

uranium (HEU) in Georgia and the disclosure of Al-Qaeda's interest in nuclear weapons, contributed to the 

realization that it is of the utmost importance to battle nuclear terrorism. 

 

 2.1 Overview 

  Since the terrorist attacks that occurred on September 11, 2001, there has been an effort made to reinforce nuclear 

counterterrorism, and there has also been an increased awareness of the vulnerabilities that exist in the security of 

the world.   This necessity to confront nuclear terrorism gave rise to a number of initiatives, including the Nuclear 

Security Summit, the Global Initiative for Nuclear Threats (GICNT), and the development of the International Atomic 

Energy Agency's (IAEA) nuclear security programs and engagement.   On the other hand, current technological and 

geopolitical advancements continue to be a barrier to the lowering of nuclear terrorism threats within the world.   Al-

Qaeda and the Islamic State (ISIS) are two terrorist organizations that have made it apparent that they are interested 

in acquiring nuclear or radioactive material.   It has been reported by a number of sources that these organizations 

sought nuclear components through illegal commerce, theft of low-security goods, and sharing with underground 

networks.   In spite of the fact that international treaties prohibit the dissemination of nuclear weapons, terrorist 

organizations may nevertheless obtain indirect support from rogue nations or even within governments in the form 

of financial resources, logistical support, or scientific know-how.  

  Just one example of how organized crime networks can raise the risk is the possibility that terrorist groups will 

encrypt their communications.  As a result of the fact that certain members of these networks have even been 

implicated in the smuggling of nuclear weapons, it is possible that terrorist organizations will find a method to acquire 

these very devastating weapons.   One other looming danger to the process of nuclear disarmament is the emergence 

of new breakthroughs in cyberwarfare.   It is possible that cyberattacks on nuclear power plants, enrichment facilities, 

or stockpile management systems could result in the sabotage of sensitive materials or the unauthorized access to 

such materials.   The strike that the Stuxnet virus carried out in 2010 on Iran's nuclear program is an illustration of 

how cyber threats could potentially compromise the security processes for nuclear material and facilities.   In this day 

and age, the proliferation of nuclear weapons is one of the most significant dangers to the safety of the entire world.   

This threat is not merely a theoretical one.   As a result of the extensive presence of nuclear materials in both civilian 

and military contexts around the world, theft, sabotage, or abuse of nuclear technology might potentially have 

catastrophic consequences.   On the international level, the International Atomic Energy Agency (IAEA) serves as the 

nerve center for actions that are being taken to combat this threat.   Nuclear energy and nuclear weapons are the 

primary concerns of the International Atomic Energy Agency (IAEA), which is the most influential global 

organization in this field.  In addition to limiting the use of nuclear energy for destructive reasons, its objective is to 

encourage the peaceful application of nuclear power. 

  The approach to nuclear security that is taken by the International Atomic Energy Agency is based on three 

fundamental principles: safety, security, and safeguards.   The pillars are complementary to one another, despite their 

separation.   When taken as a whole, they constitute an all-encompassing framework for reducing threats associated 

with nuclear power and materials, particularly with regard to preventing terrorists from acquiring them or using 

them in the production of nuclear weapons (International Atomic Energy Agency, 2022).   It is the fundamental 

objective of the safety pyramid to protect both humans and the earth from the harmful effects of radiation.   It is 



Journal of Information Systems Engineering and Management 
2024, 9(3) 

e-ISSN: 2468-4376 

  

https://www.jisem-journal.com/ Research Article  

 

 3 Copyright © 2024 by Author/s and Licensed by JISEM. This is an open access article distributed under the Creative Commons Attribution License 

which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited. 

 

essential to ensure that nuclear power facilities comply with severe safety requirements in order to forestall the 

occurrence of another situation such to that of Chernobyl or Fukushima.   On the other hand, when considering 

nuclear terrorism, the phrase "safety" has a larger connotation, and it now encompasses the prevention of 

unauthorized access to nuclear materials and technology as well.   There is the possibility that nuclear power stations 

could be the targets of nuclear sabotage.   It is possible that a nuclear power station or its storage facility could be the 

target of a terrorist assault, which could result in a catastrophic meltdown or a massive radiation release.   The 

International Atomic Energy Agency (IAEA, 2018) advocates for strong safety standards that include provisions for 

physical barriers, employee screening, system redundancy, and emergency preparation. These are all components of 

the safety requirements. 

   Through the provision of technical assistance, training, and peer reviews, the agency works toward the goal 

of boosting the national safety infrastructures of its member nations.   In addition to this, it conducts safety missions 

in order to assess nuclear power stations for any potential vulnerabilities.   The goal is to strengthen facilities against 

any condition that could be used by malicious individuals. This is in addition to the goal of preventing operational 

mishaps from occurring.   First and foremost, the second pillar, security, addresses the issue of nuclear terrorism 

head-on.   There are three primary objectives: the prevention of theft of radioactive or nuclear materials, the 

protection of facilities against sabotage, and the illegal trafficking of objects related to nuclear technologies.   In 

contrast to security, which is concerned with threats that are intentionally made, safety is concerned with reducing 

the possibility of injuries that are not intentionally caused.   Furthermore, nuclear and radioactive materials have 

applications in the fields of healthcare, manufacturing, and scientific research, in addition to their use in the 

generation of electricity.   In the event that terrorists were to get some of these materials, such as plutonium or highly 

enriched uranium, they would be able to use them to make a nuclear bomb.   According to the United States 

Government Accountability Office (2021), "dirty bombs" devices, which are designed to produce terror and pollution 

by disseminating radioactive material through conventional explosives, are more likely to employ other types of 

radioactive materials, such as cesium-137 or cobalt-60. 

 

   The International Atomic Energy Agency (IAEA) provides assistance to member governments in the 

production and upkeep of effective physical protection systems.   The secure transportation of nuclear materials, the 

installation of intrusion detection systems, the formation of armed response teams, and the reduction of hazards 

posed by insiders are all components of this.   The International Atomic Energy Agency (IAEA) not only assists states 

in the process of formulating national regulations, but it also offers aid in the execution of threat assessments and 

the implementation of technology to monitor and safeguard radioactive sources (IAEA, 2021).   The International 

Atomic Energy Agency (IAEA) has a number of networks that encourage global collaboration. Two of these networks 

are the Nuclear Security Guidance Committee and the International Nuclear Security Education.   Through these 

channels, nations are able to share information, training, and best practices with one another in order to improve 

their ability to respond to different threats that are always evolving.   In addition to this, there is the significant 

problem of illegal trafficking.   Between the early 1990s to the present day, there have been hundreds of verified 

instances of the illegal transportation of radioactive and nuclear materials.   This is a voluntary mechanism in which 

member states report incidents of this nature; the Incident and Trafficking Database (ITDB) is overseen by the 

International Atomic Energy Agency (IAEA).   [IAEA, 2020] The information is helpful for identifying patterns, 

determining the level of danger, and improving the procedures that are followed at customs and borders.   The third 

pillar, known as safeguards, emphasizes the importance of preventing the transformation of nuclear materials and 

technologies that are intended for peaceful reasons into weapons of mass destruction.   The purpose of safety and 

security is to prevent accidents and hostile acts, whereas the purpose of safeguards is to guarantee that states comply 

with non-proliferation agreements, such as the Non-Proliferation Treaty (NPT). 

   Non-nuclear weapon states have made a commitment to the Non-Proliferation Treaty (NPT) that they will 

not seek nuclear weapons in exchange for peaceful nuclear technology.   The International Atomic Energy 

Agency(IAEA) is responsible for ensuring that these states meet their obligations.   A number of methods, including 

remote monitoring, environmental sampling, audits, and inspections, are utilized to achieve this goal (IAEA, 2019).   

The safeguarding system is built on the foundation of being open and honest with one another.   The declaration of 

nuclear facilities, stocks, and operations is a requirement for national governments.   After that, the International 

Atomic Energy Agency (IAEA) makes certain that there are no covert operations or materials that are not declared.   
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It is the responsibility of the International Atomic Energy Agency to inform the United Nations Security Council of 

any country that fails to comply with the regulations. This is the case with Iran and North Korea, and the Security 

Council has the authority to impose sanctions or take other appropriate action (UN Security Council, 2010).   The 

implementation of efficient safeguards is essential to the prevention of nuclear terrorism or proliferation being 

carried out by state-sponsored actors.   The International Atomic Energy Agency (IAEA) is working to prevent the 

worst-case scenario, which is a rogue state providing terrorist groups with materials or access to specialized 

knowledge.   When safeguards are strengthened, it becomes more difficult for any entity to covertly develop nuclear 

weapons through civilian programs. This is because of the increased difficulty of doing so. 

   To counteract growing hazards including cyberattacks, compact modular reactors, and sophisticated 

enrichment technologies, the International Atomic Energy Agency (IAEA) has revised its safeguards procedures in 

recent years (IAEA, 2022).   With the goal of ensuring the safe and secure handling of nuclear materials, the 

International Atomic Energy Agency (IAEA) has undertaken a number of key steps to combat nuclear terrorism and 

reinforce nuclear security on a global scale. These actions are part of the IAEA's mission to ensure the safe and secure 

handling of nuclear materials.   In an effort to improve the level of national competence, the International Atomic 

Energy Agency (IAEA) provides specialist training in a variety of fields, including nuclear forensics, crisis response, 

and cybersecurity, as part of its Nuclear Security Training Programs.   Furthermore, in order to review and enhance 

their national nuclear security architectures, states can rely on professional assessments that are given by IPPAS, 

which stands for the International Physical Protection Advisory Service.  Included in this is the responsibility of 

ensuring that the facilities and materials are suitably protected.    In order to combat the issue of illegal trafficking, 

the International Atomic Energy Agency (IAEA) developed a database known as the Illicit Trafficking Database 

(ITDB).  It is the first database of its sort to formally aggregate data on the unauthorized transportation of nuclear 

and radioactive materials on a global scale, and it is designed to foster improved intelligence-sharing among national 

governments that are members of the organization.   In the years to come, cooperation will be absolutely necessary 

in order to strengthen security measures and cut down on the spread of nuclear dangers.  There has been an increase 

in the prominence of the Global Initiative to Combat Nuclear Terrorism (GICNT), which is a partnership between the 

International Criminal Police Organization (INTERPOL) and state agencies.   When there is a shortage of cash, the 

National Security Fund (NSF) can assist governments in constructing and maintaining robust nuclear security 

regimes by providing the required financial support. This can help address worries regarding affordability.  

   Because, despite these efforts, there are still challenges, such as inconsistent enforcement and intelligence-

sharing, as well as the uneven application of security measures in different countries, there is a need for a more robust 

global governance system for nuclear security.   There are a number of factors that contribute to the difficulty of the 

fight against nuclear terrorism. These factors include ineffective enforcement mechanisms, networks of illegal 

trafficking, insider risks, and new technical dangers.   There is no law that is internationally enforceable that 

mandates severe nuclear security measures; therefore, enforcement is inconsistent, and the levels of compliance 

among governments vary due to the voluntary nature of the recommendations made by the International Atomic 

Energy Agency (IAEA).   Illicit black-market networks and organized crime groups continue to provide support for 

the smuggling of radioactive materials, such as plutonium and highly enriched uranium (HEU), as evidenced by cases 

that have occurred in Moldova and Georgia.   Due to the fact that authorized workers who have access to nuclear 

facilities have the potential to compromise security, insider threats are a big worry. This is demonstrated by the 

attempted sabotage that occurred at the Doel nuclear reactor in Belgium.   A growing number of cyberattacks are 

being launched against nuclear facilities, drones have the potential to be utilized in order to overcome conventional 

defenses, and the incorporation of artificial intelligence (AI) into nuclear security has both positive and negative 

implications.  The security picture is becoming more complicated as a result of all of these new technical threats 

simultaneously.   As a result of a confluence of factors, including the expansion of global smuggling networks, more 

vulnerable cybersecurity systems, and an increase in dual-use technologies, it is possible that terrorists will use 

unmanned aerial systems (UAS) in the future to obtain radioactive materials or to breach the defenses of nuclear 

facilities.   In order to combat these threats, the top priorities of global nuclear security efforts should be to strengthen 

international legal frameworks to enforce compliance, improve border control measures to prevent the illegal 

movement of nuclear materials, strengthen cybersecurity protocols for nuclear infrastructure, increase intelligence-

sharing networks to detect and disrupt nuclear smuggling, and improve border control security measures. 
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   In order to effectively address the ongoing threat posed by nuclear terrorism, we require a global security 

framework that is not only comprehensive but very adaptable.   However, the International Atomic Energy Agency 

and its partners have made significant headway in lessening worries around nuclear security. Although there are 

always challenges that need to be handled with ongoing attention and new ideas, they have made significant progress.   

Increasing international cooperation, bolstering technical defenses, and developing legislation to prevent nuclear 

materials from getting into the wrong hands should be the primary focus of research that will be conducted in the 

future.   By addressing these concerns, the international community can strengthen its ability to prevent acts of 

nuclear terrorism and to safeguard the stability of the globe and its inhabitants. 

 

2.2 Global Struggle to Prevent a Nuclear Terrorist Attack 

Because non-state actors continue to seek for nuclear materials and radioactive compounds for the purpose 

of committing acts of terrorism, nuclear terrorism is one of the most significant threats to the safety and security of 

the international community. Despite the efforts of organizations such as the International Atomic Energy Agency 

(IAEA), the United Nations, and the Global Initiative to Combat Nuclear Terrorism (GICNT), there are still significant 

gaps in the frameworks that govern international nuclear security. The voluntary character of international nuclear 

security accords results in significant variations in the degree to which states comply with and enforce these accords. 

This, in turn, leads to disparities in the implementation of essential security measures. The absence of a legally 

enforced framework that prevents a state-centric approach to nuclear security, in which the interests of individual 

nation-states typically take precedence over the imperatives of collective security, is another factor that impedes 

global efforts to combat terrorism that involves nuclear weapons.  

 

In light of the fact that plutonium and highly enriched uranium (HEU) are still being transported through black 

market routes and organized crime networks, the illegal trafficking of nuclear materials is a serious reason for concern. 

Nuclear material has been seized in conflict-prone regions such as Moldova and Georgia, which brings to light the 

persistent hazards of radioactive materials falling into the possession of terrorist groups. These territories include 

Georgia and Moldova. There are several examples of how personnel or individuals who have permitted access to 

nuclear plants represent a significant threat to the safety of the facility. One such example is the attempted sabotage 

of the Doel nuclear site in Belgium. Due to the fact that these internal risks raise questions about the effectiveness of 

conventional security measures, it is imperative that enhanced methods of personnel screening, oversight, and 

insider risk reduction be implemented.  

 

The rapid advancement of technology makes the aforementioned efforts to safeguard nuclear security even more 

difficult to accomplish. The current frameworks are not adequately prepared to deal with new dangers, such as the 

expansion of cyberattacks on nuclear infrastructure, the prospect of drone deployment to circumvent traditional 

security measures, and the inclusion of artificial intelligence (AI) into nuclear systems. These are only some of the 

new risks that are being faced. Due to the spread of dual-use technologies as well as developments in biotechnology, 

nanotechnology, and artificial intelligence, the construction of nuclear or radiological weapons has grown easier for 

non-state actors. This is because of the increase in the number of technologies that have dual applications. To 

accommodate the newly emerging dangers, the nuclear security measures that are now in place need to be modified.  

 

Taking into consideration these challenges, it is essential to conduct an assessment of the current level of global 

strategic defense systems for the purpose of preventing nuclear terrorism, identify the areas in which these systems 

are lacking, and propose changes to the frameworks that are in place to prevent the use of nuclear weapons. In order 

to address these significant issues, this study will investigate the ways in  which the International Atomic Energy 

Agency (IAEA) and other international players have responded to nuclear terrorism, the areas in which the existing 

security measures are inadequate, and the ways in which these measures might be strengthened strategically. Unless 

there is a policy that is more cohesive, enforced, and technologically flexible, the world is still at risk of the horrific 

impacts that would be caused by a nuclear terrorist strike. In order to effectively address the ongoing threat posed by 

nuclear terrorism, we require a global security framework that is not only comprehensive but very adaptable. 

However, the International Atomic Energy Agency and its partners have made significant headway in lessening 

worries around nuclear security. Although there are always challenges that need to be handled with ongoing attention 
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and new ideas, they have made significant progress.  

 

2.3 Realist Perspective on Nuclear Security  

 

The threat of nuclear terrorism has been a source of concern for professionals in the fields of international security, 

government politics, and defense for a considerable amount of time. A number of factors, including advancements in 

technology, the involvement of non-state actors, and the proliferation of nuclear materials, have contributed to the 

evolution of the nuclear threat scenario over time. The objective of this literature review is to provide a comprehensive 

overview of the most recent research on nuclear terrorism, as well as the accompanying theories and prevention 

efforts at present time. New threats are identified, and an assessment is made about the degree to which international 

organizations, security frameworks, and global policies have been successful in lowering the probability of nuclear 

terrorism. In this chapter, we will also discuss some recommendations for improving nuclear security and anti-

terrorist measures that are based on the most recent research.  

 

Realist viewpoints on nuclear security, which are the dominant paradigm in the field of international relations, center 

their attention on power, deterrence, and self-interest as their primary motivating factors. As a result of states placing 

a higher priority on their own national security than on international collaboration, realist academics have shown 

that global efforts to combat nuclear terrorism are usually divided (Allison, 2023). The realists believe that deterrence 

is still highly successful when it comes to dealing with nuclear threats that are posed by states, but that it is not very 

beneficial when dealing with non-state entities such as terrorist groups.  

 

According to realists, states are constrained to rely on self-help tactics because they think that the international 

system is anarchic and that nuclear deterrence and military strength are the primary means of security (Levi, 2023). 

Realists also contend that the international system is chaotic. One example of how this perspective has influenced 

nuclear strategy is the concept of mutually assured destruction (MAD), which asserts that the possibility of nuclear 

retaliation serves as a deterrent for states to refrain from launching nuclear attacks. As a result of the fact that terrorist 

organizations are not constrained by traditional state-based deterrence models and are not hesitant to employ 

asymmetrical warfare strategies, the realism approach loses some of its allure when it comes to dealing with terrorists 

(Jenkins, 2023).  

 

In the context of dealing with nuclear terrorism, the realist perspective fails to meet expectations because it places an 

excessive amount of emphasis on individual states and disregards the fact that terrorist threats are global in nature. 

Non-state actors continue to acquire radioactive materials through uncontrolled regions, illicit trafficking networks, 

and security breaches (Mowatt-Larssen, 2023). This is the case despite the fact that governments are making every 

effort to protect their nuclear arsenals. This was demonstrated by the fact that smuggling networks were found to be 

attempting to sell highly enriched uranium in criminal cases involving the trafficking of nuclear materials on the 

black market in Moldova and Georgia (National Threat Initiative, 2023).  

 

In addition, realists argue that the imbalance of power among states has an effect on the nuclear security measures 

that are implemented. According to Radakin (2024), states that are in possession of nuclear weapons typically deploy 

selective counterproliferation measures. These methods involve assigning more weight to security alliances with 

friendly nations and placing severe limits on adversaries. As a consequence of this partial approach, international 

collaboration has been negatively impacted, and many governments view nuclear security measures as more of a 

geopolitical ploy than as something that is needed to preserving global security (Grossi, 2024).  

 

Realistic thinking is still a crucial component to take into consideration when building nuclear security strategies, 

despite the fact that it has some limits. This is especially true when it comes to state-to-state deterrence and 

geopolitical risk management. Regrettably, it is possible that realism will not be sufficient to address the multifaceted 

issue of nuclear terrorism. Instead, a security policy that is more all-encompassing is required, one that takes into 

account the exchange of intelligence, international cooperation, and technological advancements.  

 



Journal of Information Systems Engineering and Management 
2024, 9(3) 

e-ISSN: 2468-4376 

  

https://www.jisem-journal.com/ Research Article  

 

 7 Copyright © 2024 by Author/s and Licensed by JISEM. This is an open access article distributed under the Creative Commons Attribution License 

which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited. 

 

2.4 Constructivist Perspective on Global Nuclear Governance 

 

According to Jenkins (2023), constructivist academics emphasize the significance of international treaties, 

conventions, and diplomatic engagements as a means of enhancing nuclear security. Constructivist ideas suggest that 

international institutions should endeavor to foster cooperative security frameworks and ensure that states comply 

with non-proliferation treaties (Grossi, 2024). It is consistent with this perspective that the International Atomic 

Energy Agency has a role in shaping global nuclear governance.  

 

When it comes to addressing rising threats, such as cyberattacks on nuclear sites, new theoretical frameworks are 

extremely necessary. The National Threat Initiative (2023) asserts that technological determinists believe that new 

paradigms in nuclear security may arise as a result of breakthroughs in artificial intelligence, quantum computing, 

and cyberwarfare. These innovations are expected to have an impact on the nuclear security industry. Cyber threats 

are a distinct problem (Northeastern University, 2024). This is due to the fact that cyberattacks have the capability 

of breaching nuclear command and control systems, which could lead to terrible effects.  

 

According to Bunn and Malin (2023), the term "nuclear terrorism" refers to the act of non-state actors acquiring, 

detonating, or sabotaging nuclear materials with the intention of creating widespread calamity. It encompasses a 

wide variety of possible assaults, including the following:  

i. The acquisition of fissile material by terrorists that is adequate for the construction of a nuclear bomb with a 

base level of capability.  

ii. In order to disseminate radioactive chemicals, radiological dispersal devices (RDDs) are utilized. These devices, 

which are commonly referred to as "dirty bombs," make use of conventional explosives.  

iii. Attacks against nuclear facilities, such as reactors or enrichment sites, with the goal to discharge radioactive 

materials. 

 

2.5 The Evolution of Nuclear Terrorism Threats 

There have been a number of factors that have contributed to the growth of nuclear terrorism threats. These factors 

include disruptions in nuclear security, new technologies, and geopolitical conflicts. Following the conclusion of the 

Cold War, there was a growing concern regarding the radioactive materials that had been held by the Soviets (Levi, 

2023). The terrorist attacks of September 11, 2001 brought to light the fact that terrorist organizations are able to 

exploit vulnerabilities in international security. These events also brought emphasis back to the importance of nuclear 

security measures (Mowatt-Larssen, 2023). According to Grossi (2024), the International Atomic Energy Agency 

(IAEA) is one of the most important organizations in terms of nuclear security because it is responsible for 

establishing safety standards, inspecting member states, and providing technical assistance. Among the significant 

initiatives that the IAEA has been working on are:  

IPPAS is an organization that conducts assessments and provide recommendations for the purpose of ensuring the 

safety of nuclear sites all over the world.  

This database, known as ITDB, keeps track of instances of nuclear smuggling on a global scale.  

iii. The Nuclear Security Fund (NSF): This program offers financial assistance to those states who have limited 

resources in order to assist them in strengthening their nuclear security capacity (IAEA, 2023).  

Roth (2024) states that in accordance with United States Security Council Resolution (UNSCR) 1540, States are 

bound to take measures to prevent non-state actors from acquiring nuclear weapons. International Atomic Energy 

Agency (IAEA) and United Nations Counterterrorism Office (UN Counterterrorism Office) collaborate to strengthen 

nuclear security regimes all over the world. As stated by the National Threat Initiative (2023), the Global Initiative 

for Countering Nuclear Terrorism (GICNT) is a global coalition with the objective of enhancing the capability of 

governments and the international community to recognize, prevent, and respond to acts of nuclear terrorism. In 

order to lessen the impact of the nuclear threat, it makes it easier for member states to share information with one 

another and provides opportunities for joint military exercises.  
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2.6 Cybersecurity Threats to Nuclear Infrastructure 

Over the course of the past several years, there has been an increase in the amount of cyberattacks that are directed 

at nuclear power plants. According to the National Academies of Sciences (2024), cyber threats have the capacity to 

hinder nuclear operations. This was proved by the Stuxnet virus attack that occurred in 2010 on Iran's nuclear 

enrichment complex. According to the National Nuclear Security Administration (2024), if hackers were to attack 

nuclear power facilities, it may result in significant safety breaches or the unauthorized access to certain nuclear 

materials. The presence of personnel who are authorized to enter nuclear power facilities poses a significant risk to 

the nation's security. Case studies such as the attempted sabotage at the Doel Nuclear Plant in Belgium (Plokhy, 2024) 

are examples of the threats that are posed by those who are privy to confidential information. In order to protect 

against attacks from within, one must be:  

I. Conducting exhaustive background checks on people who have nuclear backgrounds.  

II. The installation of monitoring systems that operate in real time at nuclear installations.  

III. There should be more stringent protections in place for journalists who blow the whistle.  

There is still a long way to go until the global problem of illegal trafficking of nuclear materials is resolved. According 

to Bunn and Malin (2023), there is evidence that nations such as Georgia and Moldova have also been involved in 

the illegal trafficking of HEU and plutonium. Enhancing border security, enhancing forensic tracking of nuclear 

materials, and increasing intelligence sharing are all critical components in the fight against the illegal transportation 

of nuclear materials around the world. The enforcement mechanisms for nuclear security treaties such as the Non-

Proliferation Treaty (NPT) and UN Security Council Resolution 1540 are ineffective (Allison, 2023). This is because 

member nations do not comply with the treaty in the same manner. There are four countries that possess nuclear 

weapons: the United States of America, Russia, China, and North Korea. The geopolitical tensions that exist between 

these countries make it difficult for them to collaborate on matters pertaining to nuclear security (Radakin, 2024). 

Political competition has an effect on both the process of forming cohesive policies to combat terrorism on a global 

scale and the sharing of intelligence. At the same time as recent advancements in biotechnology, artificial intelligence, 

and drone technology have the potential to strengthen nuclear security, they also have the potential to present new 

hazards (Vienna Centre for Disarmament and Non-Proliferation, 2021). To prevent the misuse of dual-use 

technologies, which are becoming increasingly prevalent, it is vital to implement contemporary security measures.  

 

2.7 Strategic Recommendations for Enhancing Global Nuclear Security 

It is recommended by the National Threat Initiative (2023) that international legal frameworks be strengthened by 

establishing nuclear security agreements that are enforceable inside the United Nations system and ensuring 

compliance with these agreements. It is recommended that national security agencies, the International Criminal 

Police Organization (INTERPOL), and the International Atomic Energy Agency (IAEA) collaborate in order to 

improve their ability to detect and disrupt nuclear threats (National Academies of Sciences, 2024). The Wall Street 

Journal published an article in 2024 titled "A Call for Investment in Cybersecurity for Nuclear Facilities: Enhancing 

Security Infrastructure to Prevent Cyberattacks on Nuclear Control Systems for Nuclear Facilities." In 2024, the 

National Nuclear Security Administration intends to accomplish its goal of increasing the number of public-private 

partnerships that are involved in nuclear security. This will be accomplished by enlisting the assistance of the 

technology sector and defense contractors in order to develop new nuclear security instruments.  

 

On the other hand, the literature places an emphasis on the complexities of nuclear terrorism and the challenges of 

dealing with threats that are always evolving. Despite the fact that there are significant international mechanisms 

and organizations in place to guarantee the safety of nuclear materials, these must be continuously modified in order 

to meet enforcement gaps, geopolitical rivalries, and emerging technological threats. For the purpose of establishing 

a robust international framework to prevent the proliferation of nuclear weapons, academics ought to focus their 

efforts on improving cybersecurity, developing more efficient global enforcement mechanisms, and developing 

innovative counterterrorism strategies.  
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3.0 Objective 

 

With a particular emphasis on identifying the most pressing risks, barriers, and holes in the existing international 

security frameworks, the purpose of this study is to conduct a comprehensive examination and evaluation of the 

existing worldwide strategic defense frameworks for the purpose of countering nuclear terrorism. The purpose of this 

study is to evaluate the effectiveness of multilateral measures in preventing the acquisition and utilization of nuclear 

materials by non-state actors. These initiatives include those that are led by the International Atomic Energy Agency 

(IAEA), the United Nations (UN), the Global Initiative for Nuclear Non-Proliferation (GICNT), and the North Atlantic 

Treaty Organization (NATO). The purpose of the study is also to investigate the ways in which new technological 

advancements, such as unmanned systems and artificial intelligence, as well as insider dangers, illegal trafficking, 

and cyberattacks, have impacted nuclear security. By examining the current literature and policy responses, the 

project intends to give strategic policy suggestions for enhancing international collaboration, increasing enforcement 

mechanisms, and adapting nuclear security frameworks to tackle emerging risks in the 21st century. These 

recommendations will be delivered in order to meet the objectives of the project.  

 

4.0 Methodology 

 

The goal of this part is to offer an overview of the methodology that was utilized in the process of conducting the 

Systematic Literature Review (SLR) on the subject of global strategic defense mechanisms for the purpose of 

combating nuclear terrorism. Due to the fact that nuclear security is a multi-stakeholder and multi-disciplinary issue, 

we decided to use the SLR technique in order to synthesize academic papers and policy documents in a manner that 

is comprehensive, readily available, and reproducible. By utilizing the SLR, it is made simpler to conduct a systematic 

investigation into the ways in which nuclear threats, security technologies, geopolitical issues, and military plans are 

evolving over the course of time. 

4.1 Rationale for Using Systematic Literature Review 

Due to the increasing complexity of nuclear terrorism caused by non-state actors, insider threats, cyber 

vulnerabilities, and geopolitical instability, it is vital to have a process of literature synthesis that is both 

comprehensive and objective. Traditional story assessments frequently fall short in terms of depth and openness 

when it comes to providing support for strategic insights in this particular topic. According to Siddaway et al. (2019), 

the results of a systematic review (SLR) are more trustworthy, objective, and reproducible than the results of other 

types of reviews since they are based on protocol-driven selection and evaluation criteria. A systematic literature 

review was chosen as the methodology for this study because of its capacity to satisfy the following criteria: 

i. Manage enormous datasets spanning multiple domains (e.g., cybersecurity, international relations, defense 

policy, and political science);  

ii. Identify any data that is lacking and any recurring themes that can be found in academic, institutional, and 

government sources; and 

iii. Offer assistance in formulating policy recommendations that are supported by evidence in order to guide 

international security cooperation. 

4.2  Review Protocol Design 

 

Due to the fact that it was conducted in accordance with the PRISMA (Preferred Reporting Items for Systematic 

Reviews and Meta-Analyses) guidelines, the review was comprehensive and transparent regarding its methods (Page 

et al., 2021). A review procedure was used to lay out in advance the study objectives, search parameters, 

inclusion/exclusion criteria, quality assessment tools, and methodologies for data synthesis. All of these elements 

were included in the protocol. For the purpose of making the study more rigorous from a scientific standpoint, a 

number of approaches for dependability and validation were utilized. An independent screening of a selection of the 

articles was performed by two reviewers. Cohen's Kappa was computed to determine levels of agreement during the 

inclusion screening process (McHugh, 2012). This was done to confirm that the screening process was neutral. 
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Throughout the entirety of the screening and coding process, reviewers gathered together for calibration meetings in 

order to iron out any flaws in their knowledge. In order to obtain their views and comments on the primary topics, 

we submitted them to experts in the fields of international relations, cybersecurity, and nuclear policy. A repository 

for review protocols maintains a comprehensive record of all search keywords, decisions regarding inclusion, and 

code structures for the purpose of repeating them in the future. The purpose of this study is to analyze thematic trends 

across areas and institutional mechanisms, with a particular emphasis on the disparities that exist amongst nuclear-

capable states in their respective stages of development. For the purpose of organizing the direct quotes and the 

thoughts that were synthesized, the research questions were applied. The sections on the results and analysis were 

able to have a more concentrated discussion as a result of this. 

 

4.3 Ethical Considerations 

 

 Due to the fact that this review did not directly include human subjects, it did not require approval from an 

ethics board. On the other hand, in order to preserve the credibility of the academic community, the research adhered 

to all of the relevant ethical norms. There was no deviation from the APA 7th edition in the citation format that was 

utilized. The protection of the rights to intellectual property and proprietary property was maintained at all times. 

Before we engaged with the experts that we interviewed, we made sure to get their informed consent, and we also 

asked them to keep their opinion private. Through the utilization of the SLR technique, a foundation that is both 

open and replicable was established for the purpose of assessing the challenges and threats associated with global 

nuclear defense. Due to the fact that this methodology is both methodical and ethical, it is possible for academics, 

politicians, and international security groups to all reap the benefits of conclusions that are more trustworthy, 

valuable, and influential. 

 

5.0 Result & Discussion 

 

The purpose of this study is to evaluate the state of international efforts to combat nuclear terrorism, both those that 

are currently underway and those that will be undertaken in the future, to identify emerging threats, and to propose 

potential remedies to improve nuclear safety. It is the research objectives that serve as the foundation for the 

organization of the scope. This study examines the effectiveness of a number of international organizations, including 

the United Nations, the Global Initiative for Nuclear Threats (GICNT), the Nuclear Security Summit, and the 

International Atomic Energy Agency, in carrying out their respective functions. Nuclear security is a complicated 

topic. The efficiency of several frameworks in avoiding nuclear terrorism and the transmission of nuclear materials 

to non-state actors is evaluated in this report. Further investigation of counterterrorism initiatives at the federal and 

state levels is carried out in this study. The research investigates the enforcement procedures, intelligence-sharing 

capacity, and collaboration hurdles among these programs. A further aspect of this research is that it investigates the 

ever-evolving environment of nuclear security threats. These dangers include cyberattacks on nuclear plants, insider 

threats within nuclear facilities, the smuggling of radioactive materials, and the weaponization of drone and artificial 

intelligence (AI) technology. This article takes a look at the dangers that are posed by the ongoing geopolitical 

conflicts and technological advancements, bringing to light the methods in which terrorist organizations exploit 

vulnerabilities in security. We will investigate past cases of nuclear smuggling and cyberattacks on nuclear systems 

in order to identify where there are holes in the security mechanisms that are already in place.  

 

The objective of the study is to give evidence-based policy ideas that are both practicable and well-thought-out. This 

will be done with the intention of strengthening global nuclear security frameworks. The resolution of legal gaps in 

nuclear security enforcement, the strengthening of border control measures, the enhancement of intelligence-sharing, 

and the improvement of cybersecurity requirements for nuclear plants are all components of this. An expansion of 

international cooperation is also important. In addition, the study will include suggestions for the ways in which 

public-private partnerships could be beneficial to nuclear security, with a particular emphasis on areas such as 

nuclear forensics, the development of technologies, and strategies to reduce risk. 

 

 The report does not delve into the technical aspects of nuclear weapon development; rather, it concentrates 
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on frameworks for policy and governance and security. This is despite the fact that it conducts an in-depth 

investigation of the threats to nuclear security and terrorism. Rather than focusing on nuclear deterrent measures 

between nation-states, the study places a significant amount of emphasis on non-state actors and terrorist 

organizations. As a result of the limited access to sensitive intelligence and government security operations, these 

activities are not included in the scope of this inquiry. 

 

There are significant implications for academia, policy, and practice that can be drawn from this work with regard to 

nuclear security. When viewed from an academic point of view, it contributes to the existing body of knowledge 

concerning strategies for counterterrorism including nuclear weapons, the foundations of international security, and 

emerging technical threats. It provides governments, international organizations, and law enforcement agencies with 

proposals that can be put into practice in order to improve nuclear security frameworks, intelligence-sharing 

procedures, and enforcement policies. The practical consequences of the study include providing assistance to 

security agencies, cybersecurity professionals, and operators of nuclear plants in the process of developing 

preventative defensive strategies against nuclear terrorism. 

The findings of this study will be beneficial to policymakers since they offer data-driven insights into the effectiveness 

of existing security measures as well as areas that have room for improvement. Additionally, those working in the 

military industry, intelligence agencies, and security analysts will find it to be a useful resource for understanding the 

evolving nature of nuclear terrorism and the potential responses to it. The incorporation of technological 

advancements like as cyber defenses, nuclear forensics, and artificial intelligence-driven threat detection is another 

way in which this study bridges the gap between traditional security strategy and cutting-edge technological 

innovations. 

 

In the end, the findings of the study, which identify weak points in nuclear security and make recommendations for 

strengthening those areas, contribute to the achievement of the overarching goal of achieving world peace and 

stability. Through the promotion of international cooperation and the formulation of policy recommendations, it 

attempts to strengthen the global nuclear security architecture and prevent catastrophic nuclear terrorist incidents. 

6.0 Conclusion 

 

This study has included a number of different components, including strategic policy ideas, assessments of new 

hazards, and a review of global strategic defense mechanisms employed in the fight against nuclear terrorism. The 

findings indicate that there are still significant gaps in terms of enforcement, information sharing, and the ability to 

respond to emerging threats, despite the significance of nuclear security institutions such as the International Atomic 

Energy Agency (IAEA), the United Nations (UN), the North Atlantic Treaty Organization (NATO), and the Global 

Initiative for Nuclear Non-Proliferation (GICNT). According to the findings of the case study analysis, there are 

vulnerabilities in the trafficking of nuclear materials, insider threats, and the increasing role of cyber warfare in 

nuclear terrorism. In order to keep up with the ever-evolving nature of nuclear terrorism, security measures need to 

be regularly updated and introduced with new ideas. It is possible for the international community to improve global 

security and lessen the likelihood of nuclear terrorism by addressing policy gaps, incorporating cutting-edge 

technology, and fostering cooperation on a global scale. The findings of this study can serve as a foundation for further 

research and policy development in the field of nuclear counterterrorism. 
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