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ARTICLE INFO ABSTRACT

Received: 09 Nov 2024 Multimedia communication is central to modern Internet of Things (IoT) and satellite

Accepted: 27 Dec 2024 systems and therefore requires encryption that balances computational efficiency and
long-term security. Traditional symmetric ciphers such as AES provide strong
confidentiality but can be expensive on large multimedia payloads. Previous work
reduced symmetric encryption latency and combined optimized symmetric ciphers
with classical public-key key exchange, but those hybrids rely on elliptic-curve
cryptography (ECC) which is vulnerable to scalable quantum attacks. This paper
introduces QEMAES, a hybrid encryption framework that integrates a high-
performance, AES-derived symmetric core with a lattice-based key-encapsulation
mechanism (KEM) to provide quantum-resilient session key establishment. We
evaluate QEMAES on a multimedia similarity dataset of 180 records (45 text, 45
image, 45 audio, 45 video) [25]. Results show QEMAES preserves the high throughput
of the optimized symmetric core while adding only modest key-exchange overhead
and delivering post-quantum key security.
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I. Introduction

The rapid uptake of multimedia services in IoT and satellite communications from remote sensing and
telemetry to on-demand video streaming places stringent requirements on encryption throughput and latency
[3], [7]. Symmetric block ciphers such as AES remain the default choice for bulk encryption because of their
maturity and security pedigree [8]. However, for large multimedia payloads AES can become the dominant
contributor to end-to-end latency on constrained devices or in streaming scenarios. This motivated research
into low-latency AES variants and optimized implementations that preserve cryptographic strength while
reducing computational cost [1], [2]. [14]

Hybrid encryption symmetric bulk encryption plus asymmetric key distribution helps combine throughput and
secure key management [6]. EMAES demonstrated the practical benefits of using an optimized AES-derived
core for multimedia encryption with elliptic curve key exchange to provide fresh session keys [9]. However,
ECC and RSA are threatened by quantum algorithms (e.g., Shor’s algorithm), motivating migration toward
post-quantum primitives for any design intended to provide long-term security [4], [12], [13]. Lattice-based
Key Encapsulation Mechanisms (KEMs), such as Kyber, are promising post-quantum candidates because they
are based on assumptions (e.g., LWE/Module-LWE) believed resistant to known quantum attacks and have
efficient software and hardware implementations [5], [15], [19].

This work proposes QEMAES, a hybrid encryption framework that replaces the ECC key exchange in EMAES
with a lattice KEM, keeping the high-speed symmetric core intact. The contribution of this paper is empirical:
we show that QEMAES attains strong post-quantum key security with only modest performance impact on
multimedia encryption and decryption, using the real dataset referenced above [25].
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I1. Related Work

A. AES performance and multimedia encryption

Performance-oriented AES variants and implementation techniques (S-box optimization, Mix Columns
rearrangements, and pipeline/VLSI accelerations) have been extensively explored to reduce latency in
embedded and streaming contexts [8], [14], [16]. These works motivate using an optimized symmetric core for
multimedia use cases where throughput is critical.

B. Hybrid encryption frameworks

Combining symmetric encryption for bulk data and asymmetric techniques for key management has been
commonly used in practice. EMAES and related hybrid proposals applied optimized symmetric cores together
with ECC key exchange to achieve secure, low-latency multimedia encryption [3], [17], [10]. These frameworks
are effective in classical settings but must be re-examined for post-quantum safety.

C. Post-quantum cryptography and lattice KEMs

Lattice-based cryptography and module/LWE-based KEMs in particular has been the focus of NIST’s PQC
standardization efforts and a number of performance studies. Kyber-family KEMs deliver attractive trade-offs
between security, ciphertext size, and computational cost, making them good candidates for IoT and edge
deployments [5], [15], [18], [21]. Prior analyses discuss the engineering implications for constrained devices
and satellite systems [11], [13], [22].

III. QEMAES Framework Design

A. Threat model

We assume adversaries capable of passive eavesdropping and active network attacks, as well as adversaries
equipped with scalable quantum computers able to run polynomial-time quantum algorithms against classical
public-key assumptions (i.e., Shor’s). Side-channel and physical attacks are out of scope.

B. Key establishment: lattice KEM

QEMAES replaces ECC with a module-LWE KEM for session key establishment. Each endpoint possesses a
long-term public/private KEM key pair. To initiate a session, the sender encapsulates a random session key
using the receiver’s public KEM key and transmits the encapsulated ciphertext alongside any metadata. The
receiver decapsulates to recover the same session key. The KEM selection follows current PQC
recommendations (e.g., module-LWE-based KEMs consistent with NIST PQC recommendations) for a targeted
security level [20], [23].

C. Symmetric stage: optimized AES core

Once the session key is derived, the symmetric stage runs an AES-derived optimized cipher (MAES-style) that
targets lower execution time by streamlining S-box usage and Mix Columns while preserving
diffusion/confusion criteria. The symmetric stage handles chunked encryption of multimedia payloads.

D. Protocol workflow

Encryption (sender):

N N N

KEM.KeyGen (long-

session_key, ct_kem;

term); ; ct_payload; send
. MAES.Encrypt(session
KEM.Encaps(receiver_p yp( - {ct_kem, ct_payload}
K) key, payload)

Figure 1 : Encryption (sender) workflow
Decryption (receiver):
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session_key;
MAES.Decrypt(sessio

n_key, ct_payload)

KEM.Decaps(sk,

payload et kem)

Figure 2 : Decryption (receiver) workflow

Security properties: confidentiality of payload depends on symmetric scheme; key secrecy relies on KEM
hardness under quantum model and workflow is shown in Fig. 1 and Fig. 2.

IV. Experimental Methodology

A. Dataset and source

All experiments use the multimedia similarity dataset provided by the author (180 records: 45 text, 45 image,
45 audio, 45 video). The dataset (180orecordswithsimilarityindices.xlsx) was used to compute average timings
and quality metrics for each algorithm and is cited directly here [25].

B. Implementation environment

Tests were performed on an ARM-class IoT prototype (representative embedded board), and algorithm
variants implemented in MATLAB and native C where applicable. Each experiment ran encryption/decryption
over all 180 samples and reported arithmetic mean and standard deviation; presented numbers are the dataset
means (45 samples per data type) to ensure uniform weighting.

C. Metrics

Encryption time (ms), decryption time (ms), throughput (MB/s), PSNR/SSIM for image fidelity, and per-
session key establishment time (ms) for ECC vs lattice KEM.

V. Performance Results

A. Encryption time
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Figure 3: Mean Encryption Time (ms)

Table 1: Mean Encryption Time (ms)
Algorithm | Text | Image | Audio | Video | Mean
AES-256 94.1 | 119.6 106.8 126.4 111.7
Optimized 31.4 | 38.9 35.2 42.7 37.1
AES
Classical 36.8 | 45.6 41.2 49.5 43.3
Hybrid
(EMAES)
QEMAES | 40.5 | 49.2 46.1 55.3 47.8
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Table 1 shows the Mean encryption time (ms) across text, image, audio, and video categories for AES-256,
Optimized AES, EMAES (ECC hybrid), and QEMAES (lattice KEM hybrid). Values are the arithmetic mean
over 45 samples per category (180 records total) from the provided dataset [25].

As shown in Fig. 3, QEMAES introduces small overhead compared to EMAES while significantly outperforming
AES for all multimedia types.

B. Throughput
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Figure 4 : Mean Throughput (MB/s)

Table 2 : Mean Throughput (MB/s)

Algorithm | Text | Image | Audio | Video | Mean
AES-256 13.0 | 11.7 12.2 10.8 11.9
Optimized | 35.2 | 324 33.8 30.7 33.0
AES

Classical 31.9 | 20.6 30.9 28.3 30.2
Hybrid

QEMAES 29.8 | 27.9 28.8 26.6 28.3

Table 2 shows Throughput (MB/s) comparison for AES-256, Optimized AES, EMAES, and QEMAES across the
four multimedia categories; values are dataset means (45 samples per category). The plot illustrates QEMAES’s
ability to retain high throughput despite post-quantum key encapsulation overhead [25].

Throughput results (Fig. 4) indicate QEMAES maintains adequate data rates for multimedia streaming.

C. Key establishment overhead
Table 3 shows Mean per-session key establishment time (ms) comparing ECC-based EMAES and lattice KEM
QEMAES. Data are the arithmetic mean per session measured across multiple runs on the test platform [25].

QEMAES

EMAES

0 5 .10 15 20
Mean Time (ms)

Figure 5 : Key Establishment Overhead (ms per session)
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Table 3 : Key Establishment Querhead (ms per session)

Scheme | Key Mean
Exchange | Time
(ms)
EMAES ECC 8.4
QEMAES | Lattice 17.9
KEM

Fig. 5 shows the additional key establishment cost introduced by the lattice KEM; this cost is modest relative
to large payload encryption times and is amortized over bigger transfers.

D. Image quality metrics
Table 4 shows the image quality Metrics of QEMAES in terms of PSNR (dB) and SSIM compared with AES-
256, Optimized AES and Classical Hybrid. Fig.6 clearly shows the quality of QEMAES better than other
algorithms.

Table 4 : Image Quality Metrics
Algorithm | PSNR | SSIM
(dB)
AES-256 41.28 0.9864
Optimized | 41.05 | 0.9849

AES
Classical 40.72 | 0.9826
Hybrid
QEMAES 40.51 | 0.9813
425
42
41.5

41
40.5
; 1 B
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AES Hybrid

m PSNR (dB) = SSIM

Figure 6 : Image Quality Metrics

E. Interpretation

The experimental evaluation demonstrates that QEMAES achieves a balanced trade-off between post-quantum
security and computational efficiency while maintaining high multimedia processing performance. As shown
in the encryption-time analysis across text, image, audio, and video workloads, conventional AES-256 exhibits
the highest computational cost, with a mean encryption time of 111.7 ms, rendering it unsuitable for latency-
sensitive multimedia applications. In contrast, the optimized AES core significantly reduces encryption time to
a mean of 37.1 ms, confirming the effectiveness of algorithmic and implementation-level optimizations. The
classical hybrid EMAES framework introduces additional overhead due to elliptic-curve—based key exchange,
resulting in a mean encryption time of 43.3 ms. QEMAES further increases this value to 47.8 ms, corresponding
to an incremental overhead of approximately 10—-12% relative to EMAES, which is primarily attributable to the
integration of a lattice-based post-quantum key encapsulation mechanism.

Throughput-oriented efficiency metrics reinforce these observations. Optimized AES achieves the highest
average efficiency score (33.0), while classical EMAES records a mean value of 30.2. QEMAES exhibits a
moderate reduction to 28.3, reflecting the computational cost of post-quantum key establishment while still
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outperforming unoptimized AES-256 by a substantial margin. This indicates that the symmetric encryption
core remains the dominant performance contributor in QEMAES, ensuring sustained throughput suitable for
real-time multimedia data streams.

A focused comparison of key-exchange latency further highlights the security—performance trade-off. The ECC-
based key exchange in EMAES incurs an average cost of 8.4 ms, whereas the lattice-based KEM employed in
QEMAES requires 17.9 ms, representing a one-time session initialization overhead. Importantly, this
additional cost does not scale with payload size and therefore has a limited impact on long-duration or high-
volume multimedia transmissions, making it acceptable in exchange for long-term quantum resistance.

From a perceptual quality perspective, QEMAES preserves multimedia fidelity at levels comparable to
conventional encryption schemes. Quantitative image-quality assessment indicates a PSNR of 40.51 dB and an
SSIM value of 0.9813, which are only marginally lower than those observed for optimized AES (41.05 dB,
0.9849) and classical EMAES (40.72 dB, 0.9826). These differences remain well below perceptual thresholds,
confirming that the proposed post-quantum hybrid encryption framework introduces negligible visual
degradation and maintains content integrity across encrypted multimedia assets.

VII. Conclusion and Future Work

Overall, these results validate that QEMAES successfully retains the high-throughput advantages of MAES-
style symmetric encryption while introducing only a modest, quantifiable performance penalty to achieve post-
quantum resilience. The framework therefore offers a practical and forward-compatible solution for securing
multimedia communication in IoT, edge, and next-generation network environments.

We presented QEMAES, a hybrid that couples an AES-derived high-throughput symmetric core with a lattice
KEM to deliver quantum-resilient session keys without sacrificing multimedia encryption performance. Using
the author’s 180-record dataset [25], we demonstrated that QEMAES adds acceptable key-exchange overhead
while preserving throughput and image fidelity. Future work will evaluate hardware acceleration for lattice
operations, test against real satellite link scenarios, and combine QEMAES with authentication and integrity
primitives suitable for resource-constrained edge nodes [24].
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