
Journal of Information Systems Engineering and Management 
2024, 9(4) 

e-ISSN: 2468-4376 

   

https://www.jisem-journal.com/ Research Article  

 

 1 

 
Copyright © 2024 by Author/s and Licensed by JISEM. This is an open access article distributed under the Creative Commons 

Attribution License which permits unrestricted use, distribution, and reproduction in any medium, provided the original work 

is properly cited. 

 

AI-Enhanced Secure SD-WAN in the Post-Quantum Era 

with Quantum Cryptography 

 
Dipesh Jagdish Kashiv 

George Mason University, Fairfax, VA, 22030 

dipeshkashiv@gmail.com 

 

ARTICLE INFO ABSTRACT 

Received: 06 Sept 2024 

Revised: 18 Oct 2024 

Accepted: 28 Oct 2024 

 

The intersection of Artificial Intelligence (AI), Software-Defined Wide Area Networking (SD-

WAN), and quantum-level cryptography is altering the framework of high-performance, 

secure enterprise connectivity.With quantum computers threatening to crack the classical 

encryption, Post-Quantum Cryptographic (PQC) algorithms converging with Quantum Key 

Distribution (QKD) is critical to the encryption of in-transit data.According to this article, the 

proposed AI-enhanced, quantum-resistant SD-WAN architecture integrates quantum-

resistant cryptography, AI-optimized BGP routing optimization and SLA-based 

telemetry.Continuous learning allows AI agents to predict the pattern of the traffic, choose 

the optimal route, and dynamically control the performance and Service Level Agreements 

(SLAs) of the network and networks.Quantum resistant systems also enable confidentiality 

and integrity in parallel spread links. It is allowing its architecture to address future 

challenges on the fronts of scalability and vendor interoperability and privacy-preserving AI 

analytics, and so is the basis of autonomous and policy-based network management. As the 

three research areas converge, experimental settings, and architectural designs, this paper 

deals with the convergence of the AI smartness with quantum security with respect to 

adaptive, robust, and quantum-immune SD-WAN infrastructures. It is the paradigm 

currently being mentioned that provides a standard of creating smart, self-healing, and 

quantum-immunized wide-area networks that are designed to meet the challenging needs of 

the next-generation digital ecosystems. 

Keywords: AI-Augmented SD-WAN, Post-Quantum Cryptography, Quantum Key 

Distribution (QKD), SLA-Driven Networking, BGP Optimization. 

1.Introduction 

The current digitalization of businesses by firms has introduced a paradigm shift in the network design, 

management and security.It is focused on Software-Defined Wide Area Networking (SD-WAN), the 

architecture that decouples data planes and network control to allow the centralized management of policies, 

path choice dynamics and utilization of bandwidth-optimal paths across links in a network as a WAN [1]. With 

the companies moving towards cloud-native and hybrid, SD-WAN is an important element to provide secure 

quality and high-performance connectivity to the far-end sites. However, as network infrastructures change, 

performance requirements and threat environments change. The emergence of quantum computing and the 

threat that this poses to the security of even basic security systems of the modern Internet such as RSA and 

ECC on which are founded such technologies as SSL/TLS and VPN are ubiquitously deployed in SD-WAN [2]. 

It is also expanding the use of cryptography schemes that are resistant to quantum algorithms and quantum 

key distribution (QKD) as a foundation of post-quantum security of the next-generation networking networks 

[3]. Simultaneously, Artificial Intelligence (AI) and Machine Learning (ML) are similarly introduced into SD-

WAN solutions to allow smart orchestration, traffic shaping, and real-time routes optimization. With such 

technologies, there are opportunities that are not found in rule-based systems like predictive analysis, anomaly 

detection, and SLA-based policy control adjustment [4]. The introduction of AI with the aim of improving the 

Border Gateway Protocol (BGP) decision-making process is likely to be one of the most important shifts in the 

field with the view to making SLA-based route optimization feasible in inter-domain networks, which is a 

fundamental necessity in application-level QoS in service provider and enterprise networks [5]. A combination 
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of AI, quantum cryptography and SD-WAN is an urgent and demand-based research area. Although all of these 

techs have achieved high rates of maturity, the three are not tightly integrated and more performance, 

interoperability, and security trade-offs issues still persist. As a case in point, it must design quantum-safe 

crypto into SD-WAN, considering computational overhead, and be compatible with AI-based traffic 

engineering modules. Similarly, AI usage on dynamic routing-optimization of BGP would likewise have to 

consider real-time changes in network security posture, latency values, and adherence to SLA which is more 

advanced under a post-quantum formal of threat [6]. The topic is especially topical in the present time when 

the strategic importance of network performance and security is considered in the context of national networks 

and infrastructures, financial networks, and global communications. Already, the National Institute of 

Standards and Technology (NIST) in the United States is underway to standardize post-quantum crypto 

algorithms and most nation-states are already investing in quantum communications and AI-based 

cybersecurity technologies [7]. It is therefore not only a technical necessity but also a national economic 

imperative to consolidate all these technologies into a unified SD-WAN solution. 

Despite all these advances, a lot is still to be done. Present SD-WAN solutions are not quantum-safe natively 

for encryption and possess minimal features for hosting AI for cross-layer optimization. Moreover, the 

traditional BGP was not created for SLA-awareness or real-time adjustment, so integration of AI into BGP is 

challenging and a necessity. Even less has been achieved in scaling architecture that can host AI, quantum 

crypto, and SD-WAN securely and effectively. 

This review will provide an end-to-end, human-oriented view of the current situation with respect to AI-

enabled secure SD-WANs, their evolution in the post-quantum era, and specially explore the utilization of 

quantum cryptographic primitives, AI-driven SLA-oriented BGP route optimization, and the architectural 

intricacies behind combining these components. The paper will also illuminate the prevailing technology 

issues, provide important input in each of area and deliberate on lines of developing robust intelligent and 

quantum-proof network systems. 

Table 1: Summary of Key Research in AI-Enhanced Secure SD-WAN, Quantum Cryptography, and AI-

Augmented Routing 

Reference Focus Findings 

8 Integration of post-quantum 

cryptographic algorithms into 

SD-WAN frameworks 

Demonstrated that 

incorporating lattice-based 

encryption in SD-WAN 

introduces computational 

overhead, but offers robust 

resistance against quantum 

attacks [8]. 

9 Quantum Key Distribution for 

securing WAN environments 

Experimental QKD over SD-

WANs shows secure key 

exchange is viable over 100 km 

but requires hybrid approaches 

for scalability [9]. 

10 AI/ML techniques in dynamic 

route optimization 

Showed deep reinforcement 

learning can reduce latency by 

20% in SLA-driven route 

selection compared to static 

policies [10]. 
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11 Machine learning-enhanced 

BGP decision processes 

Proved that supervised ML 

models can dynamically 

reconfigure BGP routes to 

maintain SLA performance 

under varying loads [11]. 

12 PQC algorithms in VPN 

tunneling for enterprise WANs 

Evaluated NTRUEncrypt and 

FrodoKEM in real-time VPNs; 

reported 30% CPU overhead 

but strong quantum resilience 

[12]. 

13 SD-WAN with real-time 

cognitive AI models 

Developed an SD-WAN 

controller with NLP-based 

policy adaptation; improved 

real-time traffic classification 

by 35% [13]. 

14 Quantum-safe routing 

protocols and threat models 

Identified routing 

vulnerabilities in current 

protocols and proposed QSP-

BGP, a quantum-secure 

extension to BGP [14]. 

15 Synergizing ML and post-

quantum cryptography 

Introduced hybrid SD-WAN 

architecture using ML for threat 

detection and PQC for link 

encryption, validated on testbed 

[15]. 

16 SLA-focused optimization in 

AI-enhanced SD-WAN 

Used graph neural networks for 

traffic path selection with 92% 

SLA satisfaction rate in 

emulated networks [16]. 

17 Migration roadmap for SD-

WAN to quantum-safe models 

Proposed hybrid cryptography 

model combining PQC and 

traditional encryption for 

phased deployment in 

enterprises [17]. 

2. Proposed Theoretical Model and Architecture for AI-Enhanced Secure SD-WAN in the Post-

Quantum Era 

1. Introduction to the Theoretical Model 

In order to meet the dual challenge of quantum-resilient security and AI-fostered optimization in wide-area 

networking, we suggest a modular architecture for SD-WAN that combines: 

● Post-Quantum Cryptography (PQC) and Quantum Key Distribution (QKD) for end-to-end secure 

communication 

● AI-boosted BGP Route Optimization for SLA-based inter-domain routing 

● A centralized SD-WAN Controller that manages security policies, route choice, and performance tracking 
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This model is designed to develop a scalable, intelligent, and quantum-resilient communication structure 

applicable for enterprise and service provider networks in the future post-quantum world. 

2. Block Diagram: AI-Augmented Quantum-Secure SD-WAN Framework 

Figure 1: AI-Enhanced Secure SD-WAN Architecture in Post-Quantum Era 

 

Figure 1: High-Level Architecture of AI-Enhanced Quantum-Secure SD-WAN 

Architecture Components: 

1. SD-WAN Edge Devices 

○ Secure traffic tunnels using PQC or QKD-derived symmetric keys 

○ Perform local traffic routing and encryption at endpoints [18] 

2. AI-Based Route Optimizer 

○ Continuously learns and adapts BGP route selection to meet SLA constraints using ML models like decision 

trees or reinforcement learning [19] 

3. Quantum Key Distribution Module (QKD/QN) 

○ Distributes quantum-safe symmetric keys to SD-WAN nodes using protocols like BB84 [20] 

4. Centralized Orchestrator (SD-WAN Controller) 

○ Applies SLA policies 

○ Performs AI model training and inference 

○ Interfaces with post-quantum VPN tunneling and route control engines [21] 

5. Security Module (Post-Quantum Cryptography) 

○ Supports lattice-based (e.g., Kyber), code-based, or hash-based PQC algorithms for encryption and 

authentication [22] 

6. SLA Monitor + Telemetry Engine 

○ Real-time monitoring of network KPIs (latency, jitter, loss) 

○ Feeds data into AI models to enable predictive optimization [23] 
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7. AI-Augmented BGP Router 

○ Uses AI-inferred preferences and real-time SLA data to announce optimized routes to peers 

○ Adjusts based on network congestion, attacks, and link state changes [24] 

3. Discussion of the Theoretical Framework 

This theoretical model is designed to achieve the following key objectives: 

Post-Quantum Security Integration 

Quantum computers will inevitably compromise commonly used asymmetric encryption methods such as RSA 

and ECC. Therefore, the introduced model incorporates post-quantum cryptographic algorithms (for instance, 

Kyber, BIKE, NTRUEncrypt) within the SD-WAN edge and core transport encryption so that they are immune 

to future attacks [22]. 

For applications with a high-security requirement, QKD is integrated into the design through optical fiber 

channels or satellite connections if it is applicable. QKD provides secure symmetric key exchange, and thus it 

is very well-applicable for sensitive communications [20]. 

AI-Augmented BGP Optimization 

Classic BGP is not SLA-aware and does not have the ability to learn from dynamic traffic patterns. In our 

approach, AI algorithms (e.g., supervised learning, reinforcement learning, and GNNs) examine telemetry and 

trend information to forecast link failures or congestion. The AI agent periodically adjusts BGP route preference 

to adhere to SLA measurements such as low delay, jitter, and high bandwidth [19], [24]. 

SLA-Aware Control Plane 

The SD-WAN controller imposes policies based on SLA templates (e.g., voice/video prioritization, critical data 

routing). The controller relies on edge node telemetry to feed the AI engine, which then adjusts BGP 

advertisements and reconfigures VPN routes accordingly [23]. 

Interoperability and Hybrid Deployment 

To facilitate practical deployment, hybrid encryption is supported by the model, i.e., simultaneous use of 

classical (e.g., AES-GCM) and post-quantum schemes for backward compatibility. It further provides for 

phasing-in AI agents, beginning with basic traffic prediction up to complete autonomous routing [18]. 

4. Advantages of the Proposed Model 

Table 2: Advantages of the Proposed Model ( Feature and Benifit) 

Feature Benefit 

Post-Quantum Security Resilience to quantum attacks on public-key 

infrastructure [22] 

AI-Augmented Routing Real-time, SLA-driven BGP optimization [19], 

[24] 

Centralized Intelligence Easier orchestration and policy enforcement [21] 

Real-Time SLA Monitoring Proactive route adjustments and SLA compliance 

[23] 

Modular Deployment Supports gradual integration into legacy SD-

WANs [18] 
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5. Challenges and Future Work 

While this model presents a robust foundation, some open research challenges include: 

● High latency and resource overhead of PQC algorithms [22] 

● Scalability limitations of QKD beyond metro-scale deployments [20] 

● Need for real-world datasets to train AI route optimizers effectively [19] 

● Lack of standardized APIs for AI and SD-WAN controller integration [24] 

Figure 2: Theoretical Data Flow Model for SLA-Driven Quantum Secure SD-WAN 

 

Diagram Use Case and Justification 

These diagrams support the architecture discussed earlier, helping visualize the interplay between: 

● AI-based route management 

● Post-quantum encryption 

● SLA-driven control mechanisms 

● Scalability and modularity of SD-WAN deployments 

They are particularly important as networking systems move toward autonomous, intelligent, and quantum-

secure operations in the next-generation Internet [18], [19], [22]. 

3.Experimental Results and Evaluation of AI-Enhanced Secure SD-WAN with Quantum 

Cryptography 

1. Experimental Setup Overview 

In order to confirm the effectiveness of the suggested new AI-assisted secure SD-WAN architecture, several 

studies have modeled enterprise WAN environments with the closest approach to the real environment as 

possible. Experiments have been done on emulated testbeds such as Mininet, GNS3, or ONOS SDN Controllers 
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to execute the logic, and have used cryptographic libraries such as Open Quantum Safe (OQS) to execute PQC 

algorithms [24]. The AI models were trained using historical data of SLA and telemetry on actual WAN 

environments or synthetic data sources such as CAIDA traffic traces [25]. 

2. Performance Metrics Evaluated 

Table 3: Performance Metrics ( Metric and Description) 

Metric Description 

Latency Round-trip time for packet traversal 

Packet Loss (%) Ratio of lost packets in total transmitted packets 

Throughput (Mbps) Data rate across the WAN 

SLA Violation Rate % of sessions not meeting SLA targets 

Key Exchange Time Time to establish cryptographic keys (PQC/QKD) 

CPU Usage (%) Resource usage due to cryptographic and AI 

modules 

 

Table 4: Performance Comparison of Encryption Techniques 

Encryption Method Key Exchange Time 

(ms) 

CPU Usage (%) SLA Compliance 

Rate (%) 

RSA-2048 5 15 89 

ECC-256 4 13 90 

Kyber-512 (PQC) 9 24 91 

NTRUEncrypt (PQC) 11 26 92 

QKD (Optical) 150 8 98 

 

Interpretation: While QKD offers the best SLA compliance due to perfect forward secrecy, it comes at the 

cost of higher key exchange latency. PQC algorithms like Kyber and NTRU provide strong security with 

moderate overheads, making them suitable for practical deployment [24], [26]. 
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4. Graph 1: SLA Violation Rate Over Time (AI vs Non-AI Routing) 

 

Graph 1: AI-Augmented BGP reduces SLA violations compared to static routing 

Explanation: The AI-enhanced routing engine showed consistent SLA adherence across varying network 

loads, with 35–40% fewer SLA violations under high-congestion conditions compared to static path routing 

[25], [27]. 

Table 5: Impact of AI Routing on Performance Metrics 

Routing Strategy Latency (ms) Packet Loss (%) SLA Violation Rate 

(%) 

Traditional BGP 89 2.8 14.3 

Manual SD-WAN 

Policy 

72 2.1 10.8 

AI-Enhanced BGP 54 1.2 6.9 

 

Conclusion: AI-driven BGP not only improved SLA compliance but also reduced latency by 39% and 

packet loss by over 50%, demonstrating its effectiveness in dynamic routing environments [25]. 
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Graph 2: CPU Usage Comparison Across Cryptographic Techniques 

 
Graph 2: PQC algorithms introduce higher CPU overhead compared to classical encryption 

Observation: CPU usage increases by ~10–15% with post-quantum cryptographic algorithms compared to 

RSA/ECC. However, this trade-off is justified by the added quantum resilience. Optimizations such as 

hardware acceleration (e.g., via Intel QAT) can help mitigate this issue [26], [28]. 

7. Combined Architecture Performance (AI + PQC) 

An experiment conducted by Gao & Lee (2022) evaluated a hybrid SD-WAN model integrating Kyber-768 with 

AI-based SLA optimizers. Results showed: 

● 99.1% SLA satisfaction for VoIP applications 

● 95% bandwidth utilization efficiency under peak load 

● 26% overall reduction in service disruptions compared to legacy models [27] 

Additionally, Wang et al. (2023) demonstrated that real-time AI adaptation allows faster route recovery 

from BGP hijack attempts or link failures, reducing incident resolution time from 120 seconds (manual) to 

under 10 seconds [29]. 

Table 6: Summary of Key Experimental Findings 

Feature Evaluated AI+PQC Architecture Traditional SD-WAN 

SLA Violation Rate 6.9% 14.3% 

Key Exchange Resilience Quantum-safe Vulnerable (RSA/ECC) 

Latency (avg) 54 ms 89 ms 

CPU Overhead +12% Baseline 

Route Reconfiguration Dynamic (AI-based) Static 
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9. Key Insights and Takeaways 

● AI-enhanced routing significantly improves SLA adherence, even under high network stress [25]. 

● Post-quantum cryptography, while more CPU intensive, offers viable protection with acceptable trade-

offs for enterprise-class SD-WAN [26]. 

● QKD-based implementations are suitable for critical infrastructures (e.g., banking, defense) but 

currently limited by cost and deployment complexity [24], [28]. 

● Combining AI-driven routing + PQC/QKD results in resilient and performance-optimized WAN 

systems ready for post-quantum threats. 

4. Future Directions 

Much progress has been achieved in the development of SD-WAN architectures with the incorporation of AI 

and quantum-resistant cryptography. However, multiple key research areas are open and need to be addressed 

in the future. 

4.1 Scaling Quantum Cryptography into Real-World SD-WAN Deployments 

Though the quantum theory supporting Quantum Key Distribution (QKD) is solid, its practical implementation 

is still in the limits of short-distance and managed fiber infrastructures. Extrapolating QKD to fit multi-hop 

and multi-cloud SD-WAN networks calls for more scalable key relay protocols and hybrid models of trust. 

Furthermore, the integration of QKD into software-defined frameworks needs a standard API framework to 

allow SD-WAN orchestrators to handle quantum key lifecycles with ease. 

4.2 Lightweight Post-Quantum Cryptography Algorithms for Edge Devices 

One of the challenges at present is the extremely large computational overhead of post-quantum encryption 

algorithms, especially on light-resource SD-WAN edge devices. Future work will have to tackle lightweight PQC 

implementation design development and benchmarking—such as isogeny-based or hash-based constructions 

with hardware-acceleration assistance (e.g., FPGAs, RISC-V extensions). 

4.3 Federated Learning for Privacy-Preserving AI in SD-WAN 

Current AI-powered SD-WAN solutions typically rely on centralized training models, which result in data 

privacy violations and points of failure. One of the promising approaches is utilizing federated learning such 

that edge devices collectively train AI models without accessing raw data. This would significantly enhance 

security and adherence to new regulations like GDPR while continuing to have real-time SLA optimization. 

4.4 AI Explainability and Trust in Network Decision-Making 

With AI increasingly playing a larger role in routing and security decisions, explainable AI (XAI) frameworks 

will be essential. Operators would depend on the underlying cause of route changes or anomaly notifications, 

particularly in mission-critical networks like defense, healthcare, and finance. Future research must 

incorporate transparent and interpretable AI modules in SD-WAN controllers. 

4.5 Standardization and Interoperability 

There is not a cohesive framework that combines AI, BGP optimization, and quantum security standards in a 

vendor-neutral ecosystem. There has to be an alliance of academia, industry, and standardizing bodies such as 

the IETF, NIST, and ITU in defining interoperable protocols and APIs for post-quantum SD-WAN 

environments. 

Conclusion 

This review has addressed the convergence of quantum cryptography, AI-based SD-WAN, and SLA-based route 

optimization in setting the foundation for a future-proof architecture for secure as well as intelligent WAN 

infrastructure. We have thought through how machine learning and reinforcement learning algorithms can re-

imagine the otherwise static BGP protocol as a dynamic, SLA-aware routing engine. At the same time, we have 
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thought through deploying post-quantum crypto algorithms and QKD to protect SD-WAN environments 

against quantum attacks. 

The proposed architecture is expected to achieve phenomenal decreases in the latency, SLA guarantees, and 

route resiliency when quantum-resistant communication channels are employed. Experimental analysis 

indicates that AI can be used together with post-quantum cryptography with substantial improvement at the 

cost of computational cost that the optimization will address later. With the post-quantum computing world 

approaching, networking equipment is required to be following suit.  

The first step towards that is the convergence of AI with quantum-resistant technology in SD-WAN, and it is a 

step that must be made to reach this point. In order to arrive there, however, will need to keep researching 

scalable cryptography, private-preserving AI, and worldwide standardization efforts. And finally, it would 

require the creation of strong, flowing, and secure networks to propel the second generation of cloud-native, 

distributed businesses. 
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