
Journal of Information Systems Engineering and Management 
2021, 6(1) 

e-ISSN: 2468-4376 
https://www.jisem-journal.com/ Research Article  

 

 1 
 

Copyright © 2021 by Author/s and Licensed by JISEM. This is an open access article distributed under the Creative Commons 

Attribution License which permits unrestricted use, distribution, and reproduction in any medium, provided the original work is 

properly cited. 

 

Lightweight and Adaptive Federated Learning for 

Ultra-Low-Power IoT Devices 

 

Pravin B. Mali1, Amol P. Chaudhari2 and Nitin B. Pawar3 

1Government Polytechnic, Nashik, India 

2Government Polytechnic, Jalgaon, India 

3Government Polytechnic, Jalgaon, India 

ARTICLE INFO ABSTRACT 

Received: 03 Jan 2021 

Revised: 15 Mar 2021 

Accepted: 26 Mar 2021 

Federated Learning (FL) has emerged as a promising paradigm for decentralized 

model training while preserving data privacy. However, deploying FL on ultra-low-

power Internet of Things (IoT) devices remains challenging due to limited 

computational resources, communication constraints, and data heterogeneity. This 

paper proposes a lightweight and adaptive federated learning framework tailored for 

microcontroller-based IoT environments. The proposed method integrates 

quantization-aware training, gradient compression, and adaptive client selection to 

reduce communication overhead and energy consumption while maintaining model 

accuracy. Furthermore, a personalized aggregation strategy is incorporated to 

mitigate non-IID data distribution and domain shift issues. Experimental evaluation 

using a simulated IoT dataset demonstrates that the proposed method achieves up to 

18% reduction in communication cost, 25% energy savings, and improved 

convergence stability compared to traditional FL approaches such as FedAvg and 

FedProx. The results validate the feasibility of deploying federated learning in 

resource-constrained environments, enabling scalable and privacy-preserving 

intelligent IoT systems. 
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I. Introduction 

The proliferation of Internet of Things (IoT) devices has resulted in massive distributed data generation 

across edge environments. Traditional centralized machine learning approaches require transferring 

raw data to cloud servers, leading to significant privacy risks, increased latency, and communication 

bottlenecks. Federated Learning (FL) introduced by McMahan et al. [1] addresses these challenges by 

enabling decentralized training: each client trains a local model and only shares model updates with a 

central server, preserving data locality and privacy. This paradigm is particularly attractive for 

applications such as healthcare monitoring, smart agriculture, and industrial automation, where 

sensitive data must remain on-device. 

Despite its advantages, deploying FL on ultra-low-power IoT devices—typically based on 

microcontrollers with limited memory (<512 KB RAM) and constrained processing—remains 

challenging. Key obstacles include high communication overhead, non-IID data distributions across 

clients, and energy constraints. Recent studies [2], [3] highlight the need for efficient frameworks that 

can operate within these tight resource budgets while maintaining model accuracy[22]. 

II. Motivation and Research Gap 

Existing FL algorithms such as FedAvg [1] and FedProx [4] are designed primarily for environments 

with moderate resources and assume relatively stable connectivity. However, they are not optimized for 
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ultra-low-memory devices (<512 KB SRAM) nor for energy-harvesting or battery-powered IoT nodes. 

The research gap lies in the absence of a unified framework that integrates compression-aware training, 

intelligent client selection, and personalized aggregation to meet the strict energy and memory budgets 

of edge AI. Prior work [5], [6] has explored quantization and compression separately, but a holistic 

approach combining these techniques with adaptive client participation remains unexplored for 

microcontroller-class devices. 

 

III. Contributions 

The main contributions of this paper are summarized as follows: 

1) Lightweight FL Framework: A novel architecture designed for microcontroller-based IoT devices 

that reduces memory footprint and computational complexity. 

2) Quantization-Aware Training and Gradient Compression: Integration of INT8 

quantization and hybrid Top-K sparsification with SignSGD to minimize communication payload. 

3) Adaptive Client Participation Strategy: Dynamic selection based on battery level, network 

condition, and CPU availability to prolong device lifetime. 

4) Personalized Aggregation Mechanism: Local adaptation step for handling non-IID data and 

domain shift. 

5) Comprehensive Experimental Evaluation: Demonstrating improved performance over 

baseline FL methods. 

 

IV. Proposed Methodology 

A. System Architecture 

The proposed system comprises three main components: (i) Edge IoT devices with microcontrollers 

running local training with quantization and compression; (ii) a central aggregation server that 

performs weighted averaging and personalized aggregation; and (iii) a lightweight communication 

layer. Figure 1 illustrates the complete architecture. 

 

Fig. 1: Complete System Architecture of the Proposed Lightweight Adaptive Federated Learning 

Framework (LAFL). The diagram illustrates client-side processing with quantization and compression, 

server-side aggregation with personalization, adaptive client selection mechanism, and overall 

performance improvements. 

B. Federated Learning Baseline 

In conventional FL, the global model update follows the Federated Averaging (FedAvg) rule [1]: 

Equation (1): wt+1 = Σk=1
K (nk/N) × wk

(t)  
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where K is the number of participating clients, nk is the number of samples on client k, N is the total 

dataset size, and wk
(t) represents the local model weights after local training. 

C. Proposed Enhancements 

1) Quantization-Aware Training: To reduce model size and enable deployment on 

microcontrollers, we employ INT8 quantization [7]: 

Equation (2): Q(x) = round( clip(x, -128, 127) / s ) × s  

where s is the scaling factor determined during calibration. The model footprint decreases by 

approximately 4× compared to 32-bit floating-point representations. 

2) Gradient Compression: We combine Top-K sparsification and SignSGD [8] to minimize 

communication costs: 

Equation (3): TopK(g, k) = { gi if |gi| ≥ thresholdk, otherwise 0 }  

SignSGD compresses each gradient element to its sign, reducing communication from 32 bits to 1 bit 

per element. This hybrid approach yields significant bandwidth savings (up to 90% reduction) without 

destabilizing convergence. 

3) Adaptive Client Selection: Participation score Pk is calculated as [9]: 

Equation (4): Pk = α × Batteryk + β × RSSIk + γ × (1 - CPUUtilk)  

where α=0.4, β=0.35, γ=0.25. Clients with Pk > 0.5 are selected for participation in the current round. 

D. Personalized Aggregation for Non-IID Data 

To handle statistical heterogeneity, we incorporate personalized aggregation [10]: 

Equation (5): wk
pers = wglobal + λ × (wk

local - wglobal)  

where λ is a tunable hyperparameter (typically 0.2-0.5). This allows local models to retain domain-

specific knowledge while benefiting from global aggregation, accelerating convergence under non-IID 

conditions. 

Algorithm 1: Lightweight Adaptive Federated Learning (LAFL) 

 

Input: K clients, global rounds T, local epochs E, personalization factor λ, batch size B 

Output: Final global model wT 

 

1: Initialize global model w0 

2: for each round t = 1 to T do 

3:     St ← AdaptiveClientSelection()   ▷ Based on battery, RSSI, CPU load 

4:     for each client k in St in parallel do 

5:        wk ← LocalTraining(wt-1, Dk, E, B)   ▷ With quantization-aware training 

6:        Δwk ← TopK( SignSGD(wk - wt-1) )   ▷ Gradient compression 

7:        Send compressed update Δwk to server 

8:     end for 

9:     wt ← Σk∈St (nk/N) × (wt-1 + Δwk)   ▷ Server aggregation 

10:     for each client k in St do 

11:        wk
pers ← wt + λ × (wk - wt)   ▷ Personalization step 

12:     end for 

13: end for 

14: return wT  
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V. Experimental Setup 

A. Dataset and Simulation 

We evaluate using the Human Activity Recognition (HAR) dataset from UCI [11], containing 10,299 

samples, 561 features, and 6 activity classes. Data is partitioned among 30 clients using a Dirichlet 

distribution (α=0.5) for non-IID simulation. Each client runs a two-layer neural network with 256 

hidden units (approximately 144K parameters). Energy consumption is modeled using ARM Cortex-

M4 power profile (48 MHz, active current 12 mA, transmit current 18 mA over BLE). 

B. Evaluation Metrics and Baselines 

Metrics: (i) classification accuracy (%), (ii) total communication cost per round (KB), (iii) average 

energy consumption per client (mJ), (iv) number of rounds to reach convergence (85% accuracy). 

Baselines include FedAvg [1], FedProx [4], and a variant with only quantization for ablation. 

C. Implementation Details 

The simulation is implemented in Python using TensorFlow Federated. Top-K compression is set to 

10%, λ = 0.3, and adaptive selection thresholds: battery > 20%, RSSI > -70 dBm, CPU load < 80%. 

 

VI. Results and Discussion 

A. Accuracy Comparison 

Table I: Accuracy comparison after convergence (200 rounds) 

Method Test Accuracy (%) Rounds to 85% Accuracy 

FedAvg [1] 75.2 ± 1.4 >200 (not reached) 

FedProx [4] 82.3 ± 1.2 178 

FedAvg + Quantization 78.6 ± 1.1 185 

Proposed LAFL 91.0 ± 0.8 112 

 

B. Communication Cost and Energy Efficiency 

Table II: Communication cost and energy efficiency comparison 

Method 
Comm. cost per round 

(KB) 

Energy per client 

(mJ) 

Energy 

Savings 

FedAvg [1] 642.3 147.2 — 

FedProx [4] 624.1 140.5 4.6% 
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Table II: Communication cost and energy efficiency comparison 

Method 
Comm. cost per round 

(KB) 

Energy per client 

(mJ) 

Energy 

Savings 

Proposed 

LAFL 
512.8 105.3 25.0% 

 

C. Ablation Study 

Table III: Ablation study - contribution of each component 

Configuration Accuracy (%) Energy (mJ) 

Proposed LAFL (full) 91.0 105.3 

Without personalization (λ=0) 83.8 108.2 

Without gradient compression 90.1 141.7 

Without adaptive selection 88.5 118.4 

 

D. Key Observations 

The proposed LAFL framework achieves 18% communication reduction and 25% energy savings while 

improving accuracy by 9% over FedAvg. Personalized aggregation contributes the largest accuracy gain 

(7.2%), while gradient compression provides the most energy savings (18.3%). These findings align with 

prior work [12], [13] emphasizing the importance of communication-efficient strategies in wireless edge 

networks. 

 

VII. Applications 

Smart Healthcare: Wearable devices for continuous health monitoring with privacy preservation 

[14]. 

Smart Agriculture: Soil sensor networks for precision irrigation prediction [15]. 

Industrial IoT: Predictive maintenance across distributed factory sensors [16]. 

Smart Cities: Environmental monitoring and traffic flow prediction [17]. 

 

VIII. Conclusion 

This paper presented a lightweight and adaptive federated learning framework (LAFL) specifically 

designed for ultra-low-power IoT devices. By integrating quantization-aware training, Top-K gradient 

compression with SignSGD, adaptive client selection based on resource availability, and personalized 

aggregation, we demonstrated significant improvements in communication efficiency, energy 

consumption, and model accuracy. Experimental results using a realistic HAR dataset with non-IID 

partitioning showed that the proposed method achieves 18% communication cost reduction, 25% 
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energy savings, and 91% accuracy, outperforming conventional FL approaches by 9%. The framework 

enables practical deployment of FL on resource-constrained microcontrollers, paving the way for 

scalable, privacy-preserving intelligent IoT systems. 

 

IX. Future Work 

Future work will focus on real hardware implementation using ESP32 and STM32 platforms to validate 

the energy and latency measurements under physical wireless conditions. Additionally, we aim to 

integrate secure aggregation protocols such as homomorphic encryption [18] to enhance privacy 

guarantees while maintaining lightweight operation. Extending the framework to support on-device 

continual learning [19] and federated transfer learning [20] will further improve adaptability in 

dynamic environments. 
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